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Will Consent and “Consumer Expectations” 
become obsolete under GDPR?
How the GDPR is turning consent on its head and away from the U.S. notion  
of how to capture and own personal information

Cynthia J. Cole and Travis Campbell,* Baker Botts LLP

At its core, the EU’s General Data Protection Regulation (“GDPR”) establishes a set of principles 
around an individual’s fundamental right to privacy.  The U.S. has its own principles of freedom 
of expression and protection of the individual against unreasonable searches and seizures. Consent 
to the use of personal information would seem to bridge any gaps in these principles and create a 
pathway to the use of personal information by an entity who has rightfully obtained the consent of 
the individual.  Except that under the GDPR, consent can be withdrawn at any time and must also 
be specific and unambiguous.

And it was the French, Liberte, Egalite et Fraternite, who pulled out ahead with the first substantive 
test of the GDPR and consent. Earlier this year, the Commission Nationale de l’Informatique et des 
Libertés (“CNIL”), highlighted the conceptual difference that exists between EU and U.S. privacy 
laws. Its decision signals difficult times ahead for Internet giants and other large tech companies whose 
business relies on collecting and processing large quantities of EU and U.S. personal information. 

On January 19, 2019, the CNIL imposed a record fine of €50 million (almost $57 million) against 
Google for collecting and processing EU personal data for personalized advertising without provid-
ing data subjects with clear and understandable disclosures regarding its activities sufficient to obtain 
their informed consent.1

Under the GDPR, data controllers and data processors must, among other things, be able to point to one 
of the following legal bases for processing each piece of EU personal data that is collected or processed:2

1. the data subject has given consent to the processing of his or her personal data for one or more 
specific purposes;

2. processing is necessary for the performance of a contract to which the data subject is party or in 
order to take steps at the request of the data subject prior to entering into a contract;

1 The CNIL’s restricted committee imposes a financial penalty of 50 Million euros against GOOGLE LLC, Comm’n Nationale 
de l’Informatique et des Libertés (Jan. 21, 2019), https://www.cnil.fr/en/cnils-restricted-committee-imposes-financial-
penalty-50-million-euros-against-google-llc. 

2  Art. 6
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3. processing is necessary for compliance with a legal obligation to which the controller is subject;
4. processing is necessary in order to protect the vital interests of the data subject or of another 

natural person;
5. processing is necessary for the performance of a task carried out in the public interest or in the 

exercise of official authority vested in the controller; or
6. processing is necessary for the purposes of the legitimate interests pursued by the controller or by 

a third party, except where such interests are overridden by the interests or fundamental rights and 
freedoms of the data subject which require protection of personal data, in particular where the 
data subject is a child.

Google’s position was that it included disclosures regarding personalized advertising in its privacy 
policies and terms of service and performed the processing on the basis of having informed consent 
from the data subjects. However, the CNIL found that Google’s disclosures fell short of what is 
required under the GDPR for informed consent. 

First, the CNIL found that certain essential information, such as the data processing purposes, the 
data storage periods and the categories of personal data used for ad personalization, was spread across 
several pages on Google’s websites and services, requiring the data subject to click multiple buttons 
and links—in some cases requiring as many as five or six steps—to access the information. The dis-
closures were also too “generic and vague” with respect to the purposes of processing and the catego-
ries of data being processed and did not make clear to the user that the legal basis for processing was 
consent rather than the legitimate interest of Google. The CNIL also found that the data subject was 
not adequately made aware of all the various Google services involved in the processing and the large 
volume of data being amassed and combined (which the CNIL characterized as being “particularly 
massive and intrusive” in this instance). 

Second, under the GDPR a data subject’s consent must be both specific and unambiguous to be 
effective. The CNIL found that Google’s user signup process failed to meet that standard because the 
check box allowing users to opt out of the personalized advertising features was pre-checked to opt-in 
and was also hidden behind a “more options” link. According to the CNIL, “consent is ‘unambigu-
ous’ only with a clear affirmative action from the user (by ticking a non-pre-ticked box for instance).” 
And while Google required its users to affirmatively check two boxes during the sign up process to 
accept Google’s terms of service and agree to the “processing of my information as described above 
and further explained in the privacy policy,” this was not sufficient for specific consent under the 
GDPR. According to the CNIL, a data subject’s consent is only specific if it is given distinctly for 
each purpose, rather than blanket processing.

The United States takes a very different position on consent. While requirements vary among the 
disparate privacy laws currently in place, generally, these laws don’t require specific affirmative con-
sent from the data subject in advance of data collection and processing. 

Instead, U.S. privacy laws may require pre-collection notice of the collecting entity’s data collection, 
use, and disclosure practices and related consumer choices and contact information, as well as an opt-
out for certain uses, such as marketing and further disclosures. Generally, opt-in consent is required 
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when the data involved are considered sensitive, such as financial information, children’s personal 
information, and protected health information. Opt-in consent is also required if the company seeks 
to use consumer data in a manner that is materially different than disclosed at the time of collection. 
But this latter requirement is more of an acknowledgement by the Federal Trade Commission that it 
is unfair and deceptive to consumers to implement a “retroactive material change” without obtaining 
their prior affirmative consent than it is an effort by legislators to lead with protecting those consum-
ers’ personal data. 

Even the California Consumer Privacy Act of 2018 (“CCPA”), which is a notable recent shift in 
U.S. privacy law, does little to bridge the gap of informed consent. While the CCPA requires greatly 
enhanced disclosures by covered businesses at or before the point of collection (such as the categories 
and specific pieces of personal information collected about the consumer; the sources from which 
that information is collected; the purpose for collecting or selling such personal information; the 
categories of personal information sold; and the categories of third parties to whom the personal 
information is shared),3 for consumers who are over the age of 16, the CCPA requires only a “Do 
Not Sell My Personal Information” link that allows those consumers to opt-out of the sale of their 
personal information.4 

The CNIL’s recent finding against Google and its decision to impose a substantive fine around 
consent, while discounting “forum shopping” on the part of U.S. entities, highlights the sharp divide 
that exists between EU and U.S. privacy laws. This divide will only deepen as the U.S. struggles with 
how to manage a concept predicated on consumer expectations and retroactive changes as unfair 
and deceptive and one that encompasses fundamental principles that are being applied in the form 
of expensive fines to the substantial dismay of U.S. entities.  This decision by the CNIL gets to the 
heart of consent and if it is ever truly valid in a world where data is collected by multiple entities 
and at multiple entry points; and comingled and shared with third parties. Companies will need to 
grapple seriously with how they have amassed personal data and rethink how they can comply in this 
brave new land.   

 

3  CAL. CIV. CODE § 1798.130
4  CAL. CIV. CODE § 1798.135. 
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