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Nov 2018

USA: Does the solution to data privacy reside in the

FTC?

The Federal Trade Commission (‘FTC’) announced, on 6 August 2018, a series of public hearings in autumn and

winter 2018 to examine whether evolving business practices, new technologies, or international developments

require adjustments to consumer protection law, FTC enforcement priorities, and policy. Douglas W. Henkin,

Cynthia J. Cole and Matthew Kempf, Partner, Special Counsel and Associate at Baker Botts LLP respectively,

discuss, in light of this development, the e�ectiveness of the FTC’s enforcement process in protecting US

consumer privacy. First, however, they highlight the legal implications of the General Data Protection Regulation

(Regulation (EU) 2016/679) (‘GDPR’) and the FTC Act of 1914 with respect to US data privacy.

Introduction

On 25 May 2018, the GDPR came into e�ect in the European Union. Because the GDPR has extraterritorial application, it has im-

pacted US companies both on a �nancial and philosophical level. It has also drawn attention to the laws in the US on the protec-

tion of personal information as well as the enforcement of these laws. The GDPR is based on longstanding European laws and di-

rectives, and its status as a regulation enlarges its applicability and widens the EU’s enforcement powers. If no one was talking

about data privacy before 25 May 2018, they are now, especially given the number of headline-grabbing data breaches that were

announced soon after the GDPR came into force.
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Signi�cant data breaches, compromising the personal information of millions of consumers, have been publicised widely for

years, and US companies have been �ned under both federal and state statutes. Executives have lost their jobs for covering up

data breaches or attempting to mask the trail of hackers. Generally, however, both the public and regulators have so far been

forgiving of data breaches once there appears to be remediation. In the interest of innovation and economic momentum, com-

panies have been allowed to develop their own privacy terms of use and IT security protocols and apply them internally. But with

the GDPR now in force in the EU, people have begun to question whether the FTC is the appropriate US regulator to be ultimately

responsible for the protection of Americans’ personal information.

The GDPR gives EU residents a comprehensive regulatory framework where protecting consumers’ data privacy is a fundamental

right . The current US paradigm views data privacy as merely a consumer protection issue that can, like the right to sue, be con-

tracted away. The FTC thus often acts only after a data breach has already occurred or a security issue is otherwise brought to its

attention . Given the FTC’s limited resources and the lack of a nation-wide regulatory infrastructure similar to that of the EU, one

can question whether Americans are receiving the level of protection that they should. Sometimes it depends largely on what

state they live in and how active their attorney general is.

The EU’s approach of industry-wide accountability and viewing data privacy as a fundamental right is a preferable approach to

the current US framework. Comparing the EU’s enforcement capabilities under the GDPR with the FTC’s may bring us closer to

de�ning how to �ll any national-level gap to bring data protection of US residents’ personal information into 2019.

How does the EU enforce the GDPR?

One of the most talked about aspects of the GDPR is its extraordinarily high non-compliance �nes. In fact, Article 83(5)(a) of the

GDPR states that infringements of the basic principles for processing personal data are subject to the highest tier of administra-

tive �nes . What’s not often discussed is how the GDPR is enforced (i.e., who comes knocking?). These enforcers are called data

protection authorities (‘DPAs’), and they have a number of investigative/corrective powers that the FTC does not explicitly have.

The following is a non-comprehensive list of these powers. DPAs can:

conduct internal company audits;

handle complaints by individuals for violations of the GDPR and the relevant national laws;

review certi�cations;

provide expert advice on data protection issues;

issue warnings if it appears a GDPR violation may occur;

order a processor or controller of personal information to comply with the GDPR;

impose limitations, and even bans, on processing;

impose administrative �nes; and

suspend data �ows it deems non-compliant.

Generally, the main contact point for questions on data protection is the DPA in the EU Member State where the company/organ-

isation is based. However, if the company/organisation processes data in di�erent EU Member States or is part of a group of

companies established in di�erent EU Member States, the main contact point may be a DPA in another EU Member State. Each

EU Member State has appointed a DPA who works with other Member State DPAs. Businesses who are a public authority or

body, or who carry out certain types of processing activities, must have at least one lead interface with its DPA, called a data pro-

tection o�cer (‘DPO’), and the European Data Protection Board monitors and coordinates the DPOs. In e�ect, this means that
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every company handling consumer data must have an accountable o�cial inside the company, helping to ensure compliance

with the GDPR, and interacting with the relevant DPA. This framework exists by law in every EU Member State and every compa-

ny dealing in the personal information of EU residents.

Accountability principle

The GDPR has an accountability principle under Article 5(2), speci�cally requiring companies to take responsibility for complying

with its principles and maintain appropriate processes and records to demonstrate compliance. Additionally, Article 24(1) of the

GDPR mandates that companies implement technical and organisational measures to ensure, and demonstrate, compliance with

the GDPR which should be risk-based and proportionate; and also requires companies to review and update the measures as

necessary. These measures may include maintaining a record of the company’s processing activities, covering areas such as pro-

cessing purposes, data sharing and retention.

The accountability principle places the initial burden of policing compliance on the companies and their DPOs and holds them ac-

countable for any compliance failure. In contrast, in the US regulators like the FTC often have the primary burden of policing and

enforcement.

How does the FTC protect data privacy?

Since the 1970’s, the FTC has been the primary US federal agency with respect to privacy policy and enforcement. Although rapid

technological advances have given rise to new privacy issues, the FTC’s overall approach regarding data privacy has not changed.

The FTC’s primary legal authority comes from Section 5 of the FTC Act, which prohibits unfair or deceptive practices in the mar-

ketplace. The FTC also has authority to enforce a variety of sector-speci�c laws, including the Truth in Lending Act of 1968, the

Controlling the Assault of Non-Solicited Pornography and Marketing Act of 1994, the Children’s Online Privacy Protection Act of

1998, the Equal Credit Opportunity Act of 1974, the Fair Credit Reporting Act of 1970, the Fair Debt Collection Practices Act of

1977, and the Telemarketing and Consumer Fraud and Abuse Prevention Act of 1994.

US federal courts have posited that the U.S. Congress intentionally gave the FTC broad discretion to make case-by-case determi-

nations about what constitutes an unfair act or practice. This is because, as some courts have explained, “Congress thought im-

possible the task of legislating a comprehensive list of unfair acts or practices ,” the idea being that legislators rarely enumerate

comprehensive lists and instead leave some discretion to the courts to interpret gray areas.

Enforcement vehicle

One view is that the FTC has essentially made itself America’s de facto DPA through aggressive use of Section 5 of the FTC Act.

These enforcement actions usually occur only after a data breach has already occurred, and the vast majority of these cases have

ended in settlements . The FTC carries out its data privacy mission in two ways: formal rulemaking and case-by-case litigation.

The FTC also publishes best practices and recommendations and relies on US companies to voluntarily enhance security proto-

cols by adopting those best practices and industry standards.

In its rule-making function, the FTC is authorised to prescribe rules ‘which de�ne with speci�city’ unfair acts or practices . Once

such a rule takes e�ect, it essentially becomes an addendum to Section 5(a)’s phrase ‘Unfair [...] acts or practices,’ putting the

public on notice that a particular act or practice is deemed unfair. In the litigation context, once a speci�c act or practice is found

unfair, it essentially becomes an FTC promulgated rule . The FTC has the option to prosecute claim of rule violations before an
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Administrative Law Judge, with appellate review before the FTC and then in a federal court of appeals . Or, it may prosecute such

claims before a federal district judge, with appellate review also in a federal court of appeals . The FTC may proceed against a

party it claims violated its rules by seeking imposition of a civil penalty or civil contempt sanction .

Is the FTC the best enforcement body?

Is the FTC’s generally post hoc enforcement process the best way to protect US consumer privacy? With the thousands of compa-

nies in the US that collect, use, or sell consumer data, does the FTC have the resources or ability to ensure compliance (or as

close to it as possible)? As useful and often necessary as these enforcement actions are, do they really help create an industry-

wide culture that respects consumer privacy down to the individual company level? Put di�erently, gleaning what not to do by

evaluating what claims the FTC chooses to pursue could be viewed as less e�cient than specifying GDPR-like norms.

Having the FTC as the sole enforcement agent, and the lack of nationwide legislation, may thus promote a culture of companies

willing to risk the small chance of being called out on their data privacy violations in exchange for the high premium they could

gain from ignoring or allowing such privacy violations. If, as in the EU, every company dealing in consumer personal data was re-

quired to have a representative whose primary job is to ensure that the company is compliant with national norms, proper data

privacy could become the norm. Recently, Google advocated for similar “[i]ndustry accountability programmes” so long as the

programmes include safe harbours, which Google argues “can incentivize best practices, particularly in providing more �exible

approaches to dealing with evolving technologies .” Google’s data protection framework demonstrates that the industry would

likely accept data privacy legislation that gave clear guidance to companies regarding speci�c industry-wide rules, instead of a

collection of ad hoc rules based on what actions the FTC has chosen to pursue as ‘unfair.’

Although its broad authority allows the FTC to address a wide array of practices a�ecting consumers, the question is whether

consumers can be given more than just having their data privacy ‘addressed.’ A clearly de�ned and comprehensive data privacy

framework (whether administered by the FTC or another agency) could help ensure much greater industry compliance and pro-

mote an industry-wide culture that values its customers’ privacy for reasons other than its own �nancial gain or avoidance of

litigation.
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This document does not attempt to describe the full scope of the GDPR’s requirements or the full scope of the enforcement powers of ei-

ther the GDPR or the FTC. This document is not intended to constitute legal advice and should not be relied on as such.

1. The EU Charter of Fundamental Rights (Article 8) stipulates that EU citizens have the right to protection of their personal data. 

2. The FTC’s primary legal authority comes from Section 5 of the FTC Act, which prohibits unfair or deceptive practices in the mar-

ketplace. 15 U.S.C. Section 45(a). 
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3. Some �nes can be as much as €20 million, or 4% of a company’s total worldwide annual turnover, whichever is higher. 

4. LabMD, Inc. v. Federal Trade Commission, 894 F.3d 1221, 1228, 1232 (11th Cir. 2018). 

5. The FTC has brought over 500 enforcement actions and 60 cases against companies that have engaged in unfair or deceptive

practices that that failed to adequately protect consumers’ personal data since 2002. See ‘Privacy & Security Update: 2017, Feder-

al Trade Commission,’ https://www.ftc.gov/system/�les/documents/reports/privacy-data-security-update-2017-overview-commis-

sions-enforcement-policy-initiatives-consumer/privacy_and_data_security_update_2017.pdf 

6. 15 U.S.C. Section 57a. 

7. LabMD, 894 F.3d at 1232. 

8. See 15 U.S.C. Section 45(b), (c); 16 C.F.R. § 3.1 et seq. 

9. 15 U.S.C. Section 53(b). 

10. For each separate violation of the order - or, in the case of a continuing violation, for each day in violation - the district court

may impose a penalty of up to $41,484, still signi�cantly less than the GDPR’s �ne structure. 

11. See ‘Framework for Responsible Data Protection Regulation,’ Google, Inc. (September, 2018).

NEWS POST

EU: Parliament adopts resolution on Cambridge Analytica's use of Facebook users' data

NEWS POST

International: UN Privacy Rapporteur addresses Germany's privacy protection system

LEGAL RESEARCH

Solutions for a responsible use of the blockchain in the context of personal data (6 November 2018)

LEGAL RESEARCH

The Constitution of the Republic of the Islamic Republic of Pakistan (as updated 2012)

NEWS POST

Taiwan: MoJ announces amendments to AML and CTF laws

RELATED CONTENT

https://www.ftc.gov/system/files/documents/reports/privacy-data-security-update-2017-overview-commissions-enforcement-policy-initiatives-consumer/privacy_and_data_security_update_2017.pdf
https://platform.dataguidance.com/news/eu-parliament-adopts-resolution-cambridge-analyticas-use-facebook-users-data
https://platform.dataguidance.com/news/international-un-privacy-rapporteur-addresses-germanys-privacy-protection-system
https://platform.dataguidance.com/legal-research/solutions-responsible-use-blockchain-context-personal-data-6-november-2018
https://platform.dataguidance.com/legal-research/constitution-republic-islamic-republic-pakistan-updated-2012
https://platform.dataguidance.com/news/taiwan-moj-announces-amendments-aml-and-ctf-laws

