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Introduction

As part of its overall cooperation efforts, Siemens . . . has developed and timely provided detailed and 
significant information regarding third parties. . . . [T]he documentation and analysis undertaken by 
Siemens has been possible only because it took aggressive steps starting immediately after the Munich raids 
to preserve evidence in both electronic and hard copy form.1

 —Department of Justice Sentencing Memorandum of Siemens AG

Good preservation of electronically stored information (“ESI”) is a critical component of a good 
compliance policy.  Timely, robust preservation can mitigate criminal penalties, as the above excerpt 
from the Justice Department makes clear, or provide a basis to avoid it entirely.  By contrast, poor 
preservation habits can lead to unfriendly interactions with prosecutors and regulators at best, and 
obstruction of justice charges at worst.

This article will provide guidance to electronic discovery in the face of actual or pending U.S. govern-
ment investigations.  Specifically, the article will discuss: (1) the circumstances that trigger a duty to 
preserve or collect electronic information; (2) the extraterritorial reach of subpoenas or other similar 
requests; and (3) best practices for preserving information once a duty arises.

(1) What triggers a duty to preserve information?
“Notice” of possible litigation is the touchstone of the duty to preserve information. While the 
concept of “notice” has been more fully litigated in the civil realm,2 similar considerations apply 
in the context of government investigations.  A duty to preserve arises when a company learns that 
information in its possession may be relevant to an investigation or judicial process.  

1 Department’s Sentencing Memorandum, United States v. Siemens Aktiengesellschaft, 1:08cr00367-RJL, Dkt. 3 (Dec. 12, 
2008) at 16–17. 

2 See, e.g., Byrnie v. Town of Cromwell, Bd. of Educ., 243 F.3d 93, 108 (2d Cir. 2001) (holding the duty to preserve “usually 
arises when a party has notice that the evidence is relevant to litigation”); Procter & Gamble Co. v. Haugen, 179 F.R.D. 
622, 631 (D.Utah 1998) (recognizing a court’s inherent power and authority under Fed. R. Civ. P. 37(b)(2) to sanction a 
litigant “who is on notice that documents and information in its possession are relevant to litigation, or potential 
litigation, or are reasonably calculated to lead to the discovery of admissible evidence, and destroys such documents 
and information”), judgment aff ’d in part and rev’d in part on other grounds, 222 F.3d 1262 (10th Cir.2000).
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The most straightforward triggers of a duty to preserve involve formal processes such as subpoenas, 
civil investigative demands, indictments, and search warrants. However, a duty to preserve po-
tentially relevant evidence begins once a company is aware that an investigation, civil, or criminal 
complaint is in the works, whether or not it has received formal process.  The most famous example 
of this is the prosecution of Arthur Andersen (“Andersen”) for obstruction of justice.   In the fall of 
2001, corporate officers repeatedly instructed Andersen’s employees to comply with the firm’s docu-
ment retention policy, which necessarily entailed shredding documents related to Andersen’s account-
ing work for Enron.  Andersen gave these instructions after the SEC publicly opened an investigation 
into Enron but before Andersen received a subpoena related to the SEC investigation.   Although 
the Supreme Court eventually reversed Andersen’s obstruction conviction on unrelated grounds,3 
the idea that documents relevant to an anticipated subpoena or investigation can be the basis for an 
obstruction conviction was codified in the Sarbanes Oxley Act of 2002 (“SOX”), enacted in the wake 
of Enron and Andersen cases.  SOX makes clear that the duty to preserve may precede a government 
investigation: “Whoever knowingly alters, destroys . . . [or] falsifies . . . any . . . document . . . with 
the intent to impede, obstruct, or influence the investigation . . . of any matter within the jurisdic-
tion of any department or agency of the United States . . . or in relation to or contemplation of any 
such matter or case, shall be fined . . . [or] imprisoned not more than 20 years, or both.”4

Other cases caution against an overly formalistic interpretation of notice.5  In United States v. Triumph 
Capital Grp., Inc., the Second Circuit affirmed a conviction for obstruction of justice where the 
defendant destroyed documents in his possession prior to being served with a grand jury subpoena but 
after he learned of the existence of a grand jury investigation into a matter directly related to the docu-
ments in question.  The Court rejected the defendant’s argument that the evidence was insufficient 
to convict because he never destroyed a document specifically covered by a subpoena.   Rather, the 
evidence showed that the defendant was aware of the “comprehensive nature of the subpoenas duces 
tecum typically issued in federal grand jury investigations”; that “[defendant’s employer’s] attorneys 
anticipated further subpoenas”; and that the defendant received “advice from a former prosecutor 
indicating that the grand jury would be likely to inspect the data contained on his laptop.”6    

Subpoenas and similar communications from the government present relatively clear notice of a duty 
to preserve. A harder question is what, if any, duty to preserve arises when the only “notice” is an 
unverified, internal complaint.  The answer depends, in large part, on the contents and credibility of 
the complaint itself:

• Is the allegation anonymous?
• Is the allegation facially possible?

3 Arthur Andersen LLP v. United States, 544 U.S. 696, 700 (2005).
4 18 U.S.C. § 1519.
5 United States v. Triumph Capital Grp., Inc., 544 F.3d 149, 169 (2d Cir. 2008); United States v. Schwartz, No. SI 98 CR. 404 

(HB), 1999 WL 6365, at *5 (S.D.N.Y. Jan. 7, 1999), aff ’d, 1 F. App’x 68 (2d Cir. 2001) (affirming a conviction for obstruction 
of justice where two defendants concealed and destroyed a notebook concerning subjects of an investigation 
after several meetings with the government and numerous discussions about the investigation.); United States v. 
Ruggiero, 934 F.2d 440 (2d Cir. 1991) (holding that “destroying documents in anticipation of a subpoena can constitute 
obstruction.”).

6  Triumph Capital, 544 F.3d at 169.
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• Is the allegation specific enough to craft a document hold?  
• Is the allegation serious enough to warrant a hold in the first place?  

The correct answer to this question is highly fact-specific, but counsel should document the process 
by which it reaches the answer for two reasons. First, in light of the government’s efforts to encourage 
and protect whistleblower reports,7 a company has to assume the matter will be (or has been) report-
ed to the government even if the whistleblower reports in-house. Second, and relatedly, while there 
may be compelling reasons for in-house counsel to avoid draconian preservation tactics in response 
to an internal complaint—even a serious and credible one—if implementing those policies would 
tip off the alleged target of the complaint, failure to act could appear like conscious ignorance if that 
internal complaint later evolves into a government investigation.  In that case, contemporaneous 
evidence that the company took its preservation responsibilities seriously (even if it did not preserve 
every document) will likely aid the company in obtaining a favorable outcome.  One of the criteria 
prosecutors consider before bringing charges is “the existence and effectiveness of the corporation’s 
pre-existing compliance program.”8  Similarly, full cooperation credit in FCPA matters requires, 
among other variables, “[t]imely preservation . . . of relevant documents and information relating to 
their provenance.”9  While it is neither commercially reasonable nor legally necessary to automati-
cally halt normal document retention policies in response to every internal complaint, demonstrating  
that the decision to preserve or not-to-preserve was reasonable at the time and made in good faith 
will bolster the argument that a company’s internal compliance process is robust and its preservation 
efforts appropriate. 

When in doubt, a hypothetical application of the work product privilege can be a good rule of 
thumb for analyzing when a duty to preserve arises.  Attorneys and clients facing a decision to begin 
preservation efforts should ask, “If I had to create a privilege log, would I invoke the work-product 
privilege over contemporaneous documents about this matter?”  If the answer is, “yes,” then some 
preservation efforts are likely appropriate.  The reason: if litigation is sufficiently “reasonably foresee-
able” for the work product protection to apply to a document, then it must be sufficiently foreseeable 
for the duty to preserve too.  See e.g.. Sanofi-Aventis Deustchland GMBH v. Glenmark Pharmaceuti-
cals, Inc., 748 F.3d 1354, 1362 (Fed. Cir. 2014) (finding no abuse of discretion where district court 
imposed spoliation sanctions on a litigant because it failed to preserve documents after the first work 
product assertion recorded on its privilege log).  Indeed, in the Andersen prosecution, one piece of 
evidence the government relied on to show intent was an e-mail sent by in-house counsel to a senior 

7 The SEC’s Whistleblower protection program is designed to encourage individuals to report alleged securities violations 
to the U.S. Government.  Most of the encouragement is financial: whistleblowers can obtain a monetary reward after 
successful enforcement actions based on the whistleblower’s tip.  But the SEC also strives to limit the potential 
obstacles to reporting outside a company’s internal compliance structure.  For example, the SEC’s Whistleblower office 
has warned that the SEC will review confidentiality or similar agreements that condition receipt of a benefit on not 
reporting potential violations. See Brian Mahoney, SEC Warns In-House Attys Against Whistleblower Contracts, LAW360 
(March, 14 2014), available at www.law360.com/articles/518815/sec-warns-in-house-attys-against-whistle-blower-
contracts.  And the SEC has expressed willingness to scrutinize companies that try to encourage whistleblowers to 
keep matters confidential within the company. 17 C.F.R. 240.21F-17(a) (“[N]no person may take any action to impede an 
individual from communicating directly with the [SEC] about a possible securities law violation, including enforcing, or 
threatening to enforce, a confidentiality agreement”). 

8 United States Attorney’s Manual (“USAM”) 9-28.800.
9 USAM 9-47.120 (3)(b).

http://www.law360.com/articles/518815/sec-warns-in-house-attys-against-whistle-blower-contracts
http://www.law360.com/articles/518815/sec-warns-in-house-attys-against-whistle-blower-contracts
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employee approving the ongoing shredding activities minutes after entering the Enron accounting 
crisis in Arthur Andersen’s internal tracking system for legal matters as a “government regulatory 
investigation.”10  If Andersen’s counsel considered the Enron matter to be a government regula-
tory investigation in its own tracking database—clear indicia of foreseeability for analyzing work 
product—then, at least as far as the government is concerned, Andersen should have taken steps to 
preserve documents related to that matter.

(2) Preserving, Collecting, and Producing ESI—Extraterritoriality and Affiliates
If “notice” triggers a duty to preserve, “control” triggers the duty to produce.  Different U.S. 
Courts apply slightly different rubrics to analyze when a litigant has sufficient “control” over a 
document technically held by an affiliate or agent to justify compulsory process.  But the general 
rule is that if the party has the legal right to obtain the document from the affiliate or agent, then it 
controls that for discovery purposes and must produce it if subpoenaed.   The rule is substantially the 
same for foreign affiliates or subsidiaries of companies doing business in the U.S.  The law is settled 
that U.S. companies can be compelled by subpoena to produce business records stored abroad.11  
In any event, most companies doing business abroad have (or should have) adopted contractual 
provisions in their dealings with foreign partners granting the company the right to review the 
agent’s books and records upon request.  

Data privacy laws pose the main hurdle to collection and production of ESI held abroad. Many 
countries, especially in Europe, have strict data privacy laws that restrict the transfer of data attribut-
able to an individual, including e-mails, across borders, often on pain of stiff fines or criminal penal-
ties.  So, while a company may have contractual rights to demand e-mails from a foreign agent, and 
the U.S. Department of Justice may be able to subpoena those records, the data privacy laws in the 
foreign jurisdiction may prevent the company from producing those materials.  

Companies juggling the competing demands of data privacy and document production can, 
and should, find a way to satisfy both.  Full cooperation credit from U.S. regulators often 
hinges, in part, on finding a legal way around foreign data privacy laws.  The U.S. Attorney’s 
manual states:

10 Brief for the United States, U.S. v. Arthur Andersen, LLP, No. 02-21200 (June 2, 2003) 2003 WL 22340391 (C.A.5) (Appellate 
Brief ) at 3(a)-(B).

11 Marc Rich & Co., A.G. v. United States, 707 F.2d 663, 667 (2d Cir.1983) (“Neither may the witness resist the production of 
documents on the ground that the documents are located abroad. The test for production of documents is control, not 
location.”); Tiffany (NJ) LLC v. Qi Andrew, 276 F.R.D. 143, 147–48 (S.D.N.Y.2011) (“If the party suboenaed has the practical 
ability to obtain the documents, the actual physical location of the documents—even if overseas—is immaterial.”); In 
re NTL, Inc. Securities Litigation, 244 F.R.D. 179, 195 (S.D.N.Y.2007); United States v. Chase Manhattan Bank, N.A., 584 
F.Supp. 1080, 1085 (S.D.N.Y.1984); In re Search of Info. Associated with [redacted]@gmail.com that is Stored at Premises 
Controlled by Google, Inc., No. 16-MJ-00757 (BAH), 2017 WL 3445634, at *14 (D.D.C. July 31, 2017) (“[i]t is no longer open 
to doubt that a federal court has the power to require the production of documents located in foreign countries if the 
court has in personam jurisdiction of the person in possession or control of the material.”).
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Timely preservation, collection, and disclosure of relevant documents and information relating 
to their provenance, including (a) disclosure of overseas documents, the locations in which such 
documents were found, and who found the documents, (b) facilitation of third-party production 
of documents, and (c) where requested and appropriate, provision of translations of relevant docu-
ments in foreign languages[.]

Where a company claims that disclosure of overseas documents is prohibited due to data privacy, 
blocking statutes, or other reasons related to foreign law, the company bears the burden of estab-
lishing the prohibition.  Moreover, a company should work diligently to identify all available legal 
bases to provide such documents[.]12

U.S. companies typically have three main options for legally balancing the demands of foreign data 
privacy laws with the expectations of U.S. regulators.  The company can retain foreign counsel to 
review the pertinent documents, the company can send U.S. counsel to review documents in the 
foreign jurisdiction, or the foreign company can produce versions of the documents with the pro-
hibited personal identifiers redacted.   The specifics will depend on the foreign law in question, and 
one or more approaches may be practical.  Counsel should always consult a local data privacy expert 
before proceeding, but there is likely a way to satisfy domestic production obligations and foreign 
data privacy laws in most circumstances.

Keep in mind that U.S. enforcement agencies have means of getting a hold of documents even where 
a company refuses to cooperate with requests for foreign documents, or credibly cannot satisfy the 
requests in a manner compliant with foreign data privacy laws. Enforcement agencies cooperate 
across borders.  U.S. regulators at the SEC and DOJ regularly tout the depth and breadth of their 
international cooperation,13 and may obtain information held abroad through existing memoranda 
of understanding with foreign enforcement authorities.  Multiple Legal Assistance Treaties (MLATs) 
are less effective but another potential avenue.  MLATs are treaties that allow countries to collect 
and share evidence of a crime, subject to many exceptions.  The upshot is that a company has strong 
incentives to not hide behind foreign data privacy laws because doing so may forgo cooperation 
benefits without hindering a determined U.S. enforcement agency.

One case worth watching this coming term is Microsoft v. United States,14 scheduled for oral argument 
at the Supreme Court in the spring of 2018.  In that case, the U.S. government issued a warrant to 
Microsoft ordering it to produce emails stored in the cloud and held on servers in Ireland.  Microsoft 
refused on the grounds that complying with the warrant would constitute an “extraterritorial” applica-
tion of the Stored Communications Act (“SCA”)15 and would violate Irish data privacy law. The gov-
ernment argued that the warrant was not “extraterritorial” because Microsoft owned and controlled 
the Irish servers and was able to access and produce the emails from computers in the United States.  
The Second Circuit sided with Microsoft and held that SCA does not apply extraterritorially. 

12 9-47.120
13 See, e.g., Keynote Address of Andrew J. Donohue, SEC Regulation Outside the United States, “The SEC at Home and 

Abroad” (June 28, 2016).
14 No. 17–2, 138 S.Ct 356 (Oct. 16, 2017).
15 The SCA authorizes search warrants for data held by electronic communications firms in criminal investigations.
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Microsoft is probably not the start of a sea-change in the treatment of information held abroad.  The 
Second Circuit was the first, and only, court to limit the extraterritoriality of the SCA, and this case 
turns on the interpretation of one particular statute in the arsenal of statutes and rules authorizing 
discovery of foreign documents which, by its own terms, does not apply to the vast majority of 
individuals and companies.  Still, the Second Circuit’s reasoning suggests courts weighing a discovery 
request targeted at foreign documents should look harder at the intended extraterritorial application 
of the authorizing statute.  Furthermore, the Second Circuit’s rejection of the U.S. government’s 
argument that the warrant was not extraterritorial because Microsoft could access and produce the 
documents in the U.S. opens a possible rift with the longstanding rule that subpoenas are not “extra-
territorial” if the target is under the jurisdiction of U.S. courts.  

(3) Practical Preservation Steps

The duty to preserve information includes an obligation to identify, locate, and maintain, information 
that is relevant to specific, predictable, and identifiable litigation. When preservation of ESI is required, 
the duty to preserve supersedes records management policies that would otherwise result in the destruction 
of ESI. A ‘legal hold’ program defines the processes by which information is identified, preserved, and 
maintained when it has been determined that a duty to preserve has arisen.16 

Once counsel determine that there is some duty to preserve, counsel should consider the following 
basic steps in light of the preservation needs.

1. Draft the legal hold

The first and most important step when preserving information is crafting a legal hold. Every legal 
hold should, first and foremost, explain to recipients that ESI or hard copy documents subject to 
the hold must be preserved regardless of other company policies.  The precise information to be 
preserved depends entirely on the nature of the request, litigation, or investigation, but a legal hold 
should nevertheless aim to answer five questions: (1) to whom should this apply, (2) what substantive 
areas should be covered, (3) what is the relevant date range, (4) what systems, files, or geographies 
should be included, and (5) why is this hold necessary.   A company may, of course, have good 
reason to offer a perfunctory description for a hold that it broadcasts to dozens or hundreds of 
employees, and perhaps no explanation at all in the case of an internal investigation where confiden-
tiality and secrecy are key.  But providing some clear explanation of the scope and importance of the 
hold offers two advantages.  First, it makes diligent compliance more likely.  Second, if an employee 
either intentionally or negligently fails to comply, it gives the company space to distance itself from 
acts that the government might construe as obstruction, and to take appropriate remedial measures.  

2. Communicate the hold to the necessary employees

Necessary employees usually include, at minimum, IT or employees responsible for maintaining 
electronic files.  Ideally, a legal hold should be sent to all potential custodians because employees may 

16 Sedona Conference Commentary on Legal Holds, August 2007.
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store data in places that IT personnel cannot capture.  An investigation and related litigation may 
span several years, so a good practice is to automatically communicate existing holds to new employ-
ees as part of the onboarding process to avoid gaps as employees leave.  And all employees should be 
reminded periodically of their document preservation obligations.

3. Suspend regularly-scheduled document destruction 

Many companies have systems and policies that automatically delete e-mails or electronic documents 
after a certain period.  While these policies are entirely legal, the duty to preserve supersedes them, 
and counsel should ensure that automatic or regularly-scheduled deletion efforts cease for informa-
tion covered by the legal hold.  The Andersen case, while not perfectly analogous in that the “reten-
tion” efforts were manual as opposed to electronic, shows that strict adherence to an existing deletion 
regimen may become a liability when a preservation duty arises. 

4. Image where necessary

Direct imaging of employee’s hard drives and e-mail systems is common in investigations and criminal 
proceedings for the simple reason that making permanent copies of the information directly is always 
more effective than merely instructing employees to hold on to information.  Where the nature of the 
case and resources permit, a company should image the key custodians files and data systems (i.e., a 
dynamic Microsoft Access database).  Moreover, special care should be taken to image the computers, 
phones, or other storage devices belonging to employees covered by a hold who leave the company.

5. Update the hold

The scope of materials that should be preserved will likely change as an investigation develops.  This 
may be obvious, as when the government serves a new subpoena, or less, like when the tenor or 
subject of government interviews changes.  Counsel should periodically review the adequacy of exist-
ing holds based on the underlying investigation and proactively update the holds to reflect changed 
circumstances.

6. Record preservation efforts  

Keeping a record of any preservations effort is critical.  Not only are clear preservation records often 
necessary to keep track of investigations that could span many years, but contemporaneous docu-
mentation of what the company did to preserve, or not preserve, and why is often the best evidence 
of a company’s diligence and good faith in implementing its compliance policies. 

This list is by no means exhaustive, nor is each step applicable in every circumstance.  Ultimately, the 
existence and scope of the duty to preserve, and the preservation efforts that will realistically satisfy 
that obligation, is highly fact-dependent.  Counsel should err on the side of caution when evaluating 
preservation obligations because attorneys have a professional and ethical obligation to preserve data 
that could reasonably become relevant in a judicial proceeding, and the penalties for failure to do so 
can be harsh for both client and counsel. 
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