BIG DATA Handbook
A Guide for Lawyers

Robert Maier, Partner, Baker Botts
Joshua Sibble, Senior Associate, Baker Botts

BIG DATA Handbook—A Guide for Lawyers

Executive Summary
BIG DATA AND THE FUTURE OF COMMERCE
Big Data is the future. Each year Big Data—large sets of data processed to reveal previously unseen trends,
behaviors, and other patterns—takes on an increasingly important role in the global economy. In 2010, the Big
Data market was valued at $100 billion worldwide, and it is expected to grow to over $200 billion by 2020.
The power of Big Data and artificial intelligence to crunch vast amounts of information to gain insights into the
world around us, coupled with the emerging ubiquity of the Internet of Things (IoT) to sense and gather that data
about nearly everything on earth and beyond, has triggered a revolution the likes of which have not been seen
since the advent of the personal computer. These technologies have the potential to shatter the norms in nearly
every aspect of society—from the research into what makes a workforce happier and more productive, to
healthcare, to the ways we think about climate change, and to the ways we bank and do business.
Not surprisingly, it seems everyone is getting into the Big Data game, from the expected—multinational computer
hardware, software, and digital storage manufacturers—to the unexpected—real estate agents, small businesses,
and even wildlife conservationists. Within a few years, every sector of the global economy will be touched in some
way by Big Data, its benefits, and its pitfalls.

BIG POTENTIAL AND BIG QUESTIONS
With this wave of technological change will come challenges in law and policy. The law has adapted to address
new technologies in the past, but never before has such a tidal wave of change come all at once, across so many
industries and touching on so many aspects of society. The challenges now will be greater and more complex
than any before.
The explosion of Big Data, both in terms of the data itself and its applications, represents tremendous potential for
businesses in a variety of areas. First the data must be captured, stored, processed, and analyzed. Then any useful
insights gleaned from the data must be applied to improve existing practices, or create new ones. Each step in the
process creates opportunity, but also risk.
Issues of intellectual property (including patents, trade secrets, and open source software), data privacy, and
cybersecurity—even the meaning of “data” itself—should all be carefully considered prior to engaging in Big Data
commerce, and should be revisited regularly as the legal, regulatory, and technological landscapes evolve.

USING THIS HANDBOOK
The issues that may arise and the questions that may need answering are almost limitless. But one must start
somewhere, and this Big Data Handbook is intended to provide that starting place. The Handbook provides
guidance for creating and implementing privacy and IP policies, drafting data usage agreements, navigating the
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FTC regulatory system, and staying one step ahead of cyber-criminals, as well as an overview of current
technology trends in the field.
In creating this Handbook, we have sought to provide a broad overview of the various legal implications, technical
considerations, and other factors that may be important to Big Data businesses in the coming years. Although we
have endeavored to address as wide an array of topics as possible, no doubt many new problems and concerns
will arise.
Indeed, as the Big Data market expands and evolves, providing increasing opportunity, so too will the attending
legal and regulatory concerns, creating more risk. The challenge for all Big Data business, large and small—and
those businesses’ lawyers—will be to keep up with these issues and to stay ahead of the Big Data market.
The goal of this Handbook is to survey the many areas in the law that will be impacted by these technologies—
indeed which are already being impacted today. There are, of course, other areas of the law not addressed in this
Handbook which will be profoundly affected, and many specific questions not addressed here. But the intent is for
this Handbook to act as a roadmap—an issue spotter of sorts—and a high-level primer for the most critical issues.
Rob & Josh
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IP Rights Introduction
Intellectual Property (IP) rights should be a top consideration when developing Big Data systems, particularly for
drafting Data Usage Agreements and IP Policies. Collection, transmission, processing, storage, distribution, and
other related uses of data can all have important IP implications. What rights are in play? Who owns those rights?
At what stage of the process? Can and should they be licensed? These and other question should be asked and
answered at the outset of, and continually throughout, a Big Data project.
Given the complexity of Big Data projects and transactions, one can easily imagine a scenario in which multiple
parties claim an interest in the same data, further highlighting the importance of data ownership rights. For
example, in the case of a smart kitchen appliance that collects data from users, a number of different parties might
claim to own the data: the user, the manufacturer of the smart appliance, or an app or software developer who
processes that data to gain insights. Given the intangible and non-exclusive nature of data, IP rights and data
usage agreements can be the most effective tools for establishing and controlling the ownership of data in
complex Big Data projects. In some instances, the dispute as to who owns the rights, or the value of the rights or
subject data, may not even be readily apparent at the outset, when an agreement is consummated.
There is no generally applicable default answer to the question of who owns the legal title to collected data in the
current U.S. regulatory scheme. 1 As a practical matter, the entity that owns the device that recorded the data
usually maintains control of the data, 2 though the confines are not always clear. This uncertainty as to the future
value of these IP rights and the subject data is in some instances resulting in stalemates in negotiations of data
usage agreements, as companies struggle to allocate the risks associated with all of these uncertainties. IP rights
and data ownership issues can be critical parts of these negotiations.
This chapter addresses IP rights as they relate to Big Data systems, including patents, trade secrets, and
copyrights. For patents, patent-eligibility of Big Data systems is discussed, as well as infringement and damages
issues. The section on trade secrets addresses the differences between patent law and trade secret law, and the
particular trade secret concerns for Big Data. The copyright section deals with the applicability of copyright
protection to data, databases, and other collections of data.
This chapter also includes sections on Open Source Software, defensive patent approaches, and Standard Essential
Patents as these topics relate to Big Data.
Finally, the chapter concludes with an overview of IP Policies in the Big Data space, including pros and cons of
various policies in the industry.

1

2

See Gareth Corfrield, Internet of Things security? Start with who owns the data, The Register (Sept. 28, 2016),
https://www.theregister.co.uk/2016/09/28/cambridge_wireless_iot_event_defence_sig/.
David Knight, Who owns the data from the IoT?, Network World (Jan. 30, 2017),
https://www.networkworld.com/article/3152837/internet-of-things/who-owns-the-data-from-the-iot.html.

BAKER BOTTS

© 2018 Baker Botts L.L.P.

IP RIGHTS
| Published by Wolters Kluwer.

2
8

BIG DATA Handbook—A Guide for Lawyers | Chapter 1 — IP Rights
PRIVILEGED & CONFIDENTIAL

Patent Law
PATENT ELIGIBLE BIG DATA SYSTEMS
As discussed in this sub-section, the patent-eligibility of Big Data systems can depend on a host of factors. For
example, factors that weigh in favor of patent-eligibility include claiming a specific technological improvement,
solving a problem in a technological area, or combining generic components in an unconventional manner. On
the other hand, merely collecting, storing, or manipulating data are factors that weigh against patentability.
Several instructive cases are summarized below.

TRADING TECHNOLOGIES INTERNATIONAL, INC. V. CQG, INC.
In a non-precedential decision, the Court of Appeals for the Federal Circuit reviewed the patentability of U.S.
Patent Nos. 6,772,132 (“the ‘132 patent”) and 6,766,304 (“the ‘304 patent”), both of which claim a method and
system for electronic trading of stocks, bonds, futures, options, and other products with a specifically structured
graphical user interface. The system reduces “the time it takes for a trader to place a trade when electronically
trading … thus increasing the likelihood that the trade will have orders filled at desirable prices and quantities.” 3
The Federal Circuit concluded that the claims were patentable.
Specifically, for “Section 101 purposes, the claimed subject matter is ‘directed to a specific improvement to the
way computers operate,’ for the claimed graphical user interface method imparts a specific functionality to a
trading system ‘directed to a specific implementation of a solution to a problem in the software arts.’” 4

TREEHOUSE AVATAR LLC V. VALVE CORP.
The United States District Court for the District of Delaware reviewed the patentability of U.S. Patent No. 8,180,858
(“the ‘858 patent”). 5 The ‘858 patent disclosed and claimed a method for “collecting data on network users of a
computer game in order to customize items available to users” for purchase during game play. 6 This method
solved problems relating to network site loyalty by presenting audio and image data to the user indicative of the
user’s preferences. 7 The district court determined that the claims were patent eligible.
Specifically, under Alice step one, the district court concluded that exemplary claim 1 was not directed to an
abstract idea because claim 1 as a whole described more than “the pre-Internet business concept of ‘tallying’

3
4

5
6
7

U.S. Patent No. 6,772,132 (issued Aug. 3, 2004).
Trading Techs. Int’l, Inc. v. CQG, Inc., No. 2016-1616, 2017 WL 192716, at *4 (Fed. Cir. Jan. 18, 2017) (internal
citations omitted).
Treehouse Avatar LLC v. Valve Corp., 170 F. Supp. 3d 708 (D. Del. 2016).
Id. at 706.
Id. at 719.
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choices applied in a computer setting.” 8 Rather, claim 1 was “directed to users selecting and modifying
customizable characters (avatars) in real time on CE sites, as well as storing and retrieving such characters within
an information network,” which is a series of steps designed to solve a problem related to “network site loyalty.” 9
The district court concluded that even if the claims recited an abstract idea, claim 1 was more similar to the claims
in DDR. The district court reasoned that claim 1 was rooted in computer technology to solve the computer
network problem of “network site loyalty” and did not recite a routine or conventional use of a computer. 10
Therefore, the district court concluded that, even if claim 1 was directed to an abstract idea, claim 1 recited an
inventive concept and was directed to patentable subject matter. 11

AMDOCS (ISRAEL) LIMITED V. OPENET TELECOM, INC.
The Federal Circuit reviewed, amongst other patents, U.S. Patent No. 6,418,467 (“the ‘467 patent). Claim 1 of the
‘467 patent is directed to a “system, method, and computer program for merging data in a network-based
filtering and aggregating platform as well as a related apparatus for enhancing networking accounting data
records.” 12 The Federal Circuit determined that claim 1 is patent eligible.
Specifically, the Federal Circuit determined even though claim 1 is directed to an abstract idea, claim 1 recites an
inventive concept. The court reasoned that claim 1 entails “an unconventional technological solution (enhancing
data in a distributed fashion) to a technological problem (massive record flows which previously required massive
databases). The solution requires arguably generic components, including network devices and ‘gatherers’ which
‘gather’ information. However, the claim's enhancing limitation necessarily requires that these generic
components operate in an unconventional manner to achieve an improvement in computer functionality.” 13 The
court further reasoned that claim 1 was “tied to a specific structure of various components (network devices,
gatherers, ISMs, a central event manager, a central database, a user interface server, and terminals or clients). It is
narrowly drawn to not preempt any and all generic enhancement of data in a similar system, and does not merely
combine the components in a generic manner, but instead purposefully arranges the components in a distributed
architecture to achieve a technological solution to a technological problem specific to computer networks.” 14 For
these reasons, claim 1 was directed to patent eligible subject matter.

CONTEXT EXTRACTION & TRANSMISSION LLC V. WELLS FARGO BANK, ASSOCIATION
The Federal Circuit reviewed the patentability of U.S. Patent No. 5,258,855 (“the ‘855 patent”). The claims of the
‘855 patent generally recite a method of “(1) extracting data from hard copy documents using an automated
digitizing unit such as a scanner, 2) recognizing specific information from the extracted data, and 3) storing that

See Treehouse Avatar, 170 F. Supp. at 721.
Id.
10
Id.
11
Id.
12
See Amdocs (Israel) Limited v. Openet Telecom, Inc., 841 F.3d 1288, 1291 (Fed. Cir. 2016).
13
Id. at 1300-01.
14
Id. at 1301.
8
9

BAKER BOTTS

© 2018 Baker Botts L.L.P.

IP RIGHTS
| Published by Wolters Kluwer.

4
10

BIG DATA Handbook—A Guide for Lawyers | Chapter 1 — IP Rights
PRIVILEGED & CONFIDENTIAL

information in a memory.” 15 This method is generally utilized for depositing checks with an ATM. 16 The Federal
Circuit concluded that the claims of the ‘855 patent are invalid.
Specifically, under Alice step one, the court concluded that the claims were directed to the abstract idea of (1)
collecting data, (2) recognizing certain data within the collected data set, and (3) storing that recognized data in
memory, to which the acts of collecting, recognizing, and storing are all well-known in the art. 17 In regards to
Alice step 2, the court determined that the claims merely recited the use of “existing scanning and processing
technology to recognize and store data,” that perform “well-understood, routine, and conventional activities
commonly used in industry.” 18 Furthermore, the court noted that despite the fact that the claims were limited to a
particular technological environment (i.e., recognizing and storing information using a scanner or computer), such
a limitation was insufficient to transform an abstract idea into a patent eligible subject matter. 19

CG TECHNOLOGY DEVELOPMENT, LLC V. BIG FISH GAMES, INC.
The United States District Court for the District of Nevada reviewed the patentability of U.S. Patent No. 8,342,924
(“the ‘924 patent). The ‘924 patent is directed to an apparatus having processors configured to collect game data,
generate statistics based on collected game data, and electronically display the statistics. 20 The district court
determined that the claims of the ‘924 patent are patent ineligible.
Specifically, under Alice step one, the district court concluded that the claims are directed to the abstract idea of
displaying statistics based on a user’s gaming activities and analogized the claims to a method of organizing
human activity. 21 Under Alice step 2, the district court concluded that the claims do not contain an inventive
concept to transform the abstract idea into a patent eligible application because the “technology involved simply
carries out the tasks of collecting data from a user’s gaming activities and then using the data to generate and
display statistics. As with the claims at issue in Alice, ‘each step does no more than require a generic computer to
perform generic computer functions.’” 22

DIVIDED INFRINGEMENT
There is a risk that the actions of multiple parties may be needed to infringe patents in the Big Data space, and as
such, divided infringement may be particularly relevant for companies involved in Big Data. An actor is generally
liable for direct infringement when the actor performs every step of a claimed method. 23 However, when the steps
of a claimed method are performed by two or more actors, liability can still be found under the doctrine of

See Context Extraction & Transmission LLC v. Wells Fargo Bank, Ass’n, 776 F.3d 1343, 1345 (Fed. Cir. 2014).
Id.
17
Id. at 1347.
18
Id. at 1348.
19
Id.
20
See CG Tech. Dev., LLC v. Big Fish Games, Inc., No. 2:16-CV-00857-RCJ-VCF, 2016 WL 4521682, at *3 (D. Nev.
Aug. 29, 2016).
21
Id. at *3-4.
22
Id. at *4 (citing Alice Corp. Pty. Ltd. v. CLS Bank International, 134 S.Ct 2347 (2014).
23
Akamai Techs., Inc. v. Limelight Networks, Inc., 797 F.3d 1020, 1022 (Fed. Cir. 2015).
15
16

BAKER BOTTS

© 2018 Baker Botts L.L.P.

IP RIGHTS
| Published by Wolters Kluwer.

5
11

BIG DATA Handbook—A Guide for Lawyers | Chapter 1 — IP Rights
PRIVILEGED & CONFIDENTIAL

divided infringement under 35 U.S.C. § 271(a). 24 Under this doctrine, an actor may be liable for the conduct of
others. In the Big Data context this may arise, because often multiple entities are involved in managing or
manipulating data. For example, imagine “a smart home solution provider [that] provides to home integrators a
smart utility management system including utility meters and sensors to measure temperature and other home
environment conditions. The smart utility management system sends data obtained from the utility meters and
sensors to the remote cloud storages. The gathered data are used in a Big Data analysis for some useful statistics.
The home owners agree to the data gathering [and] will receive some discounts for utility usages.” 25 If the
described method is patented, the smart home solution provider, the home integrators, and even the home owner
could be liable under a theory of divided infringement. Several instructive cases on divided infringement are
summarized below.

AKAMAI TECHNOLOGIES, INC. V. LIMELIGHT NETWORKS, INC.
The Federal Circuit broadened the circumstances in which others’ acts may be attributed to an accused infringer in
cases of divided infringement. An alleged infringer may be held responsible for another’s conduct when that
conduct is “attributable” to the infringer, i.e., when the infringer “directs or controls” the other party’s conduct. 26
The Federal Circuit established a two-part test for analyzing divided infringement. Specifically, liability is
appropriate if the alleged infringer “[1] conditions participation in an activity or receipt of a benefit upon
performance of a step or steps of a patented method and [2] establishes the manner and timing of that
performance.” 27
The Federal Circuit also held that members of a joint enterprise may similarly be liable for direct infringement
when all the claimed method steps are performed by the members of the joint enterprise. A joint enterprise
requires four elements: “(1) an agreement, express or implied, among the members of the group; (2) a common
purpose to be carried out by the group; (3) a community of pecuniary interest in that purpose, among the
members; and (4) an equal right to a voice in the direction of the enterprise, which gives an equal right of
control.” 28

MEDGRAPH, INC. V. MEDTRONIC, INC., 843 F.3D 942 (FED. CIR. 2015)
Without evidence to suggest an agency or contractual relationship, the Federal Circuit evaluated the facts under
the Akamai two-prong standard. 29 First, Medgraph failed to prove that Medtronic required the performance of
certain method steps by patients and healthcare professionals. 30 Patients were not denied the use of Medtronic’s
Akamai Techs., Inc v. Limelight Networks, Inc., 786 F.3d 899, 908-09 (Fed. Cir. 2015).
Alex G. Lee, IoT Business Implications of Joint Infringement, LinkedIn (August 14, 2015),
https://www.linkedin.com/pulse/iot-business-implications-joint-infringement-akamai-v-alex-g-/.
26
Limelight Networks, 786 F.3d at 1022.
27
Id. at 1023.
28
Id. For a further and more recent Federal Circuit discussion of these issues, see Travel Sentry, Inc. v. David A.
Tropp, No. 16-2386 (Fed. Cir. Dec. 17, 2017) (holding that a party can directly infringe when it benefits vicariously
from a third party’s infringing acts and has the right and ability to stop or limit the third party’s performance of
those acts).
29
Medgraph, Inc. v. Medtronic, Inc., 843 F.3d 942, 947-49 (Fed. Cir. 2015).
30
Id. at 948.
24
25
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system if they failed to perform steps of the claimed method and Medtronic did not offer incentives to encourage
patient performance. Second, Medtronic gave patients latitude regarding when and how to provide their blood
glucose data. For example, patients could print or email health data reports for their healthcare professional, or
even bring their medical device to a provider to have the blood sugar data extracted. Accordingly, Medtronic did
not exercise control of the timing or manner of their patients’ performance. 31 With neither Akamai prong
satisfied, the Federal Circuit affirmed summary judgment of non-infringement. 32

VALUATION AND DAMAGES
VIRNETX, INC. V. CISCO SYSTEMS, INC.
It is generally preferable to pursue a theory of direct infringement when possible, as, amongst other things, the
proofs required can be more straightforward, and damages awards may be impacted when infringement is proven
under a theory of divided infringement. Specifically, “[w]hen patent claims are drawn to an individual component
of a multi-component product, it is the exception, not the rule, that damages may be based upon the value of the
multi-component product.” 33 In VirnetX, the Federal Circuit established that in divided infringement cases, the
plaintiff will sometimes be limited to a portion of the market value of the accused product, instead of the full
value. “Where the smallest salable unit is, in fact, a multi-component product containing several non-infringing
features with no relation to the patented feature (as VirnetX claims it was here), the patentee must do more to
estimate what portion of the value of that product is attributable to the patented technology.” 34

PATENT EXHAUSTION DOCTRINE
The Patent Exhaustion Doctrine states that “the authorized sale of an article that substantially embodies a patent
exhausts the patent holder's rights and prevents the patent holder from invoking patent law to control post sale
use of the article.” 35 The Supreme Court in Motion Picture Patents established that the patent exhaustion doctrine
is triggered (1) with an authorized and unconditional sale of the patented article and (2) when the patented article
possesses the essential inventive features of the corresponding patent. 36 In the context of Big Data, the patent
exhaustion doctrine could arise more frequently with regards to methods or machines designed to manipulate
data, since these aspects of a Big Data system are more likely to encompass patent eligible subject matter, as
discussed above. 37

QUANTA COMPUTER, INC. V. LG ELECS., 553 U.S. 617, 629 (2008).
This case illustrates how a method can be subject to patent exhaustion. LG Electronics [hereinafter “LGE”] licensed
patents to intel. LGE and Intel entered into an agreement that required Intel to give their customers notice that
the agreement did not extend to products made by combining an Intel and non-Intel product. Quanta purchased
Id.
Id. at 948-49.
33
VirnetX, Inc. v. Cisco Sys., Inc., 767 F.3d 1308, 1326 (Fed. Cir. 2014).
34
Id. at 1328-29.
35
Quanta Computer, Inc. v. LG Elecs., Inc., 553 U.S. 617, 638 (2008).
36
Motion Picture Patents Co. v. Universal Film Mfg. Co., 243 U.S. 502 (1917).
37
See JVC Kenwood Corp. v. Nero, Inc., 797 F.3d 1046 (Fed. Cir. 2015).
31
32
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microprocessors from Intel and made computers for Dell, Hewlett-Packard, and Gateway (in violation of the
agreement). LGE sued for infringement. 38 The Supreme Court held that patent rights associated with a method
patent are exhausted by the sale of an item that substantially embodies the method. 39 “Because the doctrine of
patent exhaustion applies to method patents, and because the License Agreement authorizes the sale of
components that substantially embody the patents in suit, the exhaustion doctrine prevents LGE from further
asserting its patent rights with respect to the patents substantially embodied by those products.” 40

IMPRESSION PRODUCTS, INC. V. LEXMARK INTERNATIONAL, INC.
The Supreme Court held that a patent owner may not prevent the application of the patent exhaustion doctrine
by accompanying post-sale restrictions on the sale of a patented good. “Once a patentee decides to sell—whether
on its own or through a licensee-that sale exhausts its patent rights, regardless of any post-sale restrictions the
patentee purports to impose, either directly or through a license.” 41
The Supreme Court held that patent exhaustion applies to all sales, even if the sale occurs outside of the United
States. "Exhaustion does not depend on whether the patentee receives a premium for selling in the United States,
or the type of rights that buyers expect to receive. As a result, restrictions and location are irrelevant; what matters
is the patentee's decision to make a sale." 42

Quanta Computer, Inc. v. LG Elecs., Inc., 553 U.S. 617 (2008).
Id. at 629.
40
Id. at 617.
41
Impression Prods. Inc., v. Lexmark Int’l, Inc., 137 S. Ct. 1523, 1536 (2017).
42
Id. at 1538.
38
39
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Trade Secrets
PURPOSE OF TRADE SECRET LAW
While patents remain a strong form of IP protection—and arguably continue to be, generally speaking, the most
valuable—obtaining a patent in the field of Big Data analytics can be difficult in the wake of the Supreme Court’s
Alice decision on patent eligible subject matter. 43 In some cases, trade secret law may offer an easier and more
effective means of protecting commercially valuable proprietary information that gives a competitive advantage in
the Big Data context, both in connection with algorithms and AI engines and the important and valuable
collections of data they generate and process. 44 For example, companies have used trade secret law to protect
formulas, manufacturing processes and techniques, business strategies and management information,
compilations (e.g., customer lists), and design concepts. 45 In the field of Big Data, trade secret law has also been
used to protect the algorithms and analytic techniques used to glean valuable information from data. 46

DIFFERENCES BETWEEN TRADE SECRET LAW AND PATENT LAW 47
There are fundamental differences between trade secret law and patent law, including:
•
•
•
•

A valid trade secret is protectable for potentially unlimited duration;
Trade secret law does not come with the jurisdictional limitations associated with U.S. patents;
Information protected under trade secret law remains undisclosed, and as discussed further below,
protection depends on the trade secret holder’s efforts to keep the information secret;
Obtaining and maintaining trade secret protection depends on the owner’s actions, whereas in patent law,
protection is dependent on both owner and government actions.

TRADE SECRET LEGISLATION
Prior to the passage of the Defend Trade Secrets Act (“DTSA”) in 2016, state law provided the sole remedy for
trade secret misappropriation. However, with passage of the DTSA, trade secret holders now have a uniform
federal cause of action for misappropriation and easier access to federal courts in addition to the rights provided

See Alice Corp. v. CLS Bank Int’l, 134 S.Ct. 2347 (2014).
Trade Secret Protection in the U.S., USPTO.gov, at 2-3,
https://www.nist.gov/sites/default/files/documents/mep/marinaslides.pdf.
45
Id.
46
See, e.g., Steve Lohr, Google Schools Its Algorithm, New York Times (March 5, 2011),
http://www.nytimes.com/2011/03/06/weekinreview/06lohr.html (“[Google’s] algorithm is a tightly guarded trade
secret . . . .”).
47
Trade Secret Protection in the U.S., supra note 44, at 12.
43
44
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by state trade secret laws. 48 The following sections provide a brief overview of trade secret protection under the
DTSA and Uniform Trade Secrets Act, which has been largely codified by the states.

UNIFORM TRADE SECRETS ACT (UTSA)
Although the UTSA does not expressly contemplate computer source code as protectable (as the DTSA does
below), the definition of a trade secret under the UTSA is expansive and likely protects Big Data. 49 The UTSA was
promulgated by the Uniform Law Commission in an effort to harmonize state laws regarding the misappropriation
of trade secrets. 50 While state trade secret laws do vary, every state that has passed trade secret legislation has
adopted the UTSA, in some form, except for New York and Massachusetts. 51 The following definitions and
remedies provided in the UTSA are particularly relevant.
A trade secret is “information, including a formula, pattern, compilation, program, device, method, technique, or
process, that: (i) derives independent economic value, actual or potential, from not being generally known to, and
not being readily ascertainable by proper means by, other persons who can obtain economic value from its
disclosure or use, and (ii) is the subject of efforts that are reasonable under the circumstances to maintain its
secrecy.” 52
Misappropriation of a trade secret means: “(i) acquisition of a trade secret of another by a person who knows or
has reason to know that the trade secret was acquired by improper means; or (ii) disclosure or use of a trade
secret of another without express or implied consent by a person who (A) used improper means to acquire
knowledge of the trade secret; or (B) at the time of disclosure or use knew or had reason to know that his
knowledge of the trade secret was (I) derived from or through a person who has utilized improper means to
acquire it; (II) acquired under circumstances giving rise to a duty to maintain its secrecy or limit its use; or (III)
derived from or through a person who owed a duty to the person seeking relief to maintain its secrecy or limit its
use; or (C) before a material change of his position, knew or had reason to know that it was a trade secret ad that
knowledge of it had been acquired by accident or mistake.” 53
Injunctive relief is available under the UTSA. Specifically, “[a]ctual or threatened misappropriation may be
enjoined. Upon application to the court an injunction shall be terminated when the trade secret has ceased to
exist, but the injunction may be continued for an additional reasonable period of time in order to eliminate
commercial advantage that otherwise would be derived from the misappropriation.” 54

Cohen, Ben, et. al., Explaining the Defend Trade Secrets Act, AmericanBar.org,
https://www.americanbar.org/publications/blt/2016/09/03_cohen.html.
49
See A Recipe for New Info Governance and Data Asset Protection, Kilpatrick Townsend & Stockton LLP (Jan. 7,
2014), http://www.kilpatricktownsend.com/~/media/Files/articles/2014/NEIDITZLAW360.ashx.
50
Uniform Trade Secrets Act with 1985 Amendments.
51
Coyne, Patrick J., What You Should Know About the Defend Trade Secrets Act, Law360 (Jun. 28, 2016),
http://www.finnegan.com/resources/articles/articlesdetail.aspx?news=1444a1c9-e0d0-4e07-afd4-3fd671d2fafc.
52
Uniform Trade Secret Act § 1(4).
53
Uniform Trade Secret Act § 1(2).
54
Uniform Trade Secret Act § 2(a).
48
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Damages are also available under the UTSA, which states that “(a) [e]xcept to the extent that a material and
prejudicial change of position prior to acquiring knowledge or reason to know of misappropriation renders a
monetary recovery inequitable, a complainant is entitled to recover damages for misappropriation. Damages can
include both the actual loss caused by misappropriation and the unjust enrichment caused by misappropriation
that is not taken into account in computing actual loss. In lieu of damages measured by any other methods, the
damages caused by misappropriation may be measured by imposition of liability for a reasonable royalty for a
misappropriator’s unauthorized disclosure or use of a trade secret. … (b) If willful and malicious misappropriation
exists, the court may award exemplary damages in the amount not exceeding twice any award made under
subsection (a).” 55

DEFEND TRADE SECRETS ACT (DTSA)
The DTSA is particularly relevant to Big Data analytics, because it specifically allows for the protection of computer
source code as a trade secret. Trade secret holders may also find the nationwide applicability and access to federal
courts afforded by the DTSA preferable to the misappropriation remedies and forums available under state trade
secret law. The following definitions and remedies provided in the DTSA are particularly relevant.
A trade secret is “all forms and types of financial, business, scientific, technical, economic, or engineering
information, including patterns, plans, compilations, program devices, formulas, designs, prototypes, methods,
techniques, processes, procedures, programs, or codes, whether tangible or intangible, and whether or how
stored, compiled, or memorialized physically, electronically, graphically, photographically, or in writing if the
owner thereof has taken reasonable measures to keep such information secret; and the information derives
independent economic value, actual or potential, from not being generally known to, and not being readily
ascertainable through proper means by, another person who can obtain economic value from the disclosure or
use of the information.” 56
The DTSA defines misappropriation of a trade secret in substantially the same way as the UTSA.
Injunctive relief is available under the DTSA. However, a court may not grant an injunction when the injunction
would “prevent a person from entering into an employment relationship, and that conditions placed on such
employment shall be based on evidence of threatened misappropriation and not merely on the information the
person knows; or (II) otherwise conflict with an applicable State law prohibiting restraints on the practice of a
lawful profession, trade, or business.” 57
Additionally, damages are also available for “actual loss caused by the misappropriation of the trade secret” and
“for any unjust enrichment caused by the misappropriation of the trade secret that is not addressed in computing
damages for actual loss.” 58 Exemplary damages may be available when the trade secret is “willfully and maliciously
misappropriated” in an amount not greater than two times the compensatory damages awards.

Uniform Trade Secret Act § 3(a)-(b).
18 U.S.C. § 1839(3).
57
18 U.S.C. § 1836(b)(3)(A)(i)(II).
58
18 U.S.C. § 1836(b)(3)(B)(i)(I)-(II).
55
56
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Under the DTSA, a court may issue an ex parte civil seizure order under 35 U.S.C. § 1836 “providing for the seizure
of property necessary to prevent the propagation or dissemination of the trade secret that is subject of the
action.” 59 Civil seizures will be ordered only in extraordinary circumstances, and before a seizure order can be
issued, it must be shown that:
•

The relief pursuant to Fed. R. Civ. P. 65, or other equitable relief, would be inadequate;

•

an immediate and irreparable injury will occur if seizure is not ordered;

•

harm to the applicant of denying the application of a seizure order (1) outweighs the harm to the person
against whom seizure is ordered and (2) substantially outweighs the harm to any third parties by such seizure;

•

the applicant is likely to succeed in showing that the person against whom the order is issued misappropriated
or conspired to misappropriate a trade secret through improper means;

•

the person against whom the order will be issued has actual possession of the trade secret and any property to
be seized;

•

the application describes with reasonable particularity the matter to be seized and, to the extent reasonable
under the circumstances, the matter’s location;

•

the person against whom seizure is ordered would destroy, move, hide, or otherwise make such property
inaccessible to the court if put on notice; and

•

the applicant has not publicized the requested seizure. 60

Other particularly relevant elements of the DTSA include:
•

Whistleblower Immunity
– The DTSA provides for whistleblower immunity from both federal and state trade secret
misrepresentation actions. That is, an individual faces no criminal or civil liability for “the disclosure of a
trade secret that is made [i] in confidence to a Federal, State, or local government official, either directly
or indirectly, or to an attorney … [ii] solely for the purpose of reporting or investigating a suspected
violation of law … [or B] in a complaint or other document filed in a lawsuit or other proceeding, if such a
filing is made under seal.” 61

•

Employer Notification Requirement
– Employers under the DTSA are required to provide notice of the immunity provisions in “any contract or
agreement with an employee that governs the use of a trade secret or other confidential information.” 62

18 U.S.C. § 1836(b)(2)(A)(i).
18 U.S.C. § 1836(b)(2)(A)(ii).
61
18 U.S.C. § 1833(b)(1)(A), (B).
62
18 U.S.C. § 1833(b)(3)(A).
59
60
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•

Protection for Trade Secrets in Court
– The DTSA seeks to prevent trade secrets from being revealed in court. Specifically, it states that “The
court may not authorize or direct the disclosure of any information the owner asserts to be a trade
secret unless the court allows the owner the opportunity to file a submission under seal that describes
the interest of the owner in keeping the information confidential.” 63 This framework gives trade secret
owners the opportunity to indicate to the court why particular information should remain secret.

FACTORS THAT COURTS CONSIDER TO DETERMINE WHETHER AN ENTITY HAS A
PROTECTABLE TRADE SECRET
As discussed above, both the UTSA and DTSA require owners of trade secrets to take reasonable measures to
protect the secrecy of the information they seek to protect. Many courts utilize six factors recited in the
Restatement of Torts to determine whether an entity has a protectable trade secret. These factors include: “(1) the
extent to which the information is known outside of [the] business; (2) the extent to which it is known by
employees and others involved in [the] business; (3) the extent of measures taken by [the business] to guard the
secrecy of the information; (4) the value of the information to [the business] and [its] competitors; (5) the amount
of effort or money expended by [the business] in developing the information; (6) the ease or difficulty with which
the information could be properly acquired or duplicated by others.” 64
The extent of measures taken to guard the secrecy of the information is frequently considered the most important
factor when evaluating whether a trade secret is protectable. 65 Importantly, the owner of a trade secret need not
keep the information absolutely secret, but rather exercise a reasonable amount of precaution to protect the
confidentiality of the trade secret. 66

WHERE TO PURSUE A TRADE SECRET MISAPPROPRIATION ACTION?
As discussed above, the DTSA created a federal cause of action for trade secret misappropriation, and an entity
may pursue a misappropriation remedy in federal court for misappropriation occurring on or after May 11, 2016,
assuming additional jurisdictional requirements are met. To qualify for federal jurisdiction, the DTSA mandates
that the misappropriation at issue involve a trade secret that “is related to a product or service used in, or
intended for use in, interstate or foreign commerce.” 67 Trade Secret holders seeking a remedy for
misappropriation that occurred prior to May 11, 2016, or which does not meet the additional requirements for
federal jurisdiction, can still seek recourse under state law.
18 U.S.C. § 1835(b).
See Ashland Mgmt. Inc. v. Janien, 82 N.Y.2d 395, 406 (1993) (citing Restatement of Torts § 757, comment b); see
also, e.g., N. Atl. Instruments, Inc. v. Haber, 188 F.3d 38, 44, 15 I.E.R. Cas. (BNA) 731, 51 U.S.P.Q.2d 1742, 139 Lab.
Cas. (CCH) P 58738 (2d Cir. 1999); In re Bass, 113 S.W.3d 735, 739, 164 O.G.R. 834 (Tex. 2003); Wal-Mart Stores,
Inc. v. P.O. Market, Inc., 347 Ark. 651, 66 S.W.3d 620, 630 (2002); Combs & Associates, Inc. v. Kennedy, 147 N.C.
App. 362, 555 S.E.2d 634, 640, 18 I.E.R. Cas. (BNA) 263 (2001).
65
See Integrated Cash Management Services v. Digital Transactions, Inc., 920 F.2d 171, 173 (2nd Cir. 1990).
66
§ 14:8. Elements of a claim -- ”What is a trade secret? -- ”The information must be secret, Litigating Business and
Commercial Tort Cases.
67
18 U.S.C. § 1836(b)(1).
63
64
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COMPARISON BETWEEN DTSA ACTIONS AND UTSA ACTIONS

Definition of Trade
Secret

Definition of
Improper Means

UTSA

DTSA

“Information . . . that:
(i) derives independent economic value,
actual or potential, from not being
generally known to and not being
readily ascertainable by proper means
by, other persons who can obtain
economic value from its disclosure or
use, and
(ii) is the subject of efforts that are
reasonable under the circumstances to
maintain its secrecy.” U.T.S.A. § 1(4).
Not explicitly defined. Comments
indicate that improper means “could
include otherwise lawful conduct which
is improper under the
circumstances . . . .”

“All forms and types of financial, business, scientific,
technical, economic, or engineering information,
including . . . programs, or codes . . . if—
(A) the owner thereof has taken reasonable measures to
keep such information secret; and
(B) the information derives independent economic
value, actual or potential, from not being generally
known to, and not being readily ascertainable through
proper means by, another person who can obtain
economic value from the disclosure or use of the
information;” 18 U.S.C. § 1839(3).
“(A) includes theft, bribery, misrepresentation, breach or
inducement of a breach of duty to maintain secrecy, or
espionage through electronic or other means; and
(B) does not include reverse engineering, independent
derivation, or any other lawful means of acquisition.” 18
U.S.C. § 1839(6).
Available “to prevent any actual or threatened
misappropriation . . . provided the order does not—
(I) prevent a person from entering into an employment
relationship, and that conditions placed on such
employment shall be based on evidence of threatened
misappropriation and not merely on the information
the person knows; or
(II) otherwise conflict with an applicable State law
prohibiting restraints on the practice of a lawful
profession, trade, or business;” 18 U.S.C. § 1836(3).
Exemplary damages and attorney fees available under
same conditions as UTSA. However, in an action by an
employer against an employee, exemplary damages
and attorney fees may not be awarded if the employer
does not comply with the whistleblower immunity
notice requirement of 18 U.S.C. § 1833.
“[T]he court may, upon ex parte application but only in
extraordinary circumstances, issue an order providing
for the seizure of property necessary to prevent the
propagation or dissemination of the trade secret that is
the subject of the action.” 18 U.S.C. § 1836.
Federal Rules of Civil Procedure apply in federal court.
DTSA is a federal statute, which should be applied
uniformly nationwide. Traditional choice of law
principals may still apply when determining whether an
injunction would “conflict with an applicable State law
prohibiting restraints on the practice of a lawful
profession, trade, or business.”

“Actual or threatened misappropriation
may be enjoined.” U.T.S.A. § 2.

Injunctive Relief

Exemplary Damages
and Attorney Fees

Exemplary damages available in cases of
willful and malicious misappropriation.
Attorney fees available upon showing of
bad faith, and in cases of willful and
malicious misappropriation. U.T.S.A. §§
3(b), (4).
Remedy not available under UTSA.

Ex parte Civil Seizure

Choice of Law
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Copyright
COPYRIGHT PROTECTION FOR COLLECTED DATA
In contrast to patents and trade secrets, copyright protection does not allow a rights holder to exclude others
from using ideas or information, and as such, raw data itself is not copyrightable. 68 However, an original
arrangement or compilation of raw data may be protected under copyright law. 69 According to the U.S. Copyright
Office, “[a]n application to register a database typically covers the selection, coordination and/or arrangement of
data, information or files, but does not cover the data, information or files unless they are specifically claimed in
the application.” 70 The EU approach similarly focuses on the arrangement of data, granting copyright protection to
databases, “which, by reason of the selection or arrangement of their contents, constitute the author’s own
intellectual creation . . . .” As discussed further below, the EU also provides a sui generis right “to prevent extraction
and/or re-utilization of the whole or of a substantial part . . . ” of a database when there has been “substantial
investment in obtaining, verifying, or presenting the contents [of the database]. . . .” 71
Under U.S. copyright law, a copyright owner has the exclusive right to create derivative works based on their
copyrighted work. 72 A copyright owner “may claim copyright in a work that recasts, transforms, or adapts a
[copyrighted] work.” 73 With respect to Big Data, the ownership of derivative works frequently comes into play
when databases are shared between parties. “For example, a licensee may license a database and then spend
hundreds of hours mining the database for information generating analysis and new sets of data based on the
derivative works of such data mining and analysis.” 74 As discussed in the following section, the fair use doctrine
can create uncertainty regarding the ownership of derivative works, again highlighting the importance of a
comprehensive DUA addressing data ownership.

Feist Publ’ns, Inc. v. Rural Tel. Serv. Co., 499 U.S. 340, 344 (1991) (“Facts are not copyrightable.”).
Feist Publ’ns, Inc., 499 U.S. at 348 (“[The compilation author’s] choices as to selection and arrangement, as long
as they are made independently by the compiler and entail a minimal degree of creativity, are sufficiently
original that Congress may protect such compilations through the copyright laws.”); Gemel Precision Tool, Co. v.
Pharma Tool Corp., 1995 WL 71243, at *4 (E.D. Pa. Feb. 13, 1995) (“While it is true that factual information
generally accessible to the public is not protected by copyright law, the compilation of those facts may be
copyrightable.”).
70
U.S. COPYRIGHT OFFICE, COMPENDIUM OF U.S. COPYRIGHT OFFICE PRACTICES § 1002.6 (3d ed. 2014) [hereinafter
“COMPENDIUM”].
71
EU Directive 96/9/EC on the Legal Protection of Databases.
72
COMPENDIUM § 507.2.
73
COMPENDIUM § 507.2.
74
Aaron K. Tantleff, Licensing Big Data, in BIG DATA: A BUSINESS AND LEGAL GUIDE 91, 95 (James R. Kalyvas & Michael
R. Overly eds., 2015).
68
69
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DERIVATIVE WORKS AND FAIR USE
A copyright exception for transformative derivative works exists under the fair use doctrine. 75 Under the fair use
doctrine, a court will look to four factors to determine whether a derivative work constitutes a fair use such that
there is no copyright infringement. 76 The factors are “[1] the purpose and character of the use, [2] the nature of
the copyrighted work, [3] the amount and substantiality of the portion used in relation to the copyrighted work as
a whole, and [4] the effect of the use upon the potential market for or value of the copyrighted work.” 77 Under
the first factor, “the purpose and character of the use,” a court will look to whether the use is transformative, i.e.
“altering the original with new expression, meaning, or message.” 78
A key question, therefore, is whether Big Data analysis transforms a dataset. A data licensee may argue that its Big
Data analysis alters the original dataset with new meaning so as to transform the dataset. 79 On the other hand, the
licensor may argue that the analysis is not so great so as to transform the copyrighted database. 80 In order to
avoid such conflicts over the copyrights to the original database and any derived works, IP ownership should be
clearly allocated in a DUA, as discussed in Chapter 5 below.

FEIST PUBLICATIONS, INC. V. RURAL TELEPHONE SERVICE COMPANY, INC.
The Supreme Court held that a phonebook containing thousands of names and their telephone numbers was not
entitled to copyright protection because the phone book merely included uncopyrightable facts. 81 Furthermore,
the facts were not “selected, coordinated, or arranged” in an original way to satisfy the originality prong for
obtaining copyright protection because the phone book listed the information in an entirely typical manner and
this selection “lack[ed] the modicum of creativity necessary to transform mere selection [of facts] into
copyrightable expression.” 82
The court made the following points. “Facts are not copyrightable.” 83 However, compilations of facts may satisfy
the originality requirement to obtain copyright protection for a work because “[t]he compilation author typically
chooses which facts to include, in what order to place them, and how to arrange the collected data so that they
may be used effectively by readers. These choices as to selection and arrangement, so long as they are made
independently by the compiler and entail a minimal degree of creativity, are sufficiently original that Congress
may protect such compilations through the copyright laws.” 84 This copyright protection is subject to the limitation
that “[t]he mere fact that a work is copyrighted does not mean that every element of the work may be protected.

Copyright Act of 1976, 17 U.S.C. § 107.
Id.; see More Information on Fair Use, COPYRIGHT.GOV, https://www.copyright.gov/fair-use/more-info.html (last
visited July 28, 2017).
77
17 U.S.C. § 107.
78
Campbell v. Acuff-Rose Music, Inc., 510 U.S. 569, 569 (1994).
79
See id.
80
See id.
81
See Feist Publications, Inc. v. Rural Telephone Service Company, Inc., 499 U.S. 340, 361 (1991).
82
Id. at 361–62.
83
Id. at 344.
84
Id. at 348.
75
76
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Originality remains the sine qua non of copyright; accordingly, copyright protection may extend only to those
components of a work that are original to the author.” 85
This case is instructive in the Big Data context. For example, imagine a retailer collecting and storing the names of
its customers unaltered in a database. This is analogous to a phonebook and such a database would likely not be
able to receive copyright protection. On the other hand, imagine a retailer conducting an online survey of the age
and gender of its users. Next the retailer sorts the results by age, deletes impossible answers, deletes suspected
repeat answers, and transforms the resulting data into two graphs for each gender. The resulting database
appears more in line with the Supreme Court’s “minimal creativity” requirement above, and thus, such a database
would be more likely to receive copyright protection.

FIRST SALE DOCTRINE IN COPYRIGHT
The first sale doctrine of copyright law [hereinafter “FSD”] is an old concept, originally described by the Supreme
Court in 1908. 86 Now codified in 17 U.S.C. § 109, the FSD refers to how the first sale of a copyrighted work
prevents the copyright owner from controlling the distribution or resale of that work. 87 The Supreme Court in
Kirtsaeng v. John Wiley & Sons, Inc., 568 U.S. 519 (2013) held that the FSD also applies to any copyrighted work
that is lawfully made and sold abroad.
The FSD has historically been reliable in protecting resellers of copyrightable content. For example, picture a
retailer that sells used books, including books printed by a certain publisher. The FSD is the reason the publisher
cannot sue the retailer in this hypothetical. In the digital space, the first sale doctrine is less certain. In 2013, the
Southern District of New York held that “the first sale defense is limited to material items, like records, that the
copyright owner put into the stream of commerce.” 88 This decision cast uncertainty over the FSD’s application in
the digital space, however the Second Circuit’s anticipated appellate ruling may clarify the FSD’s role. 89

SUI GENERIS RIGHT IN THE EU
In February of 1996, the European Union adopted Directive 96/9/EC concerning the Legal Protection of
Databases. 90 This directive vests a sui generis right in the maker of a database that shows “there has been
qualitatively and/or quantitatively a substantial investment in either the obtaining, verification or presentation of
the contents.” 91 Specifically, there are three requirements to gain the IP right: 1) the maker of the database is a
national of an EU member state or is a company located within the EU community with operations genuinely
Id.
Bobbs-Merrill Company v. Straus, 210 U.S. 339 (1908).
87
17 U.S.C. § 109.
88
Capitol Records, LLC v. ReDigi Inc., 934 F. Supp. 2d 640, 655 (S.D.N.Y. 2013);
89
Lee Burgunder, Digital Resale & Copyrights: Why the Second Circuit Won’t Buy It, IP Watchdog (Oct. 11, 2017),
http://www.ipwatchdog.com/2017/10/11/digital-resale-copyrights-second-circuit-wont-buy/id=88965/.
90
Protection of Databases, European Commission, http://ec.europa.eu/internal_market/copyright/protdatabases/index_en.htm (last updated Jun. 6, 2016).
91
Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on the legal protection of
databases, 2004 O.J. L 77/20, available at http://eur-lex.europa.eu/legalcontent/EN/TXT/PDF/?uri=CELEX:31996L0009&from=EN.
85
86
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linked with the economy of an EU member state; 2) the maker made a “substantial investment” in obtaining,
verifying, or presenting the data; and 3) the data was formed into a database. 92
In a typical Big Data scenario, where multiple entities interact with the data, recognizing the maker will usually be
the most difficult step. 93 “The maker will be the entity who:
•
•

takes the initiative in obtaining, verifying or presenting the contents of the database; and
assumes the risk of investing in that obtaining, verifying or presenting.” 94

It is important to note that although 96/9/EC vests data rights in an entity that meets these requirements, it does
not necessarily exclude entities that fail these requirements. In situations where 96/9/EC is not met, uncertainty
remains.

Who owns the data in the Internet of Things?, Taylor Wessing (Feb. 2014), https://unitedkingdom.taylorwessing.com/download/article_data_lot.html.
93
Id.
94
Id.
92
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Open Source Software
WHAT IS OPEN SOURCE SOFTWARE
Open Source Software (“OSS”) is a general term for software with source code that anyone can inspect, modify,
and enhance. OSS differs from Proprietary Software (“PS”) in that users of PS are unable, either literally or legally,
to access the source code of the software. 95 For either OSS or PS, the user must accept the terms of a license when
they use the software, but the terms of the licenses differ: OSS licenses generally grant permission to use the
software as desired, whereas PS licenses often restrict use and distribution rights.
The term “open source” has been used generically to describe software with varying degrees of proprietary
restrictions: some allow completely free modification, some require that any modifications to the software be
made available to the public (sometimes called “copy-left” licenses), and others require that sharing those
modifications be royalty free (sometimes called “copy-free”). 96 The Open Source Initiative, an organization
dedicated to evaluating the openness of technology licenses, 97 has attempted to keep the term “Open Source”
specific. It has created a list of attributes that any license must have to be added to their list of ‘truly’ open source
licenses. 98
OSS is being created and used by many different companies for a variety of applications. For example, Google is
one of the largest contributors to OSS: during the last decade, it created over 2000 open source projects. Android,
Angular, Chromium, and Go are some of the most successful OSS projects from Google. 99 Netflix, Macys, Ford,
and others are using OSS to gather, process, and make use of large amounts of data. 100

What is open source?, Opensource.com, https://opensource.com/resources/what-open-source (last visited Oct.
31, 2017).
96
Stephen R. Walli, Which open source software license should I use?, Opensource.com (Jan. 29, 2013),
https://opensource.com/law/13/1/which-open-source-software-license-should-i-use.
97
About the Open Source Initiative, Opensource.com, https://opensource.org/about (last visited Oct. 31, 2017).
98
The Open Source Definition (Annotated), Opensource.com, https://opensource.org/osd-annotated (last visited
Oct. 31, 2017).
99
Janakiram MSV, How Google Turned Open Source Into a Key Differentiator For Its Cloud Platform, Forbes (Jul. 9,
2017), https://www.forbes.com/sites/janakirammsv/2017/07/09/how-google-turned-open-source-into-a-keydifferentiator-for-its-cloud-platform/#403c378f646f.
100
Scott Gnau, Open Source Is The New Normal In Data Analytics, Forbes (Jul. 11, 2017),
https://www.forbes.com/sites/forbestechcouncil/2017/07/11/open-source-is-the-new-normal-in-data-andanalytics/2/#475d23bc742a.
95
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APPLICATION TO BIG DATA
Open Source Software can be very useful when dealing with Big Data. OSS can been used to build either cloud
computing systems or local computing systems that can process vast amounts of information. 101 For example,
some Ford vehicles are capable of generating up to 25 gigabytes of data per hour, and the company uses OSS to
collect vehicle data and improve the driving experience in their cars. 102 Netflix collects data about user preferences
to suggest programs, Macys collects purchasing data to target marketing, and Progressive Insurance collects
driving data to set insurance rates; all using OSS. 103 In 2014, Google created an open source software
development kit called Dataflow to process data. It was immediately available as Cloud Dataflow, a managed
service in Google Cloud Platform to run data processing pipelines at scale.” 104
OSS is particularly useful for analyzing Big Data because of the ease of compatibility. 105 Managing Big Data
requires programs on multiple machines to work together in an efficient way, so that each program knows which
components of the data to store locally, which components to process, and how to combine that data for analysis.
This requires interactivity and special programming techniques which have already been worked out by OSS
contributors. 106

POTENTIAL CONCERNS
Using OSS can create legal concerns that impact business decisions. These concerns can vary widely depending on
the specifics of the licenses involved with the OSS—each OSS source can come with its own specific restrictions—
a common restriction being that modifications to OSS must be redistributed into the OSS community. 107 For
example, imagine a company that is interested in using a piece of OSS. They would first need to download it and
likely would need a programmer of their own to modify the OSS to suit their own needs. Many who successfully
preform this modification might want to sell their modified OSS to similarly situated companies, but OSS often
comes with a prohibition on this sort of sale. For this reason, companies that modify OSS sometimes charge users
money for software services and support rather than for the software itself to generate revenue from their

An introduction to big data, Opensource.com, https://opensource.com/resources/big-data (last visited Oct. 31,
2017).
102
Owners can track the location of their cars, check fuel levels, receive diagnostic alerts, and more, all through a
phone app. Ford is able to track trends across models to improve warranties and support. Doug Henschen,
Hadoop Summit 2016 Spotlights Enterprise Innovation, IoT Use Cases, Data to Decisions,
https://doughenschen.com/2016/07/01/hadoop-summit-2016-spotlights-enterprise-innovation-iot-use-cases/
(last visited Oct. 31, 2017) [hereinafter “Henschen”].
103
See Henschen, supra note 102; Gnau, supra note 100.
104
See MSV, supra note 99.
105
See An introduction to big data, supra note 101.
106
Id.
107
Scott Nesbitt, Is making your product free and open source crazy talk?, Opensource.com (Jul. 14, 2014),
https://opensource.com/business/14/7/making-your-product-free-and-open-source-crazy-talk.
101
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software. 108 If the OSS is available for free, using it may present large upfront savings for a company looking to
analyze data, however, it may be impossible to prevent competitors from using the customized OSS. The business
decision of whether to use OSS as a starting point may rest on whether the data (which cannot be copied even
with OSS) or the software that analyzes it (which can) is more valuable.
Copyright implications should also be considered when dealing with OSS. Commonly used OSS licenses often
address copyright issues and limit the rights of users by requiring them to license any modifications or derivative
works to the public. Ownership of an OSS copyright is sometimes unclear if the creator of the work is not a single
person or entity. However, a free licensing requirement is an easy and powerful remedy to this problem. These
more restrictive OSS licensing models are commonly referred to as “copyleft” licenses. 109 Some developers fear
that using discrete portions of OSS with copyleft licensing requirements in larger development projects can infect
the larger project, unintentionally turning a proprietary software product into open source software. 110 While the
effect of including copyleft software has not been fully litigated, many developers avoid the use of copyleft
software to prevent what they view as unnecessary legal uncertainty. 111 In contrast to copyleft licenses, many OSS
licenses are more permissive, and allow the user of the OSS to modify the software or include it in a larger
program without a requirement that subsequent distributions follow an open source model. 112 The OSS license
that is appropriate for a given situation will vary based on the business need for the software. The open software
evolution encouraged by copyleft licensing might benefit users with no intention to modify or sell the licensed
software, however, software suppliers who don’t want to distribute under the open source model might benefit
from more permissive licenses. 113
In addition to copyright, another concern is the impact OSS can have on trademark rights. 114 To maintain
trademark rights in the US, the mark owner must exercise control over the products associated with the mark; socalled ‘naked licensing’ destroys trademark rights. 115 In other words, if a trademark owner allows entities to freely
download, edit, and redistribute OSS bearing the trademark, the trademark owner will have failed to exercise
control as required by trademark law. Accordingly, the trademark will be lost. 116 Therefore, it is important to
consider the benefits and drawbacks of using a valuable mark on OSS that can be reproduced with limited control
by the mark holder.

Id.
DAVID W. TOLLEN, THE TECH CONTRACTS HANDBOOK 249 (American Bar Association Section of I.P. Law ed., 2d ed.
2015).
110
Id.
111
Id.
112
Id.
113
Id.
114
Tiki Dare and Harvey Anderson, Passport Without A Visa: Open Source Software Licensing and Trademarks,
International Free and Open Source Software Law Review (2009),
http://www.ifosslr.org/ifosslr/article/view/11/37.
115
What Is a Naked Trademark License?, NOLO, https://www.nolo.com/legal-encyclopedia/what-naked-trademarklicense.html (last visited Nov. 16, 2017).
116
Id.
108
109
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Patent Defense Approaches
THE NEED FOR PATENT DEFENSE
With the rapid development of Big Data businesses comes an increased exposure to patent assertion and
litigation from both practicing and non-practicing entities. 117 Businesses’ “concerns with patent enforcement go
beyond NPEs and extend to the disadvantages relative to larger incumbents that [businesses] experience as a
result of poor patent quality, high costs, and delays associated with the patent system.” 118 As in the past, there is
therefore a need to develop patent defense options to ensure companies can innovate and develop their Big Data
businesses while minimizing the risk of patent assertion and litigation.

APPROACHES TO PATENT DEFENSE
Several groups and services exist to defend their members and subscribers from patent assertion, thereby
minimizing the exposure that comes with developing new Big Data businesses. Some of these include:
•
•
•
•

•
•
•
•
•

Patent Troll Law Clinic Network (PTLCN) – “aims to provide pro bono services to small companies that
have received a demand letters from or been sued by a patent troll”;
Trolling Effects – “a [free] database of troll demand letters that recipients have uploaded”;
PatentFreedom – “[a] database of information about non-practicing entities (NPEs) and the litigation that
they bring”;
That Patent Tool – “a [free] website where companies can upload demand letters that they've received
from trolls, see demand letters that others have submitted, and anonymously discuss issues related to
trolls and demand letters”;
Article One Partners – a “[c]rowd-sourced patent research” service;
Ask Patents – “a free web service where users both pose questions relating to the patent system and
answer the questions of others”;
Defensive Patent License – “an off-the-shelf license that focuses on defensive commitments";
Open Patent Nonassertion (OPN) Pledge – “an agreement by Google (for now) to not assert certain
patents against those using them for open-source software”;
License On Transfer (LOT) Agreement – “every LOT User agrees that when it transfers a patent, the
transferred patent automatically becomes licensed to the other LOT Users existing at the time of the
transfer”;

See generally Colleen V. Chien, Patent Assertion and Startup Innovation, Open Tech. Institute (2013), available at
https://na-production.s3.amazonaws.com/documents/Patent_Assertion_and_Startup_Innovation_updated.
62ca39039688474e9a588fc7019b0dde.pdf.
118
Id. at 22.
117
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•
•
•
•
•
•
•

•

Innovator's Patent Agreement (IPA) – “a commitment from Twitter, and other companies, to their
employees that patents can only be used for defensive purposes”;
Docket Navigator – a “[s]earchable online docket database”;
Unified Patents Inc. (Unified) – “NPE assertion and litigation reduction through deterrence”;
Gerchen Keller Capital – “defense-side financing solutions for all types of legal claims, including patent
claims”;
RPX – “Preemptive open market patent acquisition”;
IP Claims Management (ipCM) – “[l]itigation financing, management and strategic advisory”;
Open Invention Network (OIN) – “[p]rovides a fully paid-up royalty free license to OIN pro-competitive
defensive patent pool in exchange for a commitment to forbear litigation around Linux and to crosslicense its own patents to other members”;
Allied Security Trust I (AST) – “[d]efensive patent availability monitoring and purchasing.” 119

In addition to the above services, defensive tactics can be used to guard against patent assertion. For example,
employing indemnification clauses in Data Usage Agreements, as discussed further below, or challenging an
asserted patent’s validity with a post-grant review process (such as Inter Partes Review). 120
Different approaches to warding off NPE’s each come with their own pros and cons. Companies should carefully
weigh these when deciding whether to join a defensive group, engage a service provider, or employ a defensive
tactic.

119
120

Id. at 52-56.
See, e.g., id. at 57-63.
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Standard Essential Patents
A standard essential patent is an invention that is necessary to use to comply with an industry or technical
standard. 121 If all essential patents are not in the public domain or shared in some way, complying with the
technical or industry standard will expose entities to infringement liability.
In the field of Big Data, the technology being developed to capture, store, process, and analyze vast quantities of
data could benefit from standardization in order to increase interoperability and the ability to share information.
Governments, international bodies 122, academics, 123 and market participants have recognized that the rise of the
so called “internet of things” (“IoT”) presents one area in particular that will benefit from standardization. As the
number of IoT devices continues to increase, 124 industry standards will play a key role in allowing IoT technology
to interface across different platforms, markets and manufacturers. 125
Market participants have already formed alliances and consortia to facilitate standard setting in the IoT industry. 126
These private-sector standards developing organizations (“SDOs”) can require participants to disclose any patents
they own that would be needed to implement the standard, 127 and can require that these standard essential
patents (“SEPs”) be licensed to users of the standard on fair reasonable and non-discriminatory terms (“FRAND”
terms). Courts from several large jurisdictions, including the U.S., European Union, and China, have recently ruled

Robert P. Merges, An Estoppel Doctrine for Patented Standards, 1 Cal. L. Rev. 1, 7 (Jan. 1, 2009), available at
http://scholarship.law.berkeley.edu/mwginternal/de5fs23hu73ds/progress?id=FCIfhnQ9WfirOUSCrQQEuUKCWTzXB-bVi-YF9CFOluo,&dl.
122
See e.g., Resolution 98 – Enhancing the Standardization of Internet of Things and Smart Cities and Communities
for Global Development, International Telecommunication Union (2016),
https://www.itu.int/opb/publications.aspx?lang=en&parent=T-RES-T.98-2016.
123
See e.g., Thomas H. Davenport & Sanjay E. Sarma, Setting Standards for the Internet of Things, Harvard Business
Review (Nov. 21, 2014), https://hbr.org/2014/11/setting-standards-for-the-internet-of-things.
124
Cisco estimates the number of IoT devices could reach 50 billion by 2020. See Connections Counter: The
Internet of Everything in Motion, Cisco SYS. INC. (July 29, 2013),
http://newsroom.cisco.com/featurecontent?articleld=1208342.
125
See Mauricio Paez & Mike La Marca, The Internet of Things: Emerging Legal Issues for Businesses, 43 N. Ky. L.
Rev. 29, 34 (2016).
126
See A Guide To the Range of Alliances and Consortia Targeting Internet of Things Technology Layers and
Industry Verticals, Postscapes https://www.postscapes.com/internet-of-things-alliances-roundup/ (last visited
Oct. 12, 2017); Carl Weinschenk, The Who’s Who of Internet of Things Standards Bodies (Sept. 15, 2015),
https://boundless.aerohive.com/experts/The-Whos-Who-of-Internet-of-Things-Standards-Bodies.html.
127
See Department of Commerce Internet Policy Task Force & Digital Economy Leadership Team, Fostering the
Advancement of the Internet of Things (Jan. 2017), available at
https://www.ntia.doc.gov/files/ntia/publications/iot_green_paper_01122017.pdf.
121
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on the methods for calculating reasonable royalty rates on SEPs with FRAND obligations and the available judicial
remedies when negotiations are unsuccessful. 128
Recognizing the economic potential of the IoT industry, governments have undertaken initiatives to further
understand and facilitate expansion of the technology. The U.S. Department of Commerce published a white
paper in January 2017 titled “Fostering the Advancement of the Internet of Things,” which expressed confidence in
private-sector SDOs to make the right choices for the IoT industry. 129 The European Commission conversely has
taken a more active role in standard creation and has formed a task force “to perform an IoT Standards
landscaping and gap analysis” 130 as part of its initiative to achieve a “Digital Single Market” 131 in the European
Union.
While groups have worked to advance standardization in the Big Data industry, a single approach for the future
has not emerged. A unified approach might not be feasible because of the breadth of technology required to
serve the various needs and functions of a Big Data system. Standards developed to work in one application might
not necessarily be optimal for another. Additionally, the complexity and multi-layered nature of Big Data systems
can require numerous standards. For example, a Big Data system including technology for “(1) end nodes, (2)
connectivity, (3) data centers, (4) analytics/applications, and (5) security” might require five separate standards. 132
The nascent nature of the Big Data industry can offer opportunities to participate in the standard setting process.
Involvement can offer numerous benefits, including strategic and technical influence, early access, training
opportunities, joint marketing, and others. 133 However, standard setting is a time consuming and costly endeavor
that requires input from many stakeholders to be successful. For example, some estimate that it took 3.5 million

See Anne Layne-Farrar & Koren W. Wong-Ervin, Methodologies for Calculating FRAND Damages: An Economic
and Comparative Analysis of the Case Law from China, the European Union, India, and the United States,
forthcoming Jindal Global Law School Review (Fall 2017),
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2985073; Christa Brown-Sanford & Bethany R. Ford, PostHuawei FRAND Licensing of Standards-Essential Patents, Baker Botts (June 2016).
129
See Department of Commerce Internet Policy Task Force & Digital Economy Leadership Team, Fostering the
Advancement of the Internet of Things (Jan. 2017), available athttps://www.ntia.doc.gov/otherpublication/2017/green-paper-fostering-advancement-internet-thing (Stating that The Department will “defer[]
to private sector SDOs to adopt approaches that meet the needs of the participating members and the
industries where those standards will be used while appropriately balancing the various interests involved while
fairly compensating patent owners for use of their technology.”).
130
Commission Staff Working Document, EUR-Lex, http://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=CELEX:52016SC0110 (last visited Oct. 31, 2017).
131
The Commission to the European Parliament, EUR-Lex,
http://ec.europa.eu/newsroom/dae/document.cfm?doc_id=15265 (last visited Oct. 31, 2017).
132
Kenie Ho, Internet of Things: Another Industry Patent War? Finnegan (Dec. 2015)
https://www.finnegan.com/en/insights/internet-of-things-another-industry-patent-war.html.
133
Andrew Updegrove, The Essential Guide to Standards, Consortium Info.org
https://www.consortiuminfo.org/essentialguide/participating1.php (last visited Oct. 31, 2017).
128
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human-hours to develop 3G telecom standards and that industry will need to expend up to $4 trillion to make the
European Digital Single Market a reality. 134

Dugie Standeford, Special Report: Will the Internet of Things Need New Patenting/Licensing Strategies?, Lexology
(Apr. 3, 2017), https://www.lexology.com/library/detail.aspx?g=2c652d3d-c549-444a-ac36-e3c2ea380a70.
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IP Policies
MARKET DEVELOPMENTS IN BIG DATA IP POLICIES
As intellectual property infringement lawsuits arising out of cloud-based applications become more frequent, 135
cloud platform customers have begun to express greater concern that third-parties will sue them alleging
infringement related to the customer’s use of cloud platforms. 136 Companies like Microsoft, Amazon, Google, GE,
and Siemens that offer cloud-based computing solutions have responded to customer concerns largely by trying
to provide greater security against third-party intellectual property claims through user agreement amendments.
As these developments highlight, it is important to address the risk of IP infringement in data usage agreements.
On February 8, 2017, Microsoft launched its Microsoft Azure IP Advantage Program to protect customers of its
Azure cloud services product against third party intellectual property infringement claims. 137 The program protects
customers in three ways. First, Microsoft promises to indemnify all users of its Azure platform against claims
arising out of their use of the platform. 138 Second, Microsoft’s “patent pick” program allows eligible Azure
customers who have been sued for patent infringement to select one of 10,000 Microsoft patents to use
defensively in that lawsuit. 139 Third, Microsoft grants Azure customers a springing license to any patents that
Microsoft may transfer to a non-practicing entity (NPE). 140
Following Microsoft’s Azure launch, Amazon Web Services (AWS) removed a clause from its user agreement that
barred users from suing AWS for patent infringement. 141 At the same time, AWS added a clause to its user
agreement stating that AWS would defend its customers against third party claims of infringement and indemnify
its customers for adverse judgments or settlements. 142

US Patent Litigation Trends in Cloud Computing, IP Lytics (Sep. 4, 2017), http://www.iplytics.com/wpcontent/uploads/2017/09/IPlytics_Patent-Litigation-Trends-in-Cloud-Computing_2017.pdf.
136
Azure IP Advantage, Microsoft, https://azure.microsoft.com/en-us/overview/azure-ip-advantage/ (last visited
Oct. 31, 2017).
137
Brad Smith, Protecting innovation in the cloud, Microsoft (Fed. 8, 2017),
https://blogs.microsoft.com/blog/2017/02/08/protecting-innovationcloud/#sm.0000h85y3pah6fb2z3i16q59eyric.
138
See Azure IP Advantage, supra note 136.
139
Azure IP Advantage program, Microsoft, https://www.microsoft.com/enus/trustcenter/compliance/azureipadvantage (last visited Oct. 31, 2017).
140
See Azure IP Advantage, supra note 136.
141
Tom Krazit, Amazon Web Services adds IP protection while dropping controversial patent clause from user
agreement, Geek Wire (Jul. 14, 2017) https://www.geekwire.com/2017/amazon-web-services-added-ipprotection-dropping-controversial-patent-clause-user-agreement/.
142
AWS Customer Agreement, Amazon, https://aws.amazon.com/agreement/ (last visited Oct. 31, 2017).
135
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Google’s Cloud Platform and GE’s Predix license agreements also contain mutual defense and indemnification
provisions related to third-party claims of infringement arising out of the use of their respective services. 143
Siemens’ MindSphere platform, a cloud-based operating system marketed across many different industries,
appears to offer a more tailored service, and potentially different intellectual property policy terms, for each of
Siemens’ cloud platform clients. 144
Cloud service providers that pledge to defend their customers against claims of intellectual property infringement
put potential plaintiffs on notice that their cloud customers will have support if they are forced to litigate.
Accordingly, as major technology companies fight for market share in the cloud computing industry, it is not
surprising to see several major cloud platform providers offering similar customer protections through their user
agreements and license terms.
Microsoft’s three-part promise and other companies’ similar mutual defense and indemnity provisions may
provide current and prospective cloud customers with a decreased sense of vulnerability to infringement lawsuits.
However, schemes like Microsoft’s “patent pick” program would likely provide no deterrence against infringement
claims brought by non-practicing entities because NPEs have no business operations or products against which
defendants could make counterclaims of infringement.
If the frequency of infringement lawsuits against cloud-based applications continues to increase, providers whose
policies do not include defense and indemnity provisions could find their customers more vulnerable to suit than
customers of other cloud platforms. In that case, policies like indemnification and mutual defense agreements
would likely become more common among cloud platform providers. Moreover, while some companies like
Amazon, Google, and Microsoft have publicized their intellectual property policies, 145 other companies who have
applied similar policies in private may opt for more public strategies to provide greater deterrence against third
party intellectual property lawsuits.

Google Cloud Platform Terms of Service, Google, https://cloud.google.com/terms/ (last modified Oct. 19, 2017)
[hereinafter “Google Cloud Platform TOS”]; Predix Customer Agreement-US, PREDIX, https://www.predix.io/legal
(last modified Aug. 12, 2016).
144
MindSphere – open IoT operating system – Software – Siemens Global Website, Siemens,
https://www.siemens.com/global/en/home/products/software/mindsphere.html (last visited Oct. 31, 2017).
145
See Azure IP Advantage, supra note 136; AWS Customer Agreement, supra note 142; Google Cloud Platform
TOS, supra note 143.
143
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Technology Trends Introduction
The technology that impacts Big Data progresses at an incredible pace, and while Big Data technology has been
used to solve a wide array of problems in a range of different fields, common trends can be seen even between
disparate markets. Technology marches ahead, while the current legal doctrine and regulators are forced to adapt.
This chapter aims to provide background on various business and legal concerns that have arisen in the Big Data
industry, as well as insight into how current legal and regulatory frameworks may be applied to the challenges
posed by Big Data. The chapter focuses on technologies that have garnered the attention of commentators and
the public at large, such as blockchain, artificial intelligence, and biometric data.
First, blockchain technology is discussed, along with industry trends, and potential new applications of the
technology, such as maintaining detailed title chains for IP assets to facilitate IP transactions. The regulatory
environment and privacy concerns unique to the technology are also explored.
This chapter next addresses the current IP legal framework and its application to AI systems and the innovations
made possible by AI systems. AI data privacy concerns, ethical considerations, and the ways in which AI systems
are impacting the consumer and transportation sectors are further addressed. As with blockchain, the nascent
regulatory environment is also examined.
Finally, the chapter concludes with a discussion of the commercial use of biometric data and the associated
privacy concerns. The early stages of the regulatory framework are also explored.
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Blockchain
In 2008, Satoshi Nakamoto (who has not yet been identified, but who some speculate may be a group of
individuals operating under a pseudonym) released a whitepaper on a peer-to-peer digital currency system called
Bitcoin. 1 This whitepaper described the use of a new technology called blockchain, which, in Nakamoto’s proposal,
was to be used primarily to facilitate Bitcoin transactions. 2 The utility of blockchain technology itself now extends
far beyond the transfer of currency, however, due to the technology’s ability to efficiently and reliably store and
exchange information. As just some examples, blockchain provides new avenues for the storage and management
of various types of data, such as intellectual property registrations, financial records, and digital signatures, and
allows for the use of autonomously executed smart contracts.

BLOCKCHAIN TECHNOLOGY
At its core, by combining certain aspects of cryptography, decentralized consensus mechanisms, peer-to-peer
networks, and distributed storage, blockchain technology reduces the role of and need for a central authority in a
distributed transaction system. A blockchain is in essence a continually growing database that is distributed
among certain participants in a networked system, called nodes. It is comprised of a chain of informationcontaining blocks, each of which also includes a timestamp, a reference to the immediately preceding block in the
chain (and thereby, all the blocks before it), and a way for the nodes to validate a new block before it is added to
the chain. 3 The blockchain is not stored on a single, centralized server; instead, copies of the blockchain are
replicated and maintained by each of the nodes themselves, spread throughout the network.
A key component of a blockchain is the dichotomy in the level of difficulty required to make changes to its state:
It is simple to add data to a blockchain, but far more difficult to remove or change data once it has been added.
When a user wants to add information to the blockchain (a common form of which is a transaction between two
peers), this information is broadcasted to the entire network of participating nodes, 4 who then bundle the
information into a new block. However, for any node to add this new block of compiled information to the
blockchain, a majority of the remaining nodes must agree—i.e., they must validate the block by way of a

Satoshi Nakomoto, Bitcoin: A Peer-to-Peer Electronic Cash System, BITCOIN.ORG (2009),
https://bitcoin.org/bitcoin.pdf.
2
Id.
3
Aaron Wright & Primavera De Filippi, Decentralized Blockchain Technology and the Rise of Lex Cryptographia 6-7
(Mar. 12, 2015), available at https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2580664.
4
These nodes can generally be thought of as a network of computers, i.e., a peer-to-peer network, each running
certain software that sets out the respective blockchain’s protocol. In a proof-of-work system, these nodes are
referred to as miners.
1
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consensus mechanism, the most common of which is called proof of work. 5 In a proof of work system, the
participating nodes compete to solve a complex mathematical problem (requiring substantial computational
resources) that will allow the nodes to add a new block. 6 The first node to solve that problem broadcasts the
solution to the remaining nodes, who confirm the block’s validity against their own respective copies of the
blockchain. When its validity is confirmed, the block is added to the chain and the victorious node is rewarded for
its efforts. 7 Once a block is added to the blockchain, it can no longer be revised or deleted; it assumes its position
as part of an immutable database, accessible and verifiable by all participants. 8

SMART CONTRACTS
As a database maintained by a peer-to-peer network of computers, a blockchain enables the creation of what are
known as “smart contracts.” Smart contracts may be thought of as computer-coded contracts stored within a
blockchain that are autonomously executed in a decentralized way upon the occurrence of some predetermined
criteria. 9 That is, each of the participating nodes can, without the need for human involvement, read the smart
contract and its conditions, verify its validity, and enforce its performance. 10 Degrees of objectivity and flexibility
can also be implanted into smart contracts by way of an “oracle,” a trusted external source used to provide
extrinsic information to the smart contract. 11 As an example, where human decision making is required to
determine certain terms of a smart contract, an oracle comprised of an arbitration panel or judge, or even the
parties themselves, may be used.
As the use of smart contracts increases, lawyers will surely be tasked with reconciling certain aspects of classic
contract doctrine with its application to smart contracts. As one example, for a typical contract to be enforceable,
it must meet certain requirements, such as mutual assent, 12 consideration, 13 and capacity of the contracting
parties. 14 Some contracts, such as those entered into by one party under duress or undue influence, may be
voidable. 15 Given the self-executing and immutable nature of smart contracts, however, the performance of even a
“voidable” smart contract might continue against the will of a contracting party.

Proof of stake is another popular consensus mechanism that relies on the nodes staking a certain amount of
value to an assertion that their block is valid. See Proof of Stake, BITCOIN FOUNDATION WIKI (last edited Oct. 10,
2015), https://en.bitcoin.it/wiki/Proof_of_Stake.
6
See, e.g., Nakomoto, supra note 1, at 3; Vitalik Buterin, A Next Generation Smart Contract & Decentralized
Application Platform, GITHUB, https://github.com/ethereum/wiki/wiki/White-Paper (last edited Sept. 15, 2017).
7
See Nakamoto, supra note 1, at 3; see also Buterin, supra note 6.
8
See Wright & De Filippi, supra note 3, at 8.
9
See, e.g., John Stark, Making Sense of Blockchain Smart Contracts, COINDESK (June 4, 2016),
http://www.coindesk.com/making-sense-smart-contracts; see also Wright & De Filippi, supra note 3, at 10-11.
10
Id.
11
SHAWN S. AMUIAL ET AL., THE BLOCKCHAIN: A GUIDE FOR LEGAL & BUSINESS PROFESSIONALS § 2:5 (2016).
12
RESTATEMENT (SECOND) OF CONTRACTS § 3 (Am. Law Inst. 1981).
13
Id. § 17.
14
Id. § 12.
15
Id. §§ 174, 177.
5
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If the past is any indication of the future, existing contract doctrine may simply be adapted to apply to smart
contracts, as has happened in connection with other electronic agreements. For example, courts in the U.S.
analyzing mutual assent (which traditionally must be manifested either orally or through writing) 16 with regard to
agreements entered into online typically look for another form of affirmative action to show a party’s agreement
to a contract’s terms, such as clicking on a button or notice. 17 Further, the Electronic Signatures in Global and
National Commerce Act (“E-SIGN Act”) prohibits courts from denying enforcement of electronic signatures and
contracts solely on the basis of their electronic form. 18 Most states have also adopted the Uniform Electronic
Transactions Act (“UETA”), which governs electronic records and signatures not covered under the Uniform
Commercial Code and is intended to harmonize enforcement of electronic agreements with non-electronic
agreements. 19 As such, it may be helpful to consider judicial opinions and legislation of this type for guidance
when drafting and analyzing smart contracts.

POTENTIAL USES OF BLOCKCHAIN TECHNOLOGY AND INTELLECTUAL
PROPERTY IMPACT
Oft-mentioned use cases of blockchain technology are financial in nature, such as the use of a blockchain to
automate syndicate formation, issue private securities or shares of a company, make cross-border transactions, or
enter into loan agreements. 20 Indeed, the most well-known use of blockchain technology is to allow people to buy
and sell “cryptocurrencies,” such as bitcoin. Other uses, including one that has gained in name recognition, is the
use of the Ethereum blockchain to raise capital through what is known as Initial Coin Offerings (“ICOs”). ICOs are
used by companies to offer a share value tied to the company that can be redeemed based on the company’s
performance and traded on a virtual platform, such as Kraken, Bittrex, and Poloniex. The boom in cryptocurrencies
and the amount of money raised through ICOs have garnered much attention, and the U.S. Securities and
Exchange Commission recently issued guidance on these issues, further addressed below.
In the intellectual property realm, the technology’s most obvious implementation is its most basic function—a
distributed database of time-stamped information—to record chain-of-title and ownership of IP assets. 21 The
sequence of ownership, from inception, to registration, to initial assignment and any subsequent assignments, can
be continually updated in real-time within a blockchain, creating an immutable audit trail for the transfer of any IP
asset without the need to rely on a trusted third party. And with the potential for blockchain interoperability also
comes the potential for a global intellectual property registry system, which could radically simplify the process of
recording the transfer of intellectual property between citizens of different nations. Much of this, however, relies
first on the reception of governmental agencies to adopting blockchain technology for such functions; and second
Id. § 19.
See, e.g., Nguyen v. Barnes & Noble, Inc., 763 F.3d 1171, 1175 (9th Cir. 2014).
18
15 U.S.C. § 7001.
19
Id. § 7002.
20
WORLD ECON. FORUM, THE FUTURE OF FINANCIAL INFRASTRUCTURE: AN AMBITIOUS LOOK AT HOW BLOCKCHAIN CAN RESHAPE
FINANCIAL SERVICES 41-44 (2016), available at
http://www3.weforum.org/docs/WEF_The_future_of_financial_infrastructure.pdf.
21
See, e.g., Thomas H. Vidal, Harnessing Blockchain to Manage IP Assets, INSIDE COUNSEL (Mar. 20, 2017)
http://www.insidecounsel.com/2017/03/20/harnessing-blockchain-to-manage-ip-assets.
16
17

BAKER BOTTS

© 2018 Baker Botts L.L.P.

TECHNOLOGY TRENDS
| Published by Wolters Kluwer

5
39

BIG DATA Handbook—A Guide for Lawyers | Chapter 2 — Technology Trends
PRIVILEGED & CONFIDENTIAL

on the adaptation of intellectual property law to recognize blockchain registration as legitimate way to verify
ownership or authorship.
IP-ownership recordation on a blockchain can be combined with other aspects of the technology to create a
variety of additional use cases. Blockchain technology allows for the representation of assets in a digital form,
which in turn simplifies and makes feasible the transfer of micropayments (that is, payments on the scale of
pennies). 22 This brings to light a whole new paradigm for the payment of owners of creative works. As an example,
the owners of the respective copyrighted works making up an online article (such as pictures or videos) could
record their ownership of these works on a blockchain. A smart contract stored within that same blockchain could
then be used to effectuate an internet user’s automatic transmission, directly to the respective copyright owners,
of very small payments in return for the consumption of their creative works. 23 The amount of such payment may
be based on, for instance, the amount of time spent on the webpage hosting the article, the number of views of
the article, or other metrics, all of which could be fully automated within the smart contracts.
Additionally, just as smart contracts can allow for the automatic transfer of title to assets upon the occurrence of
certain events, they similarly can automatically execute and enforce the conditions (e.g., territorial or temporal
limitations) of licenses to IP assets. For example, imagine companies A and B agree to a patent license, wherein
company A will receive a set percentage “X” of every sale of a certain item “Y” made by company B within the
United States for the next three years. The parties to such a license could code and store to a blockchain a selfexecuting smart contract that includes all of these terms: for every item Y that is delivered to a customer within
the U.S., the agreed-upon percentage X could then be automatically transferred from the value stored in company
B’s blockchain address to company A’s blockchain address, with the smart contract’s self-execution automatically
stopping in three years per the terms of the code. Such a system would eliminate the need for a deposit or
escrow, thereby removing the need for trust in a third party.
Finally, at least one group has proposed to use blockchain to improve innovation and prior art searching. 24
Specifically, Loci has proposed using blockchain to better track patent applications, IP development, and prior art
in particular fields. Although this approach is still relatively untested, this proposal and similar ideas are another
example of the potential uses of blockchain in connection with IP and broader legal issues.

REGULATORY GUIDANCE AND ADOPTION
For the early part of its existence, blockchain technology remained relatively regulation-free. 25 In recent years,
however, regulators have made serious attempts to control the emerging technology, such as by releasing reports

AMUIAL ET AL., supra note 11 § 7:4.
Aaron Wright on Blockchain Technology and the Law [podcast], ALGOCRACY AND THE TRANSHUMANIST PROJECT (Nov.
4, 2016), https://algocracy.wordpress.com/2016/11/04/episode-14-aaron-wright-on-blockchain-technologyand-the-law/.
24
Thinking better. Together., Loci (last visited Oct. 31, 2017), https://locipro.com/.
25
Carlo R.W. De Meijer, Blockchain Regulation in the Securities Industry: still many unanswered Questions!, FINEXTRA
(Mar. 13, 2017), https://www.finextra.com/blogposting/13817/blockchain-regulation-in-the-securities-industrystill-many-unanswered-questions.
22
23
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compiling the challenges created by using blockchain technology in an industry. 26 Although most of these reports
are open-ended and intended to solicit further investigation and questioning, there is a clear indication that more
concrete regulation should be expected in the near future. Below are some of the more prominent examples of
regulatory organizations that have recently issued guidance in this area. Notably, most of these regulatory
opinions discuss distributed ledger technology (“DLT”) as a whole, of which blockchain is a specific type.

U.S. FEDERAL RESERVE
In December 2016, the U.S. Federal Reserve released a report called Distributed ledger technology in payments,
clearing, and settlement. 27 The report suggests the usefulness of DLT to record asset ownership. It also covers
some of the challenges regarding such use of DLT. The report, however, says little about what actions the Federal
Reserve plans to take. 28

U.S. FINANCIAL INDUSTRY REGULATORY AUTHORITY (“FINRA”)
In January 2017, FINRA released a report called Distributed Ledger Technology Implications for the Securities
Industry. 29 The report, while giving an overview of DLT, focuses primarily on how DLT may impact current
securities regulations. It covers a wide range of considerations, including network security, data privacy,
surveillance, and governance, but explicitly states that it is meant to be an “initial contribution to an ongoing
dialogue with market participants.” 30

EUROPEAN SECURITIES AND MARKETS AUTHORITY (“ESMA”)
In February 2016, the ESMA published a report called The Distributed Ledger Technology Applied to Securities
Markets. 31 The ESMA stated that it will continue to monitor DLT and decide whether additional regulations are
necessary in relation to existing EU regulations. Notably, it concluded that regulatory action as of this point is
premature, but may be necessary in the long term. 32

U.S. SECURITIES AND EXCHANGE COMMISSION (“SEC”)
In July 2017, the SEC issued guidance on the ICO market. In particular, the SEC addressed the concept of whether
these token offerings are subject to securities regulations, and the agency also flagged the risks associated with
ICOs. 33 Although not going so far as to declare all coins associated with ICOs as securities, the SEC did conclude
that U.S. securities laws apply even if a decentralized autonomous organization offers such securities and
Peter Chawaga, How Will Finance Approach the Regulation of Blockchain, Nasdaq (Apr. 4, 2017)
http://www.nasdaq.com/article/how-will-finance-approach-the-regulation-of-blockchain-cm769389.
27
Fed. Reserve Bd., Distributed Ledger Technology in Payments, Clearing, and Settlement, 2016-095 (Dec. 5, 2016).
28
Id.
29
U.S. Fin. Indus. Reg. Auth., Distributed Ledger Technology Implications for the Securities Industry (Jan. 2017).
30
Id.
31
European Sec. and Markets Auth., The Distributed Ledger Technology Applied to Securities Markets (Feb. 2016).
32
Id.
33
Report of Investigation Pursuant to Section 21(a) of the Securities Exchange Act of 1934: The DAO, Exchange
Act Release No. 81207 (July 25, 2017) (“SEC Report”), available at https://www.investor.gov/additionalresources/news-alerts/alerts-bulletins/investor-bulletin-initial-coin-offerings.
26
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regardless of whether a virtual currency is used for the purchase. 34 With regard to the subject company of its
report, DAO, the SEC concluded the tokens offered during the company’s ICO, DAO Tokens, were securities and
therefore subject to mandates set out in Section 5 of the Securities Act, including the filing of a registration
statement. 35 The SEC limited its analysis to the particular DAO Token, but the comments are instructive of how the
SEC will subject cryptographic tokens to such scrutiny.
After finding the DAO Tokens were securities, the SEC went on to conclude that a number of web-based platforms
that facilitated the secondary trading of DAO Tokens “appear to have satisfied” the criteria necessitating SEC
regulation pursuant to Sections 5 and 6 of the Exchange Act, and did not operate pursuant to an appropriate
exemption. 36 The report does not opine on whether The DAO qualified as an investment company under Section
3(a) of the Investment Company Act of 1940, but these ramifications and applications should be considered
before structuring any coin offering.
More recently, in December 2017, the SEC issued a statement on cryptocurrencies and ICOs, in which the SEC
chairman warned investors of the risks inherent in these markets and financial vehicles, and indicated that he has
asked the SEC’s Division of Enforcement to continue to police this area vigorously and recommend enforcement
actions against those that conduct initial coin offerings in violation of the federal securities laws. 37 That was
followed by a January 2018 letter to representatives of the Investment Company Institute (ICI) and the Securities
Industry and Financial Markets Association (SIFMA), raising similar concerns regarding investor protection,
compliance issues, and market manipulation, among other issues. 38
Some U.S. states have taken affirmative steps in adopting blockchain technology, such as Delaware’s approval of
legislation to use blockchain technology for state archival records and corporate recordkeeping. 39 Other states,
such as Arizona and Illinois, have followed suit in welcoming the technology. 40
Outside the U.S., some countries have endorsed the technology in other ways, such as Japan’s official approval of
11 different secondary exchanges─granting them full licenses to sell cryptocurrencies like bitcoin, ether, and other
See id. at 18.
See id. at 11-15 (analyzing the DAO Token under the test promulgated in SEC v. W.J. Howey Co., 328 U.S. 293
(1946)).
36
Id. at 16-17. Not surprisingly, companies are already looking to capitalize on the Report’s guidance in this
regard, such as with the September 2017 announcement of the first SEC-compliant alternative trading system
for the exchange of tokens categorized in the U.S. as securities. See, e.g., Ash Bennington, Regulated ICOs Arrive:
Overstock to Open Exchange for Legal Token Trading, COINDESK (Sept. 27, 2017),
https://www.coindesk.com/regulated-icos-arrive-overstock-open-exchange-legal-token-trading/.
37
https://www.sec.gov/news/public-statement/statement-clayton-2017-12-11.
38
See “SEC Staff Issues Guidance on Cryptocurrency-related Holdings,” THE NATIONAL LAW REVIEW (FEB. 17, 2018),
https://www.natlawreview.com/article/sec-staff-issues-guidance-cryptocurrency-related-holdings.
39
S.B. 69, 149th Gen. Assemb. (Del. 2017) (amending various sections of the Delaware General Corporation Law
(DGCL)).
40
See ARIZ. REV. STAT. ANN. § 44-7003 (2017) (amended by H.B. 2417) (allowing signatures “secured through a
blockchain” to be considered as “electronic signatures”); H.J.R. 0025, 100th Gen. Assemb. (Ill. 2017) (creating
“Distributed Ledger Task Force” to study the benefits of “a transition to a blockchain based system for
recordkeeping and service delivery”).
34
35
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coins on the secondary market. 41 On the other hand, some countries, such as China and South Korea, have
altogether banned Initial Coin Offerings. 42 China has been extreme in its measures; the government has shut down
cryptocurrency exchanges, which facilitate the trading of such securities inside its borders. 43 In Singapore, the
Monetary Authority of Singapore issued guidance and cautionary advice that such offerings may be subject to
regulation and must follow existing laws in the country. 44

PRIVACY RIGHTS
While the immutable nature of blockchain provides secure and trustworthy data, the technology raises privacy
concerns with its ability to facilitate the storage and accessibility of sensitive data. Traditionally, individuals looking
to prevent continued accessibility of such data could pursue, e.g., judicial recourse, such as injunctive relief, to halt
ongoing harm. However, recourse that traditionally may be utilized to censor or redact data may prove futile in
the blockchain space, because the data is immutable and, by the very nature of the technology, cannot be
modified or deleted. As an example, Twister is a peer-to-peer microblogging network similar to Twitter, but uses
blockchain technology. 45 The network’s completely decentralized construction makes it resistant to government
censorship and shutdown attempts, as there is no centralized server to target. 46
Another area of concern involves the identification of parties involved in any blockchain-recorded transaction,
such as those performed on the Bitcoin blockchain, as these transactions become more common in day-to-day
activities. Although identities are psuedo-anonymous on the Bitcoin blockchain, in that addresses are not tied to
the identity of users on a protocol level, it is conceivably possible to aggregate other data and patterns to tie a
certain address or addresses to an individual’s identity, thereby also revealing his or her spending habits. 47
In the U.S., a variety of federal statutes address data privacy in some fashion. The application of these statutes to
blockchain technology will, at some point, need to be determined. As such, companies utilizing blockchain
See Takahiko Wada & Hideyuki Sano, Japan's FSA gives official endorsement to 11 cryptocurrency exchanges,
REUTERS (Sept. 29, 2017), http://www.reuters.com/article/us-japan-bitcoin/japans-fsa-gives-official-endorsementto-11-cryptocurrency-exchanges-idUSKCN1C40T9.
42
See, e.g., Noelle Acheson, China’s ICO Ban: Understandable, Reasonable and (Probably) Temporary, COINDESK
(Sept. 12, 2017), https://www.coindesk.com/chinas-ico-ban-understandable-reasonable-probably-temporary/;
Yuji Nakamura & Sam Kim, Cryptocurrencies Drop as South Korea Bans ICOs, Margin Trading, BLOOMBERG (Sept.
29, 2017), https://www.bloomberg.com/news/articles/2017-09-29/cryptocurrencies-drop-as-south-korea-bansicos-margin-trading.
43
See Sara Hsu, China’s Shutdown of Bitcoin Miners Isn’t Just About Electricity, Forbes (Jan. 15, 2018),
https://www.forbes.com/sites/sarahsu/2018/01/15/chinas-shutdown-of-bitcoin-miners-isnt-just-aboutelectricity/#38340cd3369b.
44
MAS clarifies regulatory position on the offer of digital tokens in Singapore, MONETARY AUTHORITY OF SINGAPORE
(Aug. 1, 2017), http://www.mas.gov.sg/News-and-Publications/Media-Releases/2017/MAS-clarifies-regulatoryposition-on-the-offer-of-digital-tokens-in-Singapore.aspx.
45
Miguel Freitas, Out in the Open: An NSA-Proof Twitter, Built With Code From Bitcoin And Bittorrent, WIRED (Jan.
13, 2014), https://www.wired.com/2014/01/twister.
46
Id.
47
Aaron van Wirdum, Is Bitcoin Anonymous? A Complete Beginner’s Guide, BITCOIN MAGAZINE (Nov. 18, 2015)
https://bitcoinmagazine.com/articles/is-bitcoin-anonymous-a-complete-beginner-s-guide-1447875283/.
41

BAKER BOTTS

© 2018 Baker Botts L.L.P.

TECHNOLOGY TRENDS
| Published by Wolters Kluwer

9
43

BIG DATA Handbook—A Guide for Lawyers | Chapter 2 — Technology Trends
PRIVILEGED & CONFIDENTIAL

technology in their business operations should be cognizant of at least the following U.S. federal laws, as they
could impact the use of blockchain technology with regard to data privacy.

FEDERAL TRADE COMMISSION ACT (“FTCA”)
The FTCA normally deals with prohibiting “unfair or deceptive acts or practice[s]” within the consumer protection
sphere. 48 Although the FTCA does not directly mention data privacy, the Federal Trade Commission (“FTC”) has
applied the FTCA to data privacy violations that are deceptive or unfair. 49 And while the FTC started with a focus
on deception, more recent cases have focused on the unfair aspects of data privacy violations. 50 In this regard, FTC
guidance on privacy issues specific to Big Data may be of particular interest to blockchain users. Two recent FTC
reports, Data Brokers: A Call for Transparency and Accountability 51 and Protecting Consumer Privacy, 52 each
include best practices recommendations for data brokers. Additionally, Big Data: A Tool for Inclusion or Exclusion, 53
gives an overview of considerations for Big Data users with regard to using data that has been collected.

ELECTRONIC COMMUNICATIONS PRIVACY ACT (“ECPA”)
The ECPA imposes criminal sanctions for those trying to intercept electronic communication. 54 Title II of the
ECPA—the Stored Communications Act (“SCA”)—protects communications stored electronically against improper
access and wrongful public disclosure, 55 and is aimed in part at protecting individuals’ privacy interests in personal
and proprietary information. 56
The SCA applies to an “electronic communication” stored in “electronic storage” facilitated by an “electronic
communication service.” 57 “Electronic communication” is defined by the Act to include transfer of data. 58 The Act

15 U.S.C. §§ 41-58.
Alexander E. Reicher & Yan Fang, FTC Privacy and Data Security Enforcement and Guidance Under Section 5, 25
COMPETITION: J. ANTI., UCL & PRIVACY SEC. ST. B. CAL. 89 (2016).
50
Id. The FTC defines an unfair act or practice as one that (1) causes or is likely to cause substantial injury to
consumers, (2) is not reasonably avoidable by consumers, and (3) is not outweighed by countervailing benefits
to consumers or to competition. 15 U.S.C. § 45(n).
51
Fed. Trade Comm’n, Data Brokers: A Call For Transparency And Accountability 23-35 (2014), available at
https://www.ftc.gov/system/files/documents/reports/data-brokers-call-transparency-accountability-reportfederal-trade-commission-may-2014/140527databrokerreport.pdf
52
Fed. Trade Comm’n, Protecting Consumer Privacy In An Era Of Rapid Change: Recommendations For Businesses
And Policymakers A-3 (2012), available at https://www.ftc.gov/sites/default/files/documents/reports/federaltrade-commission-report-protecting-consumer-privacy-era-rapid-changerecommendations/120326privacyreport.pdf.
53
Fed. Trade Comm’n, Big Data: A Tool for Inclusion or Exclusion? (2016), available at
https://www.ftc.gov/system/files/documents/reports/big-data-tool-inclusion-or-exclusion-understandingissues/160106big-data-rpt.pdf.
54
15 U.S.C. §§ 6801-6827.
55
18 U.S.C. §§ 2701-2712.
56
Kaufman v. Nest Seekers, LLC, No. 05 CV 6782, 2006 WL 2807177, *4 (S.D.N.Y. Sept.26, 2006) (citing S. Rep. No.
99-541, at 3 (1986)), reprinted in 1986 U.S.C.C.A.N. 3555, at 3557).
57
18 U.S.C. § 2701(a).
48
49
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defines an “electronic communication service” as “any service which provides to users thereof the ability to send
or receive wire or electronic communications.” 59

GRAMM-LEACH-BLILEY ACT (“GLBA”)
The GLBA regulates the use, disclosure, and collection of “nonpublic personal information” that consumers
provide to financial institutions. 60 Of particular concern to what may soon be a widely used technology like
blockchain is whether a particular person or entity counts as a “financial institution” under the GLBA. Section 6809
of the Act defines “financial institution” as “any institution the business of which is engaging in financial activities
as described in section 1843(k) of Title 12.” 61 Section 1843(k) of Title 12 defines “financial activities” as “engaging
in any activity that the Federal Reserve Board has determined . . . to be so closely related to banking or managing
or controlling banks as to be a proper incident thereto.” This definition may capture a wide range of entities
interested in blockchain technology, such as credit reporting agencies, 62 banks, insurance brokerage firms, and
mortgage companies. 63

THE BANK SECRECY ACT (“BSA”)
The BSA mandates that “financial institutions” (a broad category of businesses offering financial services) must
collect and maintain information about their customers and share that information with the Financial Crimes
Enforcement Network (“FinCEN”). 64 In 2013, FinCEN published guidance titled “Application of FinCEN’s
Regulations to Persons Administering, Exchanging, or Using Virtual Currencies,” which commented on whether
entities that exchange virtual currency for real funds or virtual currency may be subject to the BSA. 65 The FinCEN
Guidance creates and defines three categories of persons: “administrators,” “exchangers,” and “users.” 66 Both
exchangers, defined as “a person engaged as a business in the exchange of virtual currency for real currency,
funds, or other virtual currency,” and administrators, defined as “a person engaged as a business in issuing
(putting into circulation) a virtual currency, and who has the authority to redeem (to withdraw from circulation)
such virtual currency” qualify as “money transmitters” and are therefore subject to the BSA’s mandates. 67 “Users,”
18 U.S.C. § 2510(12) (defining “electronic communication” as “any transfer of signs, signals, writing, images,
sounds, data, or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic,
photoelectronic or photooptical system that affects interstate or foreign commerce”).
59
18 U.S.C. § 2510(15).
60
15 U.S.C. §§ 6801-6827.
61
15 U.S.C. § 6809(3)(A).
62
See Trans Union LLC v. F.T.C., 295 F.3d 42 (D.C. Cir. 2002).
63
The FTC provides detailed guidance for complying with the Privacy of Consumer Financial Information Rule of
the GLBA on its website. See https://www.ftc.gov/tips-advice/business-center/guidance/how-comply-privacyconsumer-financial-information-rule-gramm.
64
See 31 U.S.C. §§ 5311-5332.
65
Dept. of the Treasury: Financial Crimes Enforcement Network, FIN-2013-G001,
Application of FinCEN’s Regulations to Persons Administering, Exchanging, or Using Virtual Currencies
(Mar. 18, 2013), available at http://fincen.gov/statutes_regs/guidance/pdf/FIN-2013-G001.pdf [hereinafter
“FinCEN Guidance”].
66
Id. at 2.
67
Id. at 2-5.
58
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defined as persons who use virtual currency “to purchase goods or services,” are not money transmitters and have
no FinCEN compliance obligations, meaning merchants and consumers are likely to be exempted. 68
Additional federal laws that may be of some interest in connection with data privacy and blockchain technology
are the Health Insurance Portability and Accountability Act 69 (“HIPAA,” regulating medical information) and the
Fair Credit Reporting Act 70 (regulating consumer-reporting information).

GOVERNMENT APPLICATIONS
Although private companies will likely be the first entities to take advantage of blockchain technology, the federal
government has also shown an interest in the space, in applications such as the use of blockchains for record
keeping. In this manner, the government may opt to use a blockchain with public read access and private write
access; or, alternatively, a series of interoperable public and private blockchains to effectuate the same
permissions. This type of permissioned setup would help provide security without sacrificing transparency.
Governmental use of blockchain technology, however, also implicates any federal statutes that apply to federal
governmental action, such as the Freedom of Information Act (“FOIA”), which improves transparency of the federal
government by requiring that federal agencies and departments provide public information upon request without
any undue delays. 71 That being said, the FOIA may prove obsolete if the U.S. government were to rely on
blockchain technology to record public information. Public records would be fully and easily accessible on a
blockchain without the need for formal requests, which would allow for faster and more efficient public data
retrieval.
Another potential governmental use of blockchain technology is to facilitate electronic voting. In such cases, it
may be beneficial to use a blockchain system that has public write access and private read access. 72 Here, a system
may be set up so that any user could be given a single private key 73 that allows a single vote, and wherein only the
group that set up the blockchain could access the results. Any changes in the ledger would be recorded, and any
fraud would be observed and traceable to whomever entered the fraudulent entries. 74 Blockchain use could even
prevent ghost voting (voting for deceased or nonexistent individuals) by automatically checking voter registries. 75
Additionally, such a system could enable voting from smartphones, computers, or other devices, thereby
increasing voter turnout perhaps dramatically. These advantages could be easily carried over to proxy voting
within corporations, making blockchain a valuable technology for business and corporate governance matters as
well.

Id. at 2; see also Meghan E. Griffiths, Virtual Currency Businesses: An Analysis of the Evolving Regulatory
Landscape, 16 TEX. TECH ADMIN. L.J. 303, 311 (2015).
69
42 U.S.C. § 1301.
70
15 U.S.C. § 1681.
71
5 U.S.C. § 552.
72
Garry Gabison, Policy Considerations for the Blockchain Technology Public and Private Applications, 19 SMU Sci.
& Tech. L. Rev. 327, 347 (2016).
73
Generally, blockchains use public key cryptography which, in simplest terms, means a private key is associated
with and provides access to a public address on the blockchain.
74
See Gabison, supra note 72, at 347.
75
Id. at 348.
68
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Artificial Intelligence
Artificial intelligence, or “AI,” is proving to be one of the most dynamic and ubiquitous technologies in use today.
From autonomous cars to facial recognition, AI is poised for integration into many aspects of our day-to-day lives.
Every year AI becomes smarter, and AI capabilities are increasing at a seemingly exponential rate. As AI
approaches human capabilities, it will fall on the legal industry to reconsider current legal frameworks and adjust
their applications as needed to the new technology.

INTELLECTUAL PROPERTY AND AI
The major types of intellectual property—patents, trademarks, copyrights, and trade secrets—typically envision an
individual (or group of individuals) who creates something useful or valuable. In return, that individual is granted
some sort of IP right—a recognition of the individual as the owner of the creation. In the future, sufficiently
advanced AI may have the requisite creativity and productivity to conceptualize and produce such creations on its
own. The question then is: can AI own intellectual property?
The answer to this question may vary depending on the particular IP regime. For example, the U.S. Copyright
Office explicitly states that it “will register an original work of authorship, provided that the work was created by a
human being.” 76 The Copyright Office “will not register works produced by a machine or mere mechanical process
that operates randomly or automatically without any creative input or intervention from a human author.” 77 In the
AI context, the Copyright Office has not clarified whether works produced jointly by a human and a machine are
copyrightable. Arguably, works created by a program without human interaction could be attributed to the human
creator of the program, as the work is arguably the ultimate fruit of his or her intellectual labor. 78 Courts have not
yet addressed this issue.
Patent law is less explicit when it comes to determining ownership of works created by machines. However, some
provisions cast doubt on the ability of machines to independently obtain patent rights. For example, section 101
of The Patent Act provides that “[w]hoever invents or discovers any new and useful process, machine, . . . may
obtain a patent therefor . . . .” 79 The Supreme Court has interpreted this to mean that “Congress intended

U.S COPYRIGHT OFFICE, COMPENDIUM OF U.S. COPYRIGHT OFFICE PRACTICES § 306 (3d ed. 2017), available at
https://www.copyright.gov/comp3/chap300/ch300-copyrightable-authorship.pdf. See also Burrow-Giles
Lithographic Co. v. Sarony, 111 U.S. 53, 58 (1884).
77
U.S COPYRIGHT OFFICE, COMPENDIUM OF U.S. COPYRIGHT OFFICE PRACTICES § 313.2 (3d ed. 2017), available at
https://www.copyright.gov/comp3/chap300/ch300-copyrightable-authorship.pdf.
78
See Andres Guadamuz, Artificial Intelligence and Copyright, WIPO Magazine (Oct. 2017), available at
http://www.wipo.int/wipo_magazine/en/2017/05/article_0003.html.
79
35 U.S.C. § 101 (emphasis added).
76
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statutory subject matter to ‘include anything under the sun that is made by man.’” 80 Additionally, the America
Invents Act defines inventor as “the individual or, if a joint invention, the individuals collectively who invented or
discovered the subject matter of the invention.” 81 Although these provisions appear to contemplate only humans
as inventors, and not machines, no U.S. case or statute has explicitly excluded machines from being patent owners.
Although patent and copyright protection may not apply to works created by machines, trade secret law could
provide a vehicle for such protection. Unlike patent and copyright law, trade secret law does not impose
requirements based on the nature of the inventor or author. Rather, and as discussed in Chapter 1, a trade secret
generally is simply information that is not generally known to the public, holds some economic advantage as a
result of being secret, and is the subject of reasonable efforts to maintain secrecy. 82 Valuable information
generated by a machine or program could likely be afforded trade secret protection, as long as the information is
not disclosed, and meets the other requirements of trade secret status.

LIABILITY FOR AI SYSTEMS
As AI systems advance in capability and become more prevalent, assessing liability for the actions of these
systems will present new challenges. For example, in May 2016, Tesla Motors announced the first known death
caused by a self-driving car. 83 The car’s sensors system failed to detect a large truck ahead, causing the car to
collide with the truck at full speed. 84 Possible candidates for liability in this instance could be the designer of the
AI, the manufacturer, the programmer, the user, or perhaps even the AI itself. Current legal frameworks, such as
product liability, breach of warranty, and negligence could be employed to assess liability, but these doctrines
were not created with the specific challenges of autonomous vehicles and AI in mind. Some commenters have
advocated that products liability law is best suited to be adapted to the challenges posed by new AI
technologies. 85 Others have called national legislation to address the unique challenges AI presents when
assessing liability out of concern that uncertainty over the allocation of risk could stunt the development of new AI
technologies. 86

Diamond v. Chakrabarty, 447 U.S. 303, 309 (1980) (quoting S.Rep.No.1979, 82d Cong., 2d Sess., 5 (1952);
H.R.Rep.No.1923, 82d Cong., 2d Sess., 6 (1952)).
81
35 U.S.C. § 100(f) (emphasis added).
82
See Uniform Trade Secrets Act (“UTSA”) § 1 (1985).
83
Danny Yadron & Dan Tynan, Tesla driver dies in first fatal crash while using autopilot mode, THEGUARDIAN (June
30, 2016), https://www.theguardian.com/technology/2016/jun/30/tesla-autopilot-death-self-driving-car-elonmusk.
84
Id.
85
John Villasenor, Products Liability and Driverless Cars: Issues and Guiding Principles for Legislation, Center for
Tech. Innovation at Brookings 15 (April 2014), available at https://www.brookings.edu/wpcontent/uploads/2016/06/Products_Liability_and_Driverless_Cars.pdf.
86
Jessica S. Brodsky, Autonomous Vehicle Regulation: How an Uncertain Legal Landscape May Hit The Brakes on
Self-Driving Cars, 31 Berkeley Tech. L.J. 851, 877 (2016), available at
https://scholarship.law.berkeley.edu/btlj/vol31/iss2/19/.
80
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ADMISSIBILITY OF AI IN LEGAL PROCEEDINGS
Liability is not the only aspect of litigation that intelligent machines may transform. It is conceivable that, at some
point, AI may act as an “expert witness,” testifying and offering opinions in the courtroom. The question then is
whether AI judgment will be deemed admissible in court. The use of software at trial may involve issues of hearsay
and reliability. But the largest issue with AI judgment in this context is that it may be impossible to explain how
the AI arrived at its conclusion. Unlike typical software, which follows a rigid set instructions, AI does not
necessarily employ an algorithm that can be used to adequately describe how a deep learning model outputted a
certain answer. 87 The algorithm creating the model does not, by itself, explain the state of the machine’s training.
It may be that the question of AI testimony or evidence in a court proceeding will be addressed under the
standard rubric of Daubert, which provides a gatekeeping function and threshold for the introduction of human
expert testimony in court. 88 The Daubert test includes consideration of issues such as: (1) whether the methods
upon which the testimony is based are centered upon a testable hypothesis; (2) the known or potential rate of
error associated with the method; (3) whether the method has been subject to peer review; and (4) whether the
method is generally accepted in the relevant scientific community.
Courts could potentially approach AI in this same way, and may deem AI opinions reliable and admissible if the
underlying model (and perhaps the engineer who created the model) is deemed credible, experienced, testable,
reliable, and commonly accepted in the field. Questions could also be raised regarding a party’s reliance on
opinions offered by an AI engine—for example, an opinion of non-infringement or invalidity of a patent that a
defendant may seek to rely on in its defense of a charge of willful infringement in a patent infringement case.
In any event, businesses and lawyers relying on AI opinions should understand and be prepared to explain the
underlying model, how the AI was trained, how the AI was successful in the past, and how successful the AI is with
new data.

DATA PRIVACY AND AI
Machine learning and automatic planning are two major sectors of AI that require analysis of large datasets. As
such, the ability of AI to predict future behavior based on these datasets can raise privacy issues. Already
companies are using datasets to predict credit risk, and state prisons use data sets to predict likelihood of
recidivism of their prisoners. 89

See, e.g., Will Knight, The Dark Secret at the Heart of AI, MIT TECHNOLOGY REVIEW (Apr. 11, 2017),
https://www.technologyreview.com/s/604087/the-dark-secret-at-the-heart-of-ai/. (One commenter stating “We
can build these models . . . but we don’t know how they work.” Another stating “It might just be part of the
nature of intelligence that only part of it is exposed to rational explanation. Some of it is just instinctual, or
subconscious, or inscrutable.”).
88
Daubert v. Merrell Dow Pharmaceuticals, 509 U.S. 579 (1993).
89
Peter Stone, et. al, One Hundred Year Study on Artificial Intelligence: Report of the 2015-2016 Study Panel,
STANFORD (Sept. 6, 2016), https://ai100.stanford.edu/2016-report/section-iii-prospects-and-recommendationspublic-policy/ai-policy-now-and-future/policy.
87
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ETHICAL ISSUES PERTAINING TO AI
Perhaps more than any other emerging technology, intelligent machines will force us to rethink the role of ethics
between humanity and our creations. The Legal Affairs Committee of the European Parliament, for example,
approved a report calling on the EU Commission for the introduction of ethical guidelines for the use of intelligent
robots. 90 The following ethical issues may not be specifically regulated, but they are worth considering and
discussing when developing and implementing AI systems.

EMPLOYMENT
As technical advances continue to enable more efficient production of goods and services, governments and
companies alike will continue to face difficult decisions surrounding employment. For example, the trucking
industry employs millions of people in the U.S. alone, 91 and as autonomous vehicles become commercially viable,
some have begun to question the impact the technology will have on employment. 92 While the ultimate impact of
technology on the labor force is debated by economists, companies should be mindful of the publicity and
political risks associated with AI projects that have the potential to displace large swaths of the human workforce.

UNINTENDED CONSEQUENCES
In some situations, machines may carry out commands in a manner not initially conceived of by its
programmers. 93 For example, should an autonomous vehicle designed to protect human life be able to decide
who lives and dies in a car accident? 94 In this regard, businesses must be aware of the unpredictability of AI and
avoid open-ended instructions that may be misconstrued.

BIAS AND DISPARATE IMPACT
Other concerns can arise from the use of AI systems, including with respect to unintended bias and disparate
impacts on certain classes. For example, companies deploying AI systems will want to ensure that issues related to
protected classes like race and gender do not ultimately drive AI-generated decisions.
As one simple example of the risks that can be presented by AI bias, in March 2016, a machine called “Beauty.AI”
was created to purportedly judge photographs of people based on facial beauty. Nearly all the winners were

22 No. 3 Cyberspace Lawyer NL 1.
Julia Bossmann, Top 9 ethical issues in artificial intelligence, WORLD ECONOMIC FORUM (Oct. 21, 2016),
https://www.weforum.org/agenda/2016/10/top-10-ethical-issues-in-artificial-intelligence/.
92
See Anita Balakrishnan, Self-driving cars could cost America's professional drivers up to 25,000 jobs a month,
Goldman Sachs says, CNBC (May 22, 2017), https://www.cnbc.com/2017/05/22/goldman-sachs-analysis-ofautonomous-vehicle-job-loss.html.
93
Bossmann, supra note 91.
94
Keith Naughton, Should a Driverless Car Decide Who Lives or Dies?, BLOOMBERG BUS. (June 25, 2015),
http://www.bloomberg.com/news/articles/2015-06-25/should-a-driverless-car-decide-who-lives-or-dies-in-anaccident.
90
91
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white, despite the far more diverse and international pool of candidates, because the training dataset contained
many more images of white people. 95 Whether liability should be imposed for biased AI is an ongoing question.
The FTC has expressed some concern about the potential for disparate impact of AI systems, for example, in its
2016 report “Big Data: A Tool for Inclusion or Exclusion?” 96 Surely these concerns will remain at the fore for the
FTC and others.

UNMANNED/AUTONOMOUS VEHICLES
Unmanned or autonomous vehicles are a particular implementation of AI technology that is projected for massive
growth in the coming years, and which has the potential for dramatic impacts on society. Autonomous automotive
technology has experienced rampant development in recent years, with one notable advocate, Elon Musk,
predicted that Tesla cars will be able to drive, autonomously, from one U.S. coast to the other by 2018. 97 Although
autonomous vehicles raise many of the same concerns as do other AI applications, there are a number of
additional considerations specific autonomous vehicles. Accordingly, it is likely that regulatory frameworks will
explicitly address the autonomous vehicle industry. The following frameworks and guidance have already been
provided to date.

U.S. DEPARTMENT OF TRANSPORTATION (“USDOT”)
In September 2016, the USDOT released a policy report that provides guidelines for a regulatory framework for
autonomous cars. 98 Signaling that the federal government will embrace autonomous vehicle technology, the
report outlines safety expectations and encourages the creation of uniform, national rules. The report provides
guidance across four areas: vehicle performance standards, state and federal policy, use of current regulatory

Ben Plomion, Does Artificial Intelligence Discriminate?, FORBES (May 6, 2017),
https://www.forbes.com/sites/forbescommunicationscouncil/2017/05/02/does-artificial-intelligencediscriminate/#30ae2a7730bc.
96
Fed. Trade Comm’n, Big Data: A Tool for Inclusion or Exclusion? (2016), available at
https://www.ftc.gov/system/files/documents/reports/big-data-tool-inclusion-or-exclusion-understandingissues/160106big-data-rpt.pdf.
97
Marla Aufmuth, Elon Musk: Tesla’s Autonomous Car Will Drive Coast-To-Coast by 2018, FUTURISM (May 22, 2017),
https://futurism.com/elon-musk-teslas-autonomous-car-will-drive-coast-to-coast-by-2018/. Tesla also recently
reiterated its goal to reach this milestone in the near future. Ryan Felton, Tesla Thinks It Can Do A Coast-ToCoast Autonomous Drive Within The Next 3-To-6 Months (UPDATED), JALOPNIK (Feb. 7, 2018)
https://jalopnik.com/tesla-still-wants-to-do-a-coast-to-coast-autonomous-dri-1822815014.
98
National Highway Traffic Safety Admin., Federal Automated Vehicles Policy (Sept. 2016), available
athttps://www.transportation.gov/sites/dot.gov/files/docs/AV%20policy%20guidance%20PDF.pdf; see also Hope
Reese, US DOT unveils 'world's first autonomous vehicle policy,' ushering in age of driverless cars, TECHREPUBLIC
(Sept. 20, 2016), http://www.techrepublic.com/article/us-dot-unveils-worlds-first-autonomous-vehicle-policyushering-in-age-of-driverless-cars/.
95
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tools, and suggestions for new regulatory tools. 99 The report places particular emphasis on safety and
sustainability. 100

STATE LAWS REGARDING AUTONOMOUS CARS
Currently, twenty-one (21) states have passed legislation related to autonomous vehicles, with Nevada being the
first in 2011. As an example, Nevada’s legislation explicitly allows operation of fully autonomous vehicles,
conditioned on certain requirements. 101 The legal framework in the U.S., however, still remains a rough patchwork
at this point, with little in the form of uniform standards.

FAA MODERNIZATION AND REFORM ACT (“FMRA”)
In 2012, Congress enacted the FMRA, which gave the Federal Aviation Administration (“FAA”) control over
regulation of unmanned aerial vehicles (“UAVs”). 102 Under the act, the FAA can take action against those who
conduct unauthorized UAV operation. For example, in 2016, the FAA released regulations on commercial drones
“designed to minimize risks to other aircraft and people and property on the ground.” 103 The regulations cover
piloted drones as well as unmanned drones weighing less than 55 pounds used for routine non-hobbyist use. 104

Cecelia Kang, Self-Driving Cars Gain Powerful Ally: The Government, THE NEW YORK TIMES (Sep. 19, 2016),
https://www.nytimes.com/2016/09/20/technology/self-driving-carsguidelines.html?mtrref=en.wikipedia.org&mtrref=undefined&gwh=86074D952DB2F14FDB427B34E1B695D6&g
wt=pay.
100
Id.
101
Autonomous Vehicles, NATIONAL CONFERENCE OF STATE LEGISLATURES (Sept. 21, 2017),
http://www.ncsl.org/research/transportation/autonomous-vehicles-self-driving-vehicles-enactedlegislation.aspx.
102
Pub. L. No. 112–95, 126 Stat. 11 (codified at 49 U.S.C. § 40101 note).
103
See New FAA Rules for Small Unmanned Aircraft Systems Go Into Effect, FED. AVIATION ADMIN. (Aug. 29, 2016),
https://www.faa.gov/news/press_releases/news_story.cfm?newsId=20734; see also James Vincent, FAA
regulations for commercial drones are now in effect, THE VERGE (Aug. 30, 2016),
https://www.theverge.com/2016/8/30/12707502/drone-regulations-legality-us-faa.
104
Id.
99
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Biometric Data
The commercial use of biometric data—data regarding people’s physical being—has increased at a rapid rate in
recent years. Fingerprints are a well-known example of biometric data that is commonly recorded and used. Other
uses involve facial recognition, retinal scans, voiceprint reading, and keystroke analysis. Although the field of
biometrics is limited today by our current methods of collection, the list of mechanisms for collecting and using
biometric data continues to quickly expand.

PRIVACY IMPLICATIONS FOR BIOMETRIC DATA
Any discussion on the collection and use of biometric data necessarily implicates privacy concerns. The point is
summarized well by a dissenting opinion of a decision in a biometric data criminal case upholding a life sentence
based on swiped DNA: “[t]he Majority's approval of such police procedure means, in essence, that a person
desiring to keep her DNA profile private, must conduct her public affairs in a hermetically sealed hazmat suit.” 105
Currently, various laws in the U.S. touch directly on biometric data, or may be otherwise relevant as broad privacy
laws. The most stringent of these is an Illinois state law known as the Biometric Information Privacy Act (“BIPA”). 106
Generally, the BIPA: (1) requires informed consent prior to collection; (2) prohibits profiting from biometric data;
(3) permits only a limited right to disclose; (4) mandates protection obligations and retention guidelines; and (5)
creates a private right of action for individuals harmed by violators of the BIPA. 107 The BIPA gives any harmed
individual a private right of action, and entitles a prevailing party to statutory damages for each violation equal to:
the greater of $1,000 or actual damages for negligent violation of the BIPA; or, the greater of $5,000 or actual
damages for intentional or reckless violation of the BIPA. 108
The BIPA has spawned a rash of class action lawsuits against employers in a number of different industries, some
of which allege that employers use time clocks to collect and use biometric information—including fingerprints
and hand scans—in a manner that violates the statute’s consent and notice requirements. Similar suits have been
filed against social networking and photo sharing websites that provide, e.g., facial recognition functionality for
identifying the subjects in photographs uploaded to the services, given that facial recognition is specifically recited
(as “face geometry”) as one of the biometric identifiers within the BIPA’s scope. 109 Statutes like the BIPA could

Raynor v. State, 440 Md. 71, 108, 99 A.3d 753, 775 (2014).
Amy Korte, Airlines Hit with Class-Action Lawsuits Under Biometric Privacy Law, ILLINOIS POLICY (Nov. 20, 2016),
https://www.illinoispolicy.org/united-airlines-hit-with-class-action-lawsuit-under-biometric-privacy-law/.
107
Ted Claypoole & Cameron Stoll, Developing Laws Address Flourishing Commercial Use of Biometric Information,
AMERICAN BAR ASSOCIATION (May 2016),
https://www.americanbar.org/publications/blt/2016/05/08_claypoole.html.
108
Id.
109
Korte, supra note 106.
105
106
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have a significant impact on facial recognition in video as that technology is deployed on a broader scale across
Big Data and AI systems.
As of 2017, only two other states, Washington and Texas, have enacted laws governing biometrics that are as
encompassing as the BIPA. Both states have largely emulated the BIPA; however, unlike the BIPA, their respective
versions do not provide a private right of action—only the attorney general can enforce these biometrics laws. 110
A number of other states, including Alaska, Connecticut, Montana, and New Hampshire, have considered similar
legislation, 111 and given the proliferation of biometric data collection and use, it is only a matter of time before
more states adopt similar laws. Currently, there is no comprehensive federal statute governing the collection,
protection, use, or disposal of biometric data.
California law prohibits operators of websites geared towards K-12 school purposes from selling students’
biometric data and restricts use of that data. 112 Illinois law prohibits school districts from collecting biometric
information from students without parental consent, mandates that its districts stop using such information when
a student graduates, leaves the school district, or when a written request is received from the student, and
requires that all biometric information be destroyed within 30 days of discontinued use. Further, districts may only
use biometric information for student identification or fraud prevention, and may not sell or disclose to third
parties without parental consent or pursuant to a court order. 113 At least Wisconsin, Louisiana, Arizona, and Kansas
have similar laws.
The FTC provided a useful guide for practices in connection with facial recognition technology in its report Facing
Facts: Best Practices For Common Uses of Facial Recognition Technologies. 114 The report focuses on privacy
concerns, and generally suggests that companies should collect only the personal data they need, should remove
that data as soon as they no longer need it, should securely store it and limit third-party access to it, and should
inform users when their data is linked to or shared with third parties. 115 Notably, the report outlines two scenarios
in which companies should seek consumers’ affirmative consent before using facial recognition data: first, before
using facial recognition data in a different way than what was initially represented; and, second, before using facial
recognition data to determine the identity of a person, in an otherwise anonymous image, for an entity that could
not otherwise identify the person on its own. 116 Companies should take note of the FTC’s suggestions, as the FTC

Hanley Chew & Jonathan S. Millard, Washington Joins Illinois and Texas In Enacting Biometric Data Law,
MONDAQ (July 3, 2017),
http://www.mondaq.com/unitedstates/x/607328/Data+Protection+Privacy/Washington+Joins+Illinois+And+Tex
as+In+Enacting+Biometric+Data+Law.
111
Id.
112
Id.
113
Id.
114
Fed. Trade Comm’n, Facing Facts: Best Practices For Common Uses of Facial Recognition Technologies (Oct.
2012), available at https://www.ftc.gov/sites/default/files/documents/reports/facing-facts-best-practicescommon-uses-facial-recognition-technologies/121022facialtechrpt.pdf.
115
Id.
116
Id.
110
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hints that a company’s failure to follow proper business practices with regards to facial recognition could subject it
to FTC sanctions. 117

117

Claypoole & Stoll, supra note 107.
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Data Privacy Introduction
“Big Data, they say, will open the door to making smarter decisions in every field from business and
biology to public health and energy conservation. . . But the latest leaps in data collection are raising
new concern about infringements on privacy—an issue so crucial that it could trump all others and
upset the Big Data bandwagon . . . [and] the surveillance possibilities of the technology . . . could leave
George Orwell in the dust.” 1
Privacy law in the context of big data is a developing area of law. Data privacy can vary significantly across
different jurisdictions, and even within a jurisdiction. Big data is also transforming the way we live, allowing for the
development of smart cities; but there too, privacy concerns abound. 2 A general rule of thumb in the United
States is that privacy is not protected unless a law provides otherwise. However, in Europe, for example, privacy is
protected by default. In practice, this often means that in the U.S., data practices are not limited unless a specific
regulation prevents them; whereas in the E.U., data practices must be specifically allowed (i.e., a permissible use
must be granted).
In the United States, the law is unsettled as to whether privacy is a constitutionally protected right. 3 Privacy from
law enforcement is recognized as a Fourth Amendment right, 4 but privacy from other governmental observation
may be less definite. 5 U.S. privacy protections are often found in sector-specific regulations. 6 In addition,
individual state privacy laws further complicate U.S. data practices. 7 In Europe, privacy is considered a fundamental

Steve Lohr, Big Data Is Opening Doors, but Maybe Too Many, N.Y. TIMES (Mar. 23, 2013),
www.nytimes.com/2013/03/24/technology/big-data-and-a-renewed-debate-over-privacy.html.
2
Nick Summers, Inside Google’s plan to build a smart neighborhood in Toronto, Engadget, (Mar. 16, 2018),
https://www.engadget.com/2018/03/16/alphabet-google-sidewalk-labs-toronto-quayside/.
3
See, e.g., Whalen v. Roe, 429 U.S. 589 (1977) (finding that government interests in collection would outweigh “any
right or liberty protected by the Fourteenth Amendment” in the specific circumstances and would not invade
any such right, but refused to decide whether any right actually existed).
4
See, e.g., Katz v. United States, 389 U.S. 347 (1967). Note that there are several ways law enforcement can bend
such protection, such as under exigent circumstances, the plain view doctrine, the open fields doctrine, and the
third-party doctrine.
5
See, e.g., McIntyre v. Ohio Elections Commission, 514 U.S. 334 (1995) (in some circumstances, anonymity can be
protected under the First Amendment); Griswold v. Connecticut, 381 U.S. 479 (1965) (a right of privacy related to
marriage was an unremunerated right).
6
See, e.g., Employee Polygraph Protection Act (EPPA), 29 U.S.C. §§ 2001 et seq.; Children's Online Privacy and
Protection Act of 1998 (COPPA), 15 U.S.C. § 6501 et seq. (2000).
7
See, e.g., CAL. CIV. CODE § 3344 (protects public use of name and likeness); CAL. CIV. CODE §1798.82 (grants data
breach notification). Some states have taken steps to fill gaps created by federal lawmakers. See Erin Golden,
1
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human right, and privacy laws protect from intrusion by governments, organizations, and individuals. 8 In other
locales, privacy laws may provide some form of protection. 9 The common thread in all of these regimes is that this
is a developing area of law subject to constant refinement as new technologies and new problems reshape the
modern world. 10
Because there is no one-size-fits-all approach to privacy, it is important to be familiar with the various approaches.
This section on data privacy provides an overview of the privacy problems in Big Data, the laws and regulations
that apply, some potential solutions that are currently being employed, and other topics related to data privacy.

Minnesota Legislature Pushes Back on Internet Privacy, STAR TRIBUNE (Mar. 30, 2017),
http://www.startribune.com/minnesota-legislature-pushes-back-on-internet-privacy/417670943/.
8
See, e.g., Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
Protection of Natural Persons with Regard to the Processing of Personal Data and on the Free Movement of
Such Data, and Repealing Directive 95/46/EC (General Data Protection Regulation), 2016 O.J. (L 119) 1
[hereinafter GDPR] (“protection of … personal data is a fundamental right”); Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing
of personal data and on the free movement of such data, 1995 O.J. (L 281) 31 [hereinafter EDPR] (“dataprocessing systems [must] respect … fundamental rights and freedoms, notably the right to privacy”); Charter of
Fundamental Rights of the European, 2000 O.J. (C364) arts. 7– 8; UNION EUROPEAN CONVENTION ON HUMAN RIGHTS,
EUROPEAN COURT OF HUMAN RIGHTS art. 8 (1953) (“Everyone has the right to respect for his private and family life,
his home and his correspondence”; “Everyone has the right to respect for his private and family life …”). The
origins of these rights can be attributed to the Universal Declaration of Human Rights. UNIVERSAL DECLARATION OF
HUMAN RIGHTS, UNITED NATIONS art. 12 (1948) (“No one shall be subjected to arbitrary interference with his
privacy, family, home or correspondence, nor to attacks upon his honour and reputation. Everyone has the right
to the protection of the law against such interference or attacks.”).
9

Zhōnghuá rénmín gònghéguó wǎngluò ānquán fǎ (中华 人民共和华 华 华 安全法) [PRC Cybersecurity Law]

(promulgated by Standing Comm. of the Nat’l People's Cong., Nov. 7, 106, effective June 1, 2017),
http://www.npc.gov.cn/npc/xinwen/2016-11/07/content_2001605.htm; Personal Information Protection Act
(PIPA) (Jul 24, 2015) (S. Kor.) (official translation located at
http://law.go.kr/engLsSc.do?menuId=0&subMenu=5&query=%EA%B0%9C%EC%9D%B8%EC%A0%95%EB%B3
%B4%EB%B3%B4%ED%98%B8%EB%B2%95#liBgcolor0) (“The purpose of this Act is to protect the freedom and
rights of each individual and further realize the dignity and value of each individual, by prescribing matters
related to the management and protection of personal information.”).
https://content.next.westlaw.com/Document/I1d81ec834f2711e498db8b09b4f043e0/View/FullText.html?context
Data=(sc.Default)&transitionType=Default&firstPage=true&bhcp=1.
10
See, e.g., United States v. Warshak, 631 F.3d 266 (6th Cir. 2010) (holding that email was analogous to traditional
postal mail, which modernized interpretation of the Stored Communications Act); GDPR (effective May 25, 2018);
PRC Cybersecurity Law (effective June 1, 2017); Kimberly Kindy, How Congress Dismantled Federal Internet Privacy
Rules, WASH. POST (May 30, 2017), https://www.washingtonpost.com/politics/how-congress-dismantled-federalinternet-privacy-rules/2017/05/29/7ad06e14-2f5b-11e7-8674437ddb6e813e_story.html?utm_term=.ad9111a0fce0 (noting politicians struggle to understand the Internet);
ASSOCIATED PRESS, Kagan: Court Hasn't 'Gotten To' Email, POLITICO (Aug. 20, 2013),
http://www.politico.com/story/2013/08/kagan-supreme-court-email-095724 (noting judiciary members also face
challenges addressing technology innovations).
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Selected Definitions
UNITED STATES
“The question of whether our law will recognize and protect the right to privacy ... must soon come
before our courts for consideration.” 11 Supreme Court Justice Louis D. Brandeis, while a law student,
posited this in 1890. Although U.S. courts have considered the question, a definitive answer remains
elusive.
A cornerstone of U.S. law is that privacy is often determined by a test requiring both subjective and objective
expectations of privacy. 12 In other words, the individual person actually expects privacy, and society would
recognize that expectation as reasonable. However, privacy protection in the U.S. can only be understood in the
context of the numerous privacy laws that regulate privacy in specific contexts.
With the web of regulations covering various aspects of privacy in the U.S., what constitutes data, privacy, or what
is subject to protection depends on the context and specific regulation. For example, the Children’s Online Privacy
Protection Act (COPPA) defines “personal information” to include name, location information, contact information,
Social Security number, and other identifying factors, but only protects this information for children under age 13
and primarily applies to web services “directed to” children. 13 The Health Insurance Portability and Accountability
Act (HIPAA) privacy law covers “protected health information” (PHI), but only when it is individually identifiable
and handled by covered entities (health plans, health care clearinghouses, and health care providers). 14 Many
employers are excluded from the HIPAA definitions, 15 but aspects of what would be PHI may be covered by other
regulations such as the Genetic Information Nondiscrimination Act of 2008 (GINA). 16 The complex interactions of
U.S. privacy regulations define the bounds of privacy, but the resulting scope of privacy protection is contextspecific.

Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. L. REV. 193 (1890).
Katz v. United States, 389 U.S. 347 (1967) (Harlan, J., concurring).
13
16 C.F.R. § 312.2. Actual knowledge that a web service is collecting or maintaining protected personal
information can also result in COPPA application. See United States v. Yelp, 3:14-cv-04163(N.D. Cal. Sept 17,
2014).
14
45 C.F.R. § 160.103.
15
Id.
16
Genetic Information Nondiscrimination Act of 2008, PL 110–233, May 21, 2008, 122 Stat 881.
11
12
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EUROPEAN UNION
The E.U. has a significantly more cohesive regulation of privacy and has developed relatively consistent
terminology. On May 25, 2018, the General Data Protection Regulation (GDPR) will enter effect and supersede the
EU’s Existing Data Protection Regulation (EDPR). 17 Some key definitions from the GDPR include:
•

“personal data” means any information relating to an identified or identifiable natural person (“data subject”);
an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an
identifier such as a name, an identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural
person; 18

•

Personal data can include (note that these definitions were not included in the EDPR):
– “genetic data” “means personal data relating to the inherited or acquired genetic characteristics of a
natural person which give unique information about the physiology or the health of that natural person
and which result, in particular, from an analysis of a biological sample from the natural person in
question.” 19
– “biometric data” “means personal data resulting from specific technical processing relating to the
physical, physiological or behavioral characteristics of a natural person, which allow or confirm the
unique identification of that natural person, such as facial images or dactyloscopic data.” 20
– “data concerning health” “means personal data related to the physical or mental health of a natural
person, including the provision of health care services, which reveal information about his or her health
status.” 21

•

Other important terms:
– “controller” “means the natural or legal person, public authority, agency or other body which, alone or
jointly with others, determines the purposes and means of the processing of personal data; where the
purposes and means of such processing are determined by Union or Member State law, the controller or
the specific criteria for its nomination may be provided for by Union or Member State law.” 22
– “processor” “means a natural or legal person, public authority, agency or other body which processes
personal data on behalf of the controller.” 23

Home Page of EU GDPR, EUGDPR, http://www.eugdpr.org/ (last visited Oct. 31, 2017).
GDPR, supra note 8, at 33 (Definition (1)). Note that Article 4 of the GDPR contains its definitions. See id. at 33–
36.
19
Id. at 34 (Definition (13)).
20
Id. at 34 (Definition (14)).
21
Id. at 34 (Definition (15)).
22
Id. at 33 (Definition (7)).
23
Id. at 33 (Definition (8)).
17
18
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– “recipient” “means a natural or legal person, public authority, agency or another body, to which the
personal data are disclosed, whether a third party or not. However, public authorities which may receive
personal data in the framework of a particular inquiry in accordance with Union or Member State law
shall not be regarded as recipients; the processing of those data by those public authorities shall be in
compliance with the applicable data protection rules according to the purposes of the processing.” 24
Many of the GDPR definitions are very similar, or identical, to their predecessors in the EDPR and will likely be
interpreted in a similar manner. 25 The primary difference in definitions is quantity: the GDPR contains 18 new
definitions, clarifying topics such as “personal data breach” and “biometric data.” 26 The terms have generally been
interpreted broadly, encompassing almost any data. 27

Id. at 33–34 (Definition (9)).
Compare GDPR, with EDPR.
26
Id.
27
See, e.g., Ryneš v. Úšrad pro Ochranu Osobních Údaju, CJEU (Fourth Chamber) (2014).
24
25
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Privacy Problems in Big Data
Privacy protections create several hurdles for big data. Is it permissible to initially collect data regarding subjects?
In what ways can one use that data? What is the extent to which, if any, the data must be secured? Key issues are
discussed below.

LACK OF CONTROL AND TRANSPARENCY
Privacy commentators have noted a lack of control and transparency when it comes to big data. 28 Data subjects
often do not know what happens with their information once it is collected, and often may not even realize that it
was collected in the first place. 29 Although data collectors often assume their subjects are giving away their data in
exchange for some service, these relationships are often one-sided and not in the interest of the subjects. 30
One commentator notes, “It is more and more difficult to know who has our data ... Information is gathered from
sensors and cameras, obtained through screening posts in social networks, and from analysis of web searches ...
[and] data brokers that gather as much information as possible about citizens.” 31 Another commentator notes that
“The collection of big data is based on so many different and unexpected sources that control by the individual
can be easily los[t], as in many cases he/she is not even aware of the processing or cannot trace how data are
flowing from one system to another. This poses significant engineering challenges on how to effectively and
timely inform users and on who manages this task, especially when the processing requires the interaction of
many players.” 32

See, e.g., Vicenç Torra & Guillermo Navarro-Arribas, Big Data Privacy and Anonymization, 498 IFIP ADVANCES
INFO. COMM. TECH. 15-26 (2016), https://link.springer.com/content/pdf/10.1007%2F978-3-319-55783-0_2.pdf;
Giuseppe D’Acquisto et. al., EUROPEAN UNION AGENCY FOR NETWORK AND INFORMATION SECURITY (ENISA), PRIVACY BY
DESIGN IN BIG DATA: AN OVERVIEW OF PRIVACY ENHANCING TECHNOLOGIES IN THE ERA OF BIG DATA ANALYTICS (Dec. 2015),
https://arxiv.org/pdf/1512.06000.pdf.
29
See, e.g., Privacy, ELECTRONIC FRONTIER FOUNDATION [EFF], https://www.eff.org/issues/privacy (last visited July 27,
2017); Privacy Badger, EFF, https://www.eff.org/privacybadger (last visited July 27, 2017) (“Privacy Badger is a
browser add-on that stops advertisers and other third-party trackers from secretly tracking where you go and
what pages you look at on the web.”).
30
See WHITE HOUSE BIG DATA AND PRIVACY WORKING GROUP, BIG DATA: SEIZING OPPORTUNITIES, PRESERVING VALUES (2014).
When available to a data subject, opting out of data collection generally results in a lower quality of service. See,
e.g., Privacy Policy, GOOGLE, https://www.google.com/policies/privacy/#infochoices (last visited July 27, 2017)
(“However, it’s important to remember that many of our services may not function properly if your cookies are
disabled.”) [hereinafter GOOGLE]; see also Omer Tene & Jules Polonetsky, Big Data for All: Privacy and User
Control in the Age of Analytics, 11 N.W. J. TECH. & INTELL. PROP. 239 (2013).
31
Torra & Navarro-Arribas, supra note 28, at 19.
32
D’Acquisto et. al., supra note 28, at 13.
28
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In the U.S., only certain data fall under regulations regarding transparency and control. 33 Organizations often selfimpose some requirements through privacy policies, but enforcement of those requirements can be and often is
limited. 34 Even if the policy is a contract, it is difficult for a data user to show sufficient injury or prove damages. 35
In some circumstances, the FTC has intervened to prevent unfair or deceptive practices. 36
The FTC’s enforcement power comes from Section 5 of the FTC Act. 37 Section 5 prohibits both unfair and
deceptive acts or practices:
Deceptive: a material representation, omission, or practice that is likely to mislead the consumer acting
reasonably in the circumstances, to the consumer’s detriment.
Unfair (less common): causes or is likely to cause substantial injury to consumers which is not reasonably
avoidable by consumers themselves and is not outweighed by countervailing benefits to consumers or
competition. 38
One recent example of a case where the FTC used its Section 5 power is in its suit against Taiwan-based computer
networking equipment manufacturer D-Link. In early 2017, the FTC alleged that D-Link employed inadequate
security measures with regard to its wireless routers and internet cameras. According to the FTC, D-Link
promoted the security of its routers on its website but failed to take steps to address well-known and easily
preventable security flaws. 39 The case was eventually dismissed because no actual damage was done to
customers, despite the fact that the customer information was vulnerable. 40

For example, FCRA permissible uses often relate to consumer-initiated transactions. 15 U.S.C. 1681b.
See, e.g., GOOGLE, supra note 30 (“People have different privacy concerns. Our goal is to be clear about what
information we collect, so that you can make meaningful choices about how it is used.”).
35
See, e.g., Spokeo, Inc. v. Robins, 136 S. Ct. 1540, 194 L. Ed. 2d 635 (2016), as revised (May 24, 2016) (publishing
inaccurate information about a data subject did not satisfy injury-in-fact for Article II standing, even though it
was a statutory violation); In re iPhone Application Litig., 6 F. Supp. 3d 1004 (N.D. Cal. 2013) (consumers were
unable to demonstrate actual reliance on misrepresentations that caused economic injury).
36
See, e.g., In re Snapchat, Inc., FTC No. C-4501 (Dec. 23, 2014) (FTC alleged portions of Snapchat’s privacy policy
were deceptive. Snapchat agreed to a consent agreement, which does not admit wrongdoing.); F.T.C. v.
Accusearch Inc., 570 F.3d 1187, 1191 (10th Cir. 2009) (“conduct may constitute an unfair practice under § 5(a) of
the FTCA even if it is not otherwise unlawful, and the FTC may pursue an unfair practice even if the practice is
facilitated by violations of a law not administered by the FTC”).
37
15 U.S.C. § 45. The FTC’s power to regulate unfair or deceptive practices is sometime referred to as “Section 5”
power.
38
See, e.g., A Brief Overview of the Federal Trade Commission’s Investigative and Law Enforcement Authority, FTC,
https://www.ftc.gov/about-ftc/what-we-do/enforcement-authority (last viewed, March 2, 2018).
39
FTC Charges D-Link Put Consumers’ Privacy at Risk Due to the Inadequate Security of Its Computer Routers and
Cameras, FTC, (Jan. 5, 2017), available at, https://www.ftc.gov/news-events/press-releases/2017/01/ftc-charges-dlink-put-consumers-privacy-risk-due-inadequate.
40
FTC lawsuit over D-Link’s lax router security just took a big hit, Engadget, (Sept. 21, 2017), available at,
https://www.engadget.com/2017/09/21/ftc-lawsuit-d-link-lax-router-security-took-hit/.
33
34
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The E.U. has regulated transparency and controlled the use of subject data for some time. 41 The EDPR contains
criteria to ensure transparency and data subject control. 42 The GDPR devotes an entire chapter to “rights of the
data subject,” 43 including sections on transparency 44 and subject control. 45

INFERENCE AND DATA REUSABILITY
Inference algorithms can infer sensitive information about individuals, such as sexual orientation, political
affiliation, and religion. 46 Even data that does not on its face seem to contain information about individual
subjects may ultimately reveal such information. 47 Moreover, “one of the main goals of big data analytics is to use
existing data for new purposes,” such that current data used for one purpose can be reused for other purposes. 48
For example, “mobile apps providers collect personal data in order to provide users with information about their

See, e.g., GDPR, supra note 8; EDPR, supra note 8.
See EDPR, supra note 8, at arts. 6–7.
43
See GDPR, supra note 8, at ch. III.
44
See GDPR, supra note 8, at art. 12 (“The controller shall take appropriate measures to provide any information
referred to in Articles 13 and 14 and any communication under Articles 15 to 22 and 34 relating to processing to
the data subject in a concise, transparent, intelligible and easily accessible form, using clear and plain language,
in particular for any information addressed specifically to a child.”).
45
See GDPR, supra note 8, at arts. 13-22. Control includes notification (art. 13: “Where personal data relating to a
data subject are collected from the data subject, the controller shall, at the time when personal data are
obtained, provide the data subject with all of the following information ...”; art. 14: “Where personal data have
not been obtained from the data subject, the controller shall provide the data subject with the following
information ...”), Access (art. 15: “The data subject shall have the right to obtain from the controller confirmation
as to whether or not personal data concerning him or her are being processed, and, where that is the case,
access to the personal data and the following information ...”), Correction (art. 16: “The data subject shall have
the right to obtain from the controller without undue delay the rectification of inaccurate personal data
concerning him or her. Taking into account the purposes of the processing, the data subject shall have the right
to have incomplete personal data completed, including by means of providing a supplementary statement.”),
data erasure (art. 17: “The data subject shall have the right to obtain from the controller the erasure of personal
data concerning him or her without undue delay and the controller shall have the obligation to erase personal
data without undue delay . . . .”), restriction of processing (art. 18: “The data subject shall have the right to obtain
from the controller restriction of processing. . . .”), portability (art. 20: “The data subject shall have the right to
receive the personal data concerning him or her, which he or she has provided to a controller, in a structured,
commonly used and machine-readable format and have the right to transmit those data to another controller
without hindrance from the controller . . . .”), and a right to object (art. 21: “The data subject shall have the right
to object, on grounds relating to his or her particular situation, at any time to processing of personal data
concerning him or her which is based on point (e) or (f) of Article 6(1), including profiling based on those
provisions. The controller shall no longer process the personal data unless the controller demonstrates
compelling legitimate grounds for the processing which override the interests, rights and freedoms of the data
subject or for the establishment, exercise or defen[s]e of legal claims”).
46
Torra & Navarro-Arribas, supra note 28, at 19.
47
Paul Ohm, The Underwhelming Benefits of Big Data, 161 U. PA. L. REV. ONLINE 339 (2013).
48
Id.
41
42
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fitness or health status (e.g. heart condition, dietary habits, etc.). These data can be valuable to insurance
companies and/or other providers (e.g. sports centres, dietary consultants, etc.) who may target specific users.” 49
However, this leads to the retaining of data, on the promise of the possibility that it could later be used for other
purposes. 50 Often, data can be combined with other information to determine the identities of the data subjects. 51
This is particularly an issue when websites and applications often link to external databases to improve the
information-gathering and subject-targeting process. 52 However, this linking of databases also makes more
information easily accessible to more third parties, which can as a result increase the risk of identification of
individuals in a database. 53 U.S. and E.U. regulations require the securing of data, and failure to do so can require
a company to notify data subjects of the failure. 54
The E.U. restricts data retention and further processing of data beyond the data’s specified use. 55 In the E.U., data
must be kept for no longer than necessary for the purpose for which it is processed. 56 In the U.S. some data may
face limitations on reuse, though there is no hard-and-fast rule. 57

D’Acquisto et. al., supra note 28, at 13.
See Torra & Navarro-Arribas, supra note 28, at 19.
51
D’Acquisto et. al., supra note 28, at 13 (“Another important element for big data is the possibility to combine
data sets from many different sources, so as to derive more (and new) information. This also triggers privacy
risks, especially if linking different sources may allow the emergence of patterns related to single individuals. For
example, it is feasible by combining various allegedly non-personal data to infer information related to a person
or a group. If the likelihood of such inference is high, it may be the case that an unintended processing of
personal data occurs. In the same way, the combination of anonymised data sets and advanced analytics can
lead to re-identification of a person by extracting and combining different pieces of information.”).
52
See Torra & Navarro-Arribas, supra note 28, at 19.
53
See id.
54
See GDPR, supra note 8, at art. 5 (“Personal data shall be ... processed in a manner that ensures appropriate
security of the personal data, including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or organisational measures.”); EDPR, supra
note 8, at art. 17. See also Peter P. Swire & Kensea Ahmad, Incident Management and Data Breach Notification, in
INTL. ASS’N. OF PRIVACY PROFESSIONALS, FOUNDATIONS OF INFORMATION PRIVACY AND DATA PROTECTION 104 (2012).
55
See EDPR, supra note 8, at art. 6 (“personal data must be ... collected for specified, explicit and legitimate
purposes and not further processed in a way incompatible with those purposes. Further processing of data for
historical, statistical or scientific purposes shall not be considered as incompatible provided that Member States
provide appropriate safeguards; [and also must be] adequate, relevant and not excessive in relation to the
purposes for which they are collected and/or further processed”).
56
See GDPR, supra note 8, at art. 5 (“Personal data shall be ... kept in a form which permits identification of data
subjects for no longer than is necessary for the purposes for which the personal data are processed.”).
57
Even HIPAA only limits use of identifiable information, which can be waived with consent. 45 C.F.R. 164.506. Deidentified info can be used under HIPAA and the HHS common rule. See William McGeveran et al.,
Deidentification and Reidentification in Returning Individual Findings from Biobank and Secondary Research:
Regulatory Challenges and Models for Management, 13 MINN. J. L. SCI. & TECH 485 (2012).
49
50
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PROFILING AND AUTOMATED DECISION MAKING
Large-scale analytics can be used for intentional profiling, and may even result in inadvertent profiling. 58 This
profiling may or may not be accurate. 59 Such profiling can result in economic harm or unequal treatment by
authorities. 60
As with many of the data privacy issued discussed above, the E.U. regulations directly address these issues, but the
U.S. laws are less straightforward. In the E.U., data subjects are protected from decision based on automated
profiling. 61 In the U.S., there is no overarching protection from data profiling. Under some circumstances, such
data may qualify for other protection, but profile gathering is the subject of little regulation in the U.S. beyond
certain specific contexts. 62

D’Acquisto et. al., supra note 28, at 14 (“The analytics applied to combined data sets aim at building specific
profiles for individuals that can be used in the context of automated decision making systems, e.g. for offering
or excluding from specific services and products. Such a profiling can in certain cases lead to isolation and/or
discrimination, including price differentiation, without providing the individuals the possibility to contest these
decisions.”).
59
Id. (“Moreover, profiling, when based on incomplete data, can lead to false negatives, unfairly depriving the
individuals from rights and benefits that they are entitled to.”)
60
D’Acquisto et. al., supra note 28, at 14 (“One evident example of profiling today is the whole area of online
behavioural advertising, which is also closely related to price differentiation (perceived by willingness of people
to pay). Another example is that of profiling in predictive police algorithms, which can lead to discrimination of
people, even based on the area where they live.”).
61
GDPR, supra note 8, at art. 22 (“The data subject shall have the right not to be subject to a decision based solely
on automated processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her.”).
62
Despite statutory FCRA requirements for accuracy, profiles inaccurately compiled by Spokeo were not enough
to show harm to data subjects. Spokeo, Inc. v. Robins, 136 S. Ct. 1540, 194 L. Ed. 2d 635 (2016), as revised (May
24, 2016).
58
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Potential Solutions
Despite the attempts to regulate big data, privacy issues are complicated and there are no simple or global
solutions. However, a number of measures can be employed to address privacy-related concerns.

NOTICE AND CONSENT
Perhaps the simplest means for addressing privacy concerns is to obtain consent from the data subjects. If the
subject grants permission to the gathered data, then relevant restrictions are lessened, or avoided entirely. 63 In the
E.U., consent must be unambiguous (and thus informed). 64 In the U.S., consent exceptions are generally included
in regulations governing specific data. 65 It is important to note that consent, especially when generalized, does not
constitute carte-blanche permission to use a user’s data. In the E.U., any use must be consistent with what the
subject consented to. 66 In the U.S., exceeding the scope of consent may constitute deceptive practices, and may
even lead to sanctions from the FTC under Section 5. 67
Consent is most effective when it is tailored to the needs of a data project, such that it crystalizes a definite
agreement with the data subject. 68 The onset of the data collection is the most critical point for obtaining consent,

Solon Barocas & Helen Nissenbaum, Big Data’s End Run Around Procedural Privacy Protections, 57.11
COMMS. OF THE ASS’N COMPUTING MACHINERY 31 (2014), https://cacm.acm.org/magazines/2014/11/179832-big-datasend-run-around-procedural-privacy-protections/fulltext (create account to read full article) (“Informed consent
attempts to turn the collection, handling, and processing of data into matters of individual choice.”).
64
GDPR, supra note 8, at art. 4 (“‘consent’ of the data subject means any freely given, specific, informed and
unambiguous indication of the data subject’s wishes by which he or she, by a statement or by a clear affirmative
action, signifies agreement to the processing of personal data relating to him or her.”); EDPR, supra note 8, at
art. 7.
65
See, e.g., HIPAA, 45 C.F.R. 164.506(b)(1) (“A covered entity may obtain consent of the individual to use or
disclose protected health information to carry out treatment, payment, or health care operations.”); FCRA, 15
U.S.C. 1681b(a)(2) (use is permissible if “[i]n accordance with the written instructions of the consumer to whom it
relates”).
66
GDPR, supra note 8, at art. 4 (“‘consent’ of the data subject means any freely given, specific, informed and
unambiguous indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative
action, signifies agreement to the processing of personal data relating to him or her.”); EDPR, supra note 8, at
art. 7.
67
See, e.g., Bakker v. McKinnon, 152 F.3d 1007 (8th Cir. 1998).
68
D’Acquisto et. al., supra note 28, at 23 (“Each data controller who is collecting the data needs to precisely define
what personal data are actually needed (and what is not needed) for the purpose of the processing, including
also the relevant data retention periods. Specific processes should be in place to exclude unnecessary personal
data from collection/transfer, reduce data fields and provide for automated deletion mechanisms. Privacy
Impact Assessments can be valuable tools for data controllers, in order to define the exact data processing
needs limiting data to what is absolutely necessary for the certain purpose.”).
63
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but this issue should continue to be reevaluated throughout the life of the collected data. 69 During the lifespan of
the data, data subjects should be given means to opt-out of continued participation. 70 However, depending on
the technology, it may be difficult or infeasible to obtain consent at the onset of a data interaction. 71 When using
existing data to simply create a probabilistic model on a non-subject, consent may not necessarily be required. 72
Consent is an important tool for addressing issues in big data privacy, but not the exclusive means of addressing
privacy concerns. 73

ANONYMIZATION
WHY ANONYMIZE?
“Anonymization, also known as de-identification, has been used to protect privacy in data sets stored in clouds
and medical databases. One of the largest issues that organizations confront in connection with cloud computing,
D’Acquisto et. al., supra note 28, at 24 (“The individuals need to be adequately informed about the collection of
their personal data for big data analytics. To this end, appropriate information notices and other transparency
mechanisms should be in place. Such tools should be available to the individuals throughout the big data
processing (and not only the collection). Still the point of collection is the most important point for the
individual in order to make an informed decision about the use of his/her personal data.”).
70
Id. (“Again the collection phase is the phase where the consent of the user needs to be obtained (if this is the
legal basis for the processing). Practical and usable implementations of opt in mechanisms are crucial to this
regard. Moreover, opt out tools should be offered to the individuals at any point of the processing. Other
mechanisms providing user control, such as sticky policies and personal data stores, are important measures to
explore.”).
71
Barocas & Nissenbaum, supra note 63 (“Even before big data entered common parlance, authors of privacy
policies faced profound challenges in trying to explain complex flows, assemblages, and uses of data. Anxious to
provide easily digestible accounts of information practices, they have confronted something we have called the
transparency paradox: simplicity and fidelity cannot both be achieved because details necessary to convey
properly the impact of the information practices in question would confound even sophisticated users, let alone
the rest of us. ... Big data extinguishes what little hope remains for the notice and choice regime. Simply stated,
upfront notice is not possible because new classes of goods and services reside in future and unanticipated
uses.”).
72
Id. (“Even if it were possible, as a theoretical matter, to achieve meaningful notice and render informed, rational
decisions concerning our own privacy, these decisions would nevertheless affect what companies can then infer
about others, whether or not these others have consented. The willingness of a few individuals to disclose
information about themselves may implicate others who happen to share the more easily observable traits that
correlate with the traits disclosed.”) (“When analysts can draw rules from the data of a small cohort of
consenting individuals that generalize to an entire population, consent loses its practical import. In fact, the
value of a particular individual’s withheld consent diminishes the more effectively a company can draw
inferences from the set of people that do consent as it approaches a representative sample. Once a dataset
reaches this threshold, the company can rely on readily observable data to draw probabilistic inferences about
an individual, rather than seeking consent to obtain these details.”).
73
Id. (“Consent and anonymity should not bear, and should never have borne, the entire burden of protecting
privacy. Recognizing their limits allows us to assess better where and under what conditions they may perform
the work for which they are well suited.”).
69
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particularly in public clouds, is protecting the confidentiality of data. Anonymization can help to address this issue.
Another issue can arise in connection with jurisdictional requirements for personally identifiable information that
require storing and processing the data only in designated geographies. Anonymization provides one tool for
addressing those requirements while allowing the transformed data to be processed where desired.” 74
Other examples of anonymization techniques can be found in the development of smart cities—and applied at
the IoT stage, from the very outset, as data is collected, such that privacy concerns are never raised in the
collected data set at all. One example of this is the anonymization of video data as it is recorded in a smart city. At
least one company is promoting “bare minimum” data collection throughout a smart city, including a camera
system that strips surveillance footage down to a series of faint outlines of humans which allow for certain
pedestrian, traffic and safety-monitoring functions, but without allowing for personal identification. Others are
skeptical of this approach because, without that identifying information, certain functions — e.g., law enforcement,
or even delivery of targeted music or news preferences to passengers in an elevator—would be limited. 75
In the GDPR, “pseudonymisation” means “the processing of personal data in such a manner that the personal data
can no longer be attributed to a specific data subject without the use of additional information, provided that
such additional information is kept separately and is subject to technical and organisational measures to ensure
that the personal data are not attributed to an identified or identifiable natural person.” 76
In the U.S., even the strong protections for human research subjects (the HHS Common Rule) allow significantly
unhindered use of properly de-identified data. 77 Various mechanisms have been developed for ensuring data
privacy through anonymization, for example:
•

“Data-driven or general purpose. In this case, we have no knowledge on the type of analysis to be performed
by a third-party. This is the usual case in which data is published through a server for future use. It also
includes the case that data is transferred to a data miner or a data scientist for its analysis as we usually do not
know which algorithm will be applied to the data. For this purpose, anonymization methods, also known as
masking methods have been developed.” 78

•

“Computation-driven or specific purpose. In this case, we know the exact analysis the third party (or third
parties) wants to apply to the data. For example, we know that the data scientist wants to find the parameters

Making Big Data, Privacy, and Anonymization Work Together in the Enterprise: Experiences and Issues, IEEE Xplore
(Jun. 27 – Jul. 2, 2014), http://ieeexplore.ieee.org/abstract/document/6906834/ [hereinafter IEEE Xplore].
75
Summers, supra note 2.
76
GDPR, supra note 8, at art. 4.
77
Protection of Human Research Subjects (The Common Rule), 45 C.F.R. § 46.101(b)(4) (“Research, involving the
collection or study of existing data, documents, records, pathological specimens, or diagnostic specimens, if
these sources are publicly available or if the information is recorded by the investigator in such a manner that
subjects cannot be identified, directly or through identifiers linked to the subjects.”). See also OFFICE FOR CIVIL
RIGHTS, Guidance Regarding Methods for De-identification of Protected Health Information in Accordance with the
Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule, U.S. DEPARTMENT OF HEALTH & HUMAN
SERVICES (Nov. 6, 2015), https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/deidentification/index.html.
78
Torra & Navarro-Arribas, supra note 28, at 16.
74
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of a regression model. This can be seen as the computation of a function or as solving a query for a database
without disclosing the database. When a single database is considered and we formulate the problem as
answering a query, differential privacy is a suitable privacy model. In the case that multiple databases are
considered, the privacy model is based on secure multiparty computation and cryptographic protocols are
used for this purpose.” 79
•

“Result-driven. In this case, the analysis (a given data mining algorithm) is also known. The difference with
computation-driven approaches is that here we are not worried about the protection of the database per se,
but on the protection of some of the outcomes of the algorithm. For example, we know that data scientists will
apply association rule mining, and we want to stop them from inferring that people buying diapers also buy
beers. As in computation-driven analysis, prevention of disclosure for this type of analysis is specific to the
given computation producing the specific results. In this case, however, the focus is on the knowledge inferred
from the data instead of the actual data.” 80

ANONYMIZATION METHODS
Removing HIPAA Identifiers (Simplest Method)
To address privacy concerns for medical information, HIPAA identifiers can be removed from patient data.
According to Stanford University, patient data can be anonymized by removing all HIPAA identifiers such as the
following information:
1. Names;
2. Geographic subdivisions smaller than a state (except the first three digits of a zip code if the geographic
unit formed by combining all zip codes with the same three initial digits contains more than 20,000
people and the initial three digits of a zip code for all such geographic units containing 20,000 or fewer
people is changed to 000);
3. All elements of dates (except year) for dates directly related to an individual, including birth date,
admission date, discharge date, and date of death and all ages over 89 and all elements of dates
(including year) indicative of such age (except that such ages and elements may be aggregated into a
single category of age 90 or older);
4. Telephone numbers;
5. Fax numbers;
6. Electronic mail addresses;
7. Social security numbers;
8. Medical record numbers;
9. Health plan beneficiary numbers;

79
80

Id.
Id.
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10. Account numbers;
11. Certificate/license numbers;
12. Vehicle identifiers and serial numbers, including license plate numbers;
13. Device identifiers and serial numbers;
14. Web Universal Resource Locators (URLs);
15. Internet Protocol (IP) address numbers;
16. Biometric identifiers, including finger and voice prints; and
17. Full face photographic images and any comparable images. 81
Additional information may also be removed if it can be used to identify the patient, such as, for instance, a
patient number, characteristic, or code (excluding any random identifier code for the subject that is not related to
or derived from any existing identifier).
“K-anonymity”
Even if all HIPAA identifiers are removed, it is possible that some individuals may still be uniquely identifiable by
the remaining fields. One potential solution to the deficiencies of simply removing HIPAA identifiers is an
approach called k-anonymity, which combines the removal (or partial removal) of some data fields with specific
restrictions on outside information stored in the data fields. “Specifically, assuming that outside information could
only cover certain fields in the database, one could suppress these fields or, when possible, generalize them (for
example, replace date of birth with year of birth) so that any combination of the values reported in these fields
would correspond to at least k individuals in the data (Sweeney 2002).” 82
The k-anonymity approach, however, does have weaknesses. “[I]n many applications it implies either an
unreasonably weak privacy guarantee or a massive suppression of data: notice that the amount of information
that can be released is expected to shrink as k grows and as restrictions on outside information are weakened.” 83
•

“k-anonymity” and “symmetric key encryption”: “[The] Human Factors Engineering team wanted to use
web page access logs and Big Data tools to improve usability of Intel’s heavily used internal web portal. To
protect Intel employees’ privacy, they needed to remove personally identifying information (PII) from the
portal’s usage log repository, but in a way that did not affect the use of Big Data tools to do analysis or the
ability to re-identify a log entry in order to investigate unusual behavior. To meet these objectives, we created
an open architecture for anonymization that allowed a variety of tools to be used for both de-identifying and
re-identifying web log records. In the process of implementing our architecture, we found that enterprise data
has properties different from the standard examples in anonymization literature. Our proof of concept showed
that Big Data techniques could yield benefits in the enterprise environment even when working on anonymized

HIPAA Identifiers: Anonymizing Data, Stanford Medicine, https://med.stanford.edu/irt/security/hipaa.html (last
visited Oct. 31, 2017).
82
Ori Heffetz & Katrina Ligett, Privacy and Data-Based Research, Caltech (Spring 2014),
http://authors.library.caltech.edu/52404/1/jep.28.2.75.pdf.
83
Id.
81
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data. We also found that despite masking obvious PII like usernames and IP addresses, the anonymized data
was vulnerable to correlation attacks. We explored the tradeoffs of correcting these vulnerabilities and found
that User Agent (Browser/OS) information strongly correlates to individual users. While browser fingerprinting
has been known before, it has implications for tools and products currently used to de-identify enterprise data.
We conclude that Big Data, anonymization, and privacy can be successfully combined but requires analysis of
data sets to make sure that anonymization is not vulnerable to correlation attacks” 84
•

Differences between k-anonymity and differential privacy: “K-anonymity (and its variants) is focusing on
anonymizing a data set before its release for further analysis (e.g. a hospital that wants to publish data in order
to analyze side effects of certain medications). Differential privacy, on the other hand, is about running queries
on the data, following a predefined type of analysis, in a way that the answers do not violate individuals’
privacy. Although it has been argued that the differential privacy’s query-based approach is superior to the
“release and forget” approach of k-anonymity, its practical implementation (taking into account the utilityprivacy trade-off) is not possible in every data analytics scenario. Thus, k-anonymity still has a dominant role,
especially on data releases (i.e. when the query-based model is not applicable).” 85

“Differential privacy”
Differential privacy is another privacy model that aims to limit the impact of any individual subject’s contribution
on the outcome of the model. Its primary characteristic is to anonymize the answers to interactive queries the
subject submits to a database, rather than anonymizing the subject’s data sets. 86
Differential privacy is a privacy model that aims to enable the release of information while providing privacy
guarantees to individuals. “At the heart of this concept is the idea that the addition or removal of a single
individual from a dataset should have nearly no effect on any publicly released functions of the data, but
achieving this goal requires introducing randomness into the released outcome.” 87
•

“Informally, differential privacy seeks to guarantee to the potential participant that, irrespective of the decision
whether to participate, almost the same things can be learned from the released outcome—regardless of
outside information, of the data already in the database, or of the participant’s own personal data. Differential
privacy hence gives participants (and nonparticipants) in the database a form of plausible deniability; they
could always deny that their data took specific values or even that they participated (or did not participate),
and an observer would have almost no evidence either way.” 88

•

“Like any other rigorous approach, the differential privacy approach makes some assumptions that may be
questioned. For example, it assumes that an individual’s private data are conveniently represented as a row in a
database (an assumption violated by, for example, social network data), and it implicitly assumes that a

See IEEE Xplore, supra note 74.
D’Acquisto et. al., supra note 28, at 33 (footnote omitted).
86
Id.
87
See Heffetz & Ligett, supra note 82.
88
Id.
84
85
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particular definition—involving a bound on the ratio of outcome probabilities—captures what we mean by
privacy.” 89
Crowd-blending privacy is a version of “differential privacy that is partly inspired [by] k-anonymity, with a view to
improving utility. A data set satisfies k-crowd blending privacy if each individual record . . . in the data set ’blends’
with . . . k other records . . . in the data set, in the sense that the output of the randomized query function . . . is
’indistinguishable’ if [it] is replaced by any of the records . . . .” 90
“Token-based hashing”
Another approach to privacy protection is to make it more difficult for an attacker to leverage outside information.
“For example, prior to making the query logs publicly available, AOL could have removed not only user identities
but also the search keywords themselves with uniquely identifying random strings.” 91 This approach is known as
“token-based hashing” and would preserve many features of the data, hence maintaining usefulness of the
database. However, preserving the underlying data can make this scheme vulnerable as well. “[S]hortly after the
disaster at AOL Research, a group … showed that an attacker with access to a ‘reference’ query log (for example,
early logs released by Excite or Altavista) could use it to extract statistical properties of tokenized words in the
database, and ‘invert the hash function’—that is, break the coding scheme—based on co-occurrences of tokens
within searches.” 92 And some have speculated that “such an approach does not appear to make de-anonymization
impossible, but merely harder.” 93
Centralized versus Local Anonymization
Centralized anonymization is a form of statistical disclosure control which is performed by a data controller who
has access to the entire data set. This centralized approach has an advantage because individuals do not need to
anonymize their data records. “The data controller, who has more computational resources and probably more
expertise in anonymization, can be expected to adequately anonymize the entire data set. The data controller has
a global view of the original data set and, thus, is in the best position to optimize the trade-off between data
utility and extant disclosure risk.” 94
Local anonymization is an alternative method for disclosure limitation which can be suitable for scenarios
(including big data) where the individuals do not completely trust the data controller assembling the data. “Each
subject anonymizes his/her own data before handing them to the data controller. In comparison to centralized
anonymization, local anonymization usually results in greater information loss (data utility loss). The reason is that
each individual needs to protect his/her data without seeing the other individuals’ data, which makes it difficult for
him/her to find a good trade-off between the disclosure risk limitation achieved and the information loss
incurred.” 95

Id.
See D’Acquisto et al., supra note 28, at 32.
91
Id.
92
Id.
93
Id.
94
See D’Acquisto et al., supra note 28, at 34.
95
See id.
89
90
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PROBLEMS WITH THESE METHODS
Anonymization can be an effective method to protect personal data, but it also has limitations. Some common
problems with the method are listed below:
•

“A common theme...has been the crucial role played by auxiliary information, that is, knowledge from sources
outside the dataset under consideration. ...[A]ttackers consulted outside sources not foreseen by database
owners, including public records such as voter rolls, complementary databases such as IMDB, or, simply
personal familiarity with an individual in the database. To identify individuals, the attackers then carried out a
variant of a so-called ‘linkage attack’: they matched fields that overlap across the auxiliary data and the
attacked database.” 96

•

“On one side, too little anonymization (e.g., mere de-identification by just suppressing direct identifiers) may
not be enough to ensure non-identifiability. This becomes more problematic with big data because, as the
amount and variety of data about an individual accumulates, re-identification becomes more plausible. On the
other side, too strong an anonymization may prevent linking data on the same individual subject (or on similar
individual subjects) that come from different sources and, thus, undermine many of the potential benefits of
big data.” 97

•

“Although data anonymization is not an all-encompassing solution for privacy in big data (for example, it may
thwart some types of data analysis), it can certainly be a useful tool to deal with the above clashes. However,
the particular characteristics of big data (mainly the linkability requirement and the accumulation of data
collected from multiple sources) challenge usual SDC approaches. … In addition to adapting current privacy
models for operation with big data, future research avenues include coming up with new privacy models
designed from scratch with big data requirements in mind. In fact, changes may even be necessary in the
definition of privacy guarantees, in order for these to be naturally compatible with data continuously and
massively collected from multiple data sources.” 98

ENCRYPTION AND CRYPTOGRAPHY
WHY USE ENCRYPTION?
Encryption is a security technique that transforms data in such a way that it can only be accessed by authorized
parties. Encryption can provide strong protection for personal data. Encryption can be integral for big data
privacy, as long as it is performed using suitable encryption algorithms and key sizes, and the encryption keys are
securely maintained. 99 In the event a company’s data is breached, some state laws consider whether the stolen
information was encrypted in determining whether the company will be required to disclose the breach. 100
Jordi Soria-Comas, Josep Domingo-Ferrer, Big Data Privacy: Challenges to Privacy Principles and Models,
Springer Link (Sept. 15, 2015), https://link.springer.com/article/10.1007/s41019-015-0001-x.
97
Id.
98
Id.
99
See D’Acquisto et al., supra note 28.
100
California Raises the Bar on Data Security and Privacy, FindLaw, http://corporate.findlaw.com/lawlibrary/california-raises-the-bar-on-data-security-and-privacy.html (last visited, Feb. 28, 2018).
96
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ENCRYPTION METHODS
Attributable Based Encryption (ABE)
Attribute-Based-Encryption (ABE) is an emerging encryption technique that allows for sharing data among
different user groups while preserving the privacy of the users. “ABE combines access control with public key
cryptography, in a way that the secret key used for the encryption and the ciphertext depend upon certain
attributes (e.g. the individual’s country, job or habit). In this way, the decryption of the ciphertext can be
performed only if the presented set of attributes matches the attributes of the ciphertext.” 101
One straightforward implementation of ABE is identity based encryption (IBE), where both the ciphertext and
secret key are associated with identities (e.g. the user’s email address) and decryption is possible only when the
identities of the ciphertext and secret key are equal. 102
A more advanced implementation of ABE is functional encryption where an individual with certain attributes will
have a specific key that will allow access to a particular function of the encrypted data. “Functional encryption is
particularly interesting in cases where a set of cipher text can be seen by everyone, but only a specific portion of it
can be decrypted and for certain processing that is mandated in the secret key itself. For example, in the context
of a medical study with encrypted patient data, it could be possible to reveal only the total number of patients
affected by a specific disease, without the need to decrypt personal data. Thus, functional encryption can be very
interesting in big data cloud storage and has even been presented as the solution to big data security. However
practical implementation is still in its infancy due to its slow performance.” 103
Searchable Encryption
Encrypted search can be a powerful tool, particularly for big data protection, allowing individuals to access search
features without the need to disclose personal data. For example, encrypted searching could be useful for “query –
answer systems, where the necessary information is retrieved without accessing the original data.” 104
One of the best available techniques today is Property Preserving Encryption (PPE), which allows searchers to
maximize efficiency and query expressiveness. “PPE is based on the idea of encrypting data in a way that some
property is preserved, e.g. if a>b, enc(a) > enc(b).” 105
Another important technique is Symmetric Searchable Encryption (SSE), which encrypts the database using a
symmetric encryption algorithm and allows for later research matching a given keyword. This technique is
appropriate when the entity that searches the data is also the one that generated it. “In particular, a data structure
is built that supports fast search on the data set (e.g. an index) and is encrypted using the SSE scheme. The data
set is also encrypted using a standard symmetric encryption scheme (e.g. AES). In this way, in order to query the
data, it is only necessary to query the encrypted data structure.” 106
See D’Acquisto et al., supra note 28.
See id.
103
Id.
104
Id.
105
Id.
106
Id.
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102
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Privacy Preserving Computations
When it is important to maximize privacy and query expressiveness, some of the best solutions are Fully
Homomorphic Encryption (FHE) and Oblivious RAM (ORAM). These search techniques fall under the umbrella of
privacy preserving computations, and they are the subject of continuing research into mechanisms for improved
searchable encryption techniques. 107

107

Id.
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APPENDIX A: Applicable Laws and
Regulations
UNITED STATES
The United States does not have an overarching data privacy law like the GDPR in the EU. There is also no agency
created for or devoted to data privacy issues, though the FTC has shown a strong interest in data privacy issues.

PRIVACY ACT OF 1974
•

The Social Security Act (P.L. 74-271) was enacted in 1935. It did not expressly mention the use of SSNs, but it
authorized the creation of some type of record keeping scheme. 108

•

Under the Privacy Act, Federal agencies are prohibited from disclosing private information without consent
from the individual unless certain exceptions apply. The Privacy Act provides protections to individuals in three
principle ways: “[1] the right to request their records, subject to Privacy Act exemptions; [2] the right to request
a change to their records that are not accurate, relevant, timely or complete; and [3] the right to be protected
against unwarranted invasion of their privacy resulting from the collection, maintenance, use, and disclosure of
their personal information.” 109

•

Later acts included amendments to the government’s use of social security, such as the Tax Reform Act of 1976
(P.L. 94-455). The Tax Reform Act of 1976 included the following amendments to the Social Security Act: “To
allow use by the States of the SSN in the administration of any tax, general public assistance, driver's license or
motor vehicle registration law within their jurisdiction and to authorize the States to require individuals
affected by such laws to furnish their SSNs to the States; To make misuse of the SSN for any purpose a
violation of the Social Security Act; To make, under federal law, unlawful disclosure or compelling disclosure of
the SSN of any person a felony, punishable by fine and/or imprisonment.” 110

Social Security History, Social Security, https://www.ssa.gov/history/ssn/ssnchron.html (last updated Nov. 9,
2005); Privacy Requirements, West Virginia State Privacy Office, http://www.privacy.wv.gov/privacyprogram/Pages/PrivacyRequirements.aspx (last visited Oct. 31, 2017).
109
The Privacy and the Freedom of Information Act, Social Security, https://www.ssa.gov/agency/privacyact.html
(last visited Oct. 31, 2017) [hereinafter Privacy and FOIA].
110
See Social Security History, supra note 108.
108
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THE FREEDOM OF INFORMATION ACT
•

The Freedom of Information Act (FOIA), as amended at 5 U.S.C. 552, is a disclosure statute that requires Federal
Executive Branch agencies to make records available to the public.

•

The purpose of FOIA is to prevent agencies from having secret law and to ensure the government is
accountable for its actions. “FOIA requires agencies to publish in the Federal Register statements of its
organizations, functions, rules, procedures, general policy, and any changes, and how to get information. In
addition, agencies must index and make available for public inspection and copying statements of policy,
manuals and instructions, and final opinions and orders in cases, as well as the indexes.” 111

FCC PRIVACY RULE [REPEALED]
•

Section 222 of Title II of the Communications Act requires telecommunications carriers to protect the privacy of
their customers’ information

•

In October 2016, the FCC passed a regulation “requiring broadband Internet Service Providers (ISPs) to protect
the privacy of their customers” that includes clear guidance as to when and how internet service providers can
use and share consumer personal information and browser data 112

•

In April 2017, President Trump repealed this regulation.

FTC AUTHORITY
•

The FTC has the authority to prohibit “unfair trade practices” in the United States under 15 U.S.C. §45(a)(1)
(2011).

•

The FTC has used its authority to initiate lawsuits against Jerk.com and against Snapchat.

•

Only for-profit companies are subject to FTC Section 5 jurisdiction. 113

MISCELLANEOUS FEDERAL REGULATIONS
•

Health Insurance Portability and Accountability Act (HIPAA) 114

•

United States Patriot Act

•

Video Privacy Protection Act of 1988

•

Cable Television Protection and Competition Act of 1992/Cable Communications Policy Act

•

Fair Credit Reporting Act

See Privacy and FOIA, supra note 109.
FCC Adopts Privacy Rules to Give Broadband Consumers Increased Choice, Transparency and security for their
personal data, FCC (Oct. 27, 2016), https://apps.fcc.gov/edocs_public/attachmatch/DOC-341937A1.pdf.
113
15 U.S.C. § 45(a).
114
HIPPA PHI: List of 18 Identifiers and Definition of PHI, Berkeley, http://cphs.berkeley.edu/hipaa/hipaa18.html
(last visited Oct. 31, 2017) (Protected Health Information is “any information in the medical record or designated
record set that can be used to identify an individual and that was created, used, or disclosed in the course of
providing a health care service such as diagnosis or treatment.”).
111
112
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•

Gramm-Leach Bliley-Act

•

Family Educational Rights and Privacy Act of 1974

•

Driver’s Privacy Protection Act

•

National Crime Prevention and Privacy Compact

•

Children Online Privacy Protection Act

•

Genetic Information Nondiscrimination Act of 2008

•

Real ID Act of 2005

•

Executive Order Enhancing Public Safety in the Interior of the United States 115

MISCELLANEOUS STATE REGULATIONS
•

New York’s Personal Privacy Protection Law 116

•

California Privacy Laws 117

•

Illinois Biometric Information Privacy Act.

DATA PRIVACY AND THE FOURTH AMENDMENT
•

The Fourth Amendment of the U.S. Constitution provides (in part) that “[t]he right of the people to be secure in
their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated.”
Over the years, the Supreme Court has addressed Fourth Amendment cases with respect to various privacy
issues.

•

Olmstead v. United States, 277 U.S. 438 (1928) 118
– Physical intrusion definition of a search.

•

Silverman v. United States, 365 U.S. 505 (1961) 119
– “[T]he Fourth Amendment governs not only the seizure of tangible items, but extends as well to the
recording of oral statements, over-heard without any ‘technical trespass under . . . local property law.’”

•

Katz v. United States, 389 U.S. 347 (1967) 120

On January 25, 2017, President Donald Trump signed an Executive Order “Enhancing Public Safety in the
Interior of the United States” stating that “[a]gencies shall, to the extent consistent with applicable law, ensure
that their privacy policies exclude persons who are not United States citizens or lawful permanent residents from
the protections of the Privacy Act regarding personally identifiable information.”
116
Committee on Open Government, New York State, https://www.dos.ny.gov/coog/pppl.html (last visited Oct. 31,
2017).
117
Privacy Laws, State of California, https://oag.ca.gov/privacy/privacy-laws (last visited Oct. 31, 2017).
118
Olmstead v. United States, 277 U.S. 438 (1928).
119
Silverman v. United States, 365 U.S. 505 (1961).
120
Katz v. United States, 389 U.S. 347 (1967).
115
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– “[T]he Fourth Amendment cannot be translated into a general constitutional ‘right to privacy.’ That
Amendment protects individual privacy against certain kinds of governmental intrusion, but its
protections go further, and often have nothing to do with privacy at all.” 389 U.S. at 350.
– “[T]he Fourth Amendment protects people, not places. What a person knowingly exposes to the public,
even in his own home or office, is not a subject of Fourth Amendment protection.” 389 U.S. at 351.
– Justice Harlin Concurrence: If one has a reasonable expectation of privacy, police must get a warrant
before invading that privacy. A reasonable expectation of privacy is present when: 1) an individual shows
that he expects privacy; and 2) the subjective expectation was reasonable per society’s standards. 389
U.S. at 360–62.
•

United States v. Knotts, 460 U.S. 276 (1983) 121
– “[A] person traveling in an automobile on public thoroughfares has no reasonable expectation of privacy
in his movements from one place to another.” 460 U.S. at 281.

•

Kyllo v. United States, 533 U.S. 27 (2001)

“Where... the Government uses a device that is not in general public use, to explore details of the home that would
previously have been unknowable without physical intrusion, the surveillance is a “search” and is presumptively
unreasonable without a warrant.”
•

United States v. Jones, 132 S. Ct. 945 (2012) 122
– “[T]he Government's installation of a GPS device on a target’s vehicle, and its use of that device to
monitor the vehicle’s movements, constitutes a ‘search.’” 132 S. Ct. at 949.

•

Riley v. California, 573 U.S. 783 (2014) 123
– Court held that when the police are searching a cell phone pursuant to an arrest, to avoid an illegal
search under the 4th Amendment, they must first procure a valid warrant.

EUROPEAN UNION
DATA PROTECTION DIRECTIVE [SUPERSEDED BY GDPR]
•

Under Directive 95/46/EC, 124 the European Union enacted the legislation to “strike a balance between a high
level of protection for the privacy of individuals and the free movement of personal data within the European
Union.” 125 The directive was enacted by the European Parliament and Council in October 1995 126 and became
effective in October 1998. 127 The directive was ultimately replaced by the GDPR (adopted in April 2016).

United States v. Knotts, 460 U.S. 276 (1983).
United States v. Jones, 132 S. Ct. 945 (2012).
123
Riley v. California, 573 U.S. 783 (2014).
124
EDPR, supra note 8; EU Legislation Summary: Protection of Personal Data, EUR-LEX (Mar. 8, 2014), http://eurlex.europa.eu/legal-content/EN/TXT/?uri=URISERV:l14012.
125
See id.
121
122
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•

The Directive “sets strict limits on the collection and use of personal data and demands that each Member
State set up an independent national body responsible for the supervision of any activity linked to the
processing of personal data.” 128

INTERNATIONAL SAFE HARBOR PRIVACY PRINCIPLES [INVALIDATED]
•

The International Safe Harbor Privacy Principles were developed in consultation with industry and the general
public to facilitate trade and commerce between the United States and European Union. “They are intended for
use solely by U.S. organizations receiving personal data from the European Union for the purpose of qualifying
for the safe harbor and the presumption of ‘adequacy’ it creates.” 129

•

The U.S. Department of Commerce issued the Safe Harbor Privacy Principles in July 2000. 130 The European
Court of Justice declared the Safe Harbor Decision invalid in October 2015. 131

•

The key principles of the Safe Harbor Privacy Principles are as follows: 132
1. Notice – “An organization must inform individuals about the purposes for which it collects and uses
information about them, how to contact the organization with any inquiries or complaints, the types of
third parties to which it discloses the information, and the choices and means the organization offers
individuals for limiting its use and disclosure. [It] must be provided in clear and conspicuous language ...”
2. Choice – “An organization must offer individuals the opportunity to choose (opt out) whether their
personal information is (a) to be disclosed to a third party (1) or (b) to be used for a purpose that is
incompatible with the purpose(s) for which it was originally collected or subsequently authorized by the
individual. Individuals must be provided with clear and conspicuous, readily available, and affordable
mechanisms to exercise choice.”
3. Onward Transfer – “To disclose information to a third party, organizations must apply the Notice and
Choice Principles...”
4. Security – “Organizations creating, maintaining, using or disseminating personal information must take
reasonable precautions to protect it from loss, misuse and unauthorized access, disclosure, alteration
and destruction.”
5. Data Integrity – “Consistent with the Principles, personal information must be relevant for the purposes
for which it is to be used. An organization may not process personal information in a way that is

See id.
Id.
128
Id.
129
Safe Harbor Privacy Principles, Library of Congress,
http://webarchive.loc.gov/all/20150410181019/http://www.export.gov/safeharbor/eu/eg_main_018475.asp (last
updated Jan. 30, 2009).
130
Id.
131
The Court of Justice declares that the Commission’s US Safe Harbour Decision is invalid, CURIA (Oct. 6, 2015),
https://curia.europa.eu/jcms/upload/docs/application/pdf/2015-10/cp150117en.pdf [hereinafter CURIA].
132
See Safe Harbor Privacy Principles, supra note 129.
126
127
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incompatible with the purposes for which it has been collected or subsequently authorized by the
individual. To the extent necessary for those purposes, an organization should take reasonable steps to
ensure that data is reliable for its intended use, accurate, complete, and current.”
6. Access – “Individuals must have access to personal information about them that an organization holds
and be able to correct, amend, or delete that information where it is inaccurate, except where the
burden or expense of providing access would be disproportionate to the risks to the individual's privacy
in the case in question, or where the rights of persons other than the individual would be violated.”
7. Enforcement – “Effective privacy protection must include mechanisms for assuring compliance with the
Principles, recourse for individuals to whom the data relate affected by non-compliance with the
Principles, and consequences for the organization when the Principles are not followed… Sanctions must
be sufficiently rigorous to ensure compliance by organizations.”
•

The EU Court of Justice addressed privacy concerns in a 2015 decision in which it held that privacy protections
were a fundamental right.
– Ruling: “In today’s judgment, the Court of Justice holds that the existence of a Commission decision
finding that a third country ensures an adequate level of protection of the personal data transferred
cannot eliminate or even reduce the powers available to the national supervisory authorities. …Thus,
even if the Commission has adopted a decision, the national supervisory authorities, when dealing with a
claim, must be able to examine, with complete independence, whether the transfer of a person’s data to
a third country complies with the requirements laid down by the directive.” 133
– “As regards a level of protection essentially equivalent to the fundamental rights and freedoms
guaranteed within the EU, the Court finds that, under EU law, legislation is not limited to what is strictly
necessary where it author[zes], on a generali[zed] basis, storage of all the personal data of all the
persons whose data is transferred from the EU to the United States without any differentiation, limitation
or exception being made in the light of the objective pursued and without an objective criterion being
laid down for determining the limits of the access of the public authorities to the data and of its
subsequent use. The Court adds that legislation permitting the public authorities to have access on a
generali[zed] basis to the content of electronic communications must be regarded as compromising the
essence of the fundamental right to respect for private life” 134

EU-US PRIVACY SHIELD
•

A new framework for the invalidated Safe Harbor Privacy Principles was provided by Document
C/2016/4176. 135 It was “designed by the U.S. Department of Commerce and European Commission to provide
companies on both sides of the Atlantic with a mechanism to comply with EU data protection requirements

See CURIA, supra note 131.
https://curia.europa.eu/jcms/upload/docs/application/pdf/2015-10/cp150117en.pdf
135
http://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=uriserv:OJ.L_.2016.207.01.0001.01.ENG&toc=OJ:L:2016:207:FULL
133
134
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when transferring personal data from the European Union to the United States in support of transatlantic
commerce.” 136
•

The EU-U.S. Privacy Shield imposes stronger obligations on U.S. companies to protect Europeans’ personal
data. It reflects the requirements of the European Court of Justice, which ruled the previous Safe Harbor
framework invalid. The Privacy Shield requires the U.S. to monitor and enforce more robustly, and cooperate
more with European Data Protection Authorities. It includes, for the first time, written commitments and
assurance regarding access to data by public authorities. 137 The principal commitments for American and
European companies are listed below:
– For American companies
“Self-certify annually that they meet the requirements.
Display a privacy policy on their website.
Reply promptly to any complaints.
(If handling human resources data) Cooperate and comply with European Data Protection
Authorities.” 138
– For European individuals





“More transparency about transfers of personal data to the U.S. and stronger protection
of personal data.
 Easier and cheaper redress possibilities in case of complaints —directly or with the help of
their local Data Protection Authority.” 139
– In February 2016, the European Commission announced the EU/US Privacy Shield. 140 In July 2016, the
European Commission adopted a decision approving the EU-US Privacy Shield Framework. 141
Subsequently on January 2017, the Swiss government announced the approval of a Swiss-US privacy
shield framework. 142


GENERAL DATA PROTECTION REGULATION (GDPR)
•

The Regulation EU 2016/679 was intended to harmonize data privacy laws across Europe, to protect data
privacy for European citizens, and to reshape the way that organizations within Europe approached data
privacy. 143 The Regulation generally does not change the core data protection principles of Directive 95/46/EC,

https://www.commerce.gov/sites/commerce.gov/files/media/files/2016/fact_sheet-_eu-us_privacy_shield_716_sc_cmts.pdf
137
http://ec.europa.eu/justice/data-protection/files/factsheets/factsheet_eu-us_privacy_shield_en.pdf
138
http://ec.europa.eu/justice/data-protection/files/factsheets/factsheet_eu-us_privacy_shield_en.pdf
139
http://ec.europa.eu/justice/data-protection/files/factsheets/factsheet_eu-us_privacy_shield_en.pdf
140
http://europa.eu/rapid/press-release_IP-16-216_en.htm
141
http://ec.europa.eu/justice/data-protection/international-transfers/eu-us-privacy-shield/index_en.htm.
142
Swiss-US Privacy Shield: better protection for data transferred to the USA, Swiss Government,
https://www.admin.ch/gov/en/start/documentation/media-releases.msg-id-65210.html (last modified Jan. 5,
2016).
143
Regulation (EU) 2016/679 of the European Parliament and of the Council, EUR-Lex (Apr. 27, 2016), http://eurlex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32016R0679.
136
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but instead refines the guidelines to address new technological context, introducing more safeguards for data
subjects and user rights. 144
•

The regulation was approved by EU Parliament on April 14, 2016 and replaced the Data Protection Directive.
Enforcement goes into effect on May 25, 2018.

•

The key principles of the regulation are accountability, informed consent, and explanations. The regulation
includes the right to rectification and the right to be forgotten.
– “As a first point, the Regulation places a remarkable emphasis on reinforced and actual transparency
(article 14). New elements are in fact included in the list of items on which the data subject must be
informed regarding the processing, namely the contact details of a responsible person, the legal basis of
the processing (including the specific legitimate interests pursued by the controller or by a third party),
as well as the existence of the right to data portability. The latter is a prominent new right (article 18),
introduced with the scope of reinforcing users’ access rights. A data subject can in fact receive the
personal data concerning him or her, which he or she has provided to a controller, in a structured and
commonly used and machine-readable format and have the right to transmit those data to another
controller. Also, the right to delete will be reinforced with the introduction of the so called right-to-beforgotten (article 17), aiming at fostering a more responsible and cautious attitude towards public
disclosure of data. In particular, this new right envisages obligation for a controller who has made
personal data public to take reasonable steps to inform other controllers processing the data, that the
data subject has requested erasure of any links to, or copy or replication of the personal data.” 145
– “The Regulation introduces also a new awareness tool for data controllers (article 33) which should
facilitate compliance with data protection obligations, and which is relevant in particular when using new
technologies: the Data Protection Impact Assessment (DPIA). This assessment shall contain a description
of the envisaged processing operation, an evaluation of the privacy risks and the measures envisaged to
address those risks. Moreover, the Regulation introduces for the first time an obligation to the data
controller for data protection by design and by default (article 23), as a tool to integrate data protection
safeguards early at the development stage of new products and services.” 146
– “Interestingly, new mechanisms for co-controllership are introduced (article 24), with the scope of
coping with the complexities of modern data value chain. Again, where two or more controllers jointly
determine the purposes and means of the processing of personal data, it is envisaged that they shall
transparently determine their respective responsibilities for compliance, designating which of the joint
controllers shall act as a single point of contact for data subjects to exercise their rights.” 147

•

What about Brexit?
– “If you process data about individuals in the context of selling goods or services to citizens in other EU
countries then you will need to comply with the GDPR, irrespective as to whether or not the UK retains

See D’Acquisto et. al., supra note 28.
Id.
146
Id.
147
Id.
144
145
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the GDPR post-Brexit. If your activities are limited to the UK, then the position (after the initial exit
period) is much less clear. The UK Government has indicated it will implement...equivalent or alternative
legal mechanisms. Our expectation is that any such legislation will largely follow the GDPR, given the
support previously provided to the GDPR by the ICO and UK Government as an effective privacy
standard, together with the fact that the GDPR provides a clear baseline against which UK business can
seek continued access to the EU digital market.” 148

148

GDPR FAQS, EUGDPR, http://www.eugdpr.org/gdpr-faqs.html (last visited Oct. 31, 2017).
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APPENDIX B: Reidentification and
Inference Case Studies
•

Massachusetts GIC Data
– In 1990, “William Weld, then Governor of Massachusetts, approved the release of certain medical
records of state employees to researchers, assuring the public that individual anonymity would be
protected by eliminating obvious identifiers from the data (Greely 2007). A few days after Weld’s
announcement, Latanya Sweeney—then a graduate student at MIT—re-identified Weld’s personal
records (including diagnosis and prescriptions in the database; she then had his records delivered to his
office.” 149
– “While the medical data—officially, the Massachusetts “Group Insurance Commission” (GIC) data—had
been “de-identified” by removing fields containing patients’ name, address, and social security number
(SSN) prior to the data release, the nearly 100 remaining fields included ZIP code, birth date, and sex.” 150
– “As Ohm (2010) tells the story, Sweeney ...‘knew that Governor Weld resided in Cambridge
Massachusetts, a city of 54,000 residents and seven ZIP codes. For twenty dollars, she purchased the
complete voter rolls from the city of Cambridge—a database containing, among other things, the name,
address, ZIP code, birth date, and sex of every voter. By combining this data with the GIC records,
Sweeney found Governor Weld with ease. Only six people in Cambridge shared his birth date; only three
were men, and of the three, only he lived in his ZIP code.’” 151

•

AOL Search Data
– “In 2006, AOL Research released detailed Internet search records of 650,000 users covering a threemonth period, amounting to 20 million search queries. The stated purpose of the release was
expressed... ‘AOL is also embracing the vision of an open research community, which is creating
opportunities for researchers in academia and industry alike.... with the goal of facilitating closer
collaboration between AOL and anyone with a desire to work on interesting problems.’” 152
– “Prior to the data release, the search logs were de-identified, for example by removing usernames and IP
addresses, using instead unique identifiers (such as “4417749”) to link all of a single user’s queries. This

See Heffetz & Ligett, supra note 82.
Id.
151
Id.
152
Id.; Michael Barbaro & Tom Zeller, A Face Is Exposed for AOL Searcher No. 4417749, NY TIMES (Aug. 9, 2006),
http://www.nytimes.com/2006/08/09/technology/09aol.html.
149
150
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de-identification, however, quickly proved far from sufficient for the intended anonymization, as
illustrated by the New York Times article on Ms. Arnold. Within days of the release, AOL apologized,
removed the data website as well as a few employees, and silenced its research division.” 153
Target Advertising

•

– “In 2012 the retail company Target, using behavioral advertising techniques, managed to identify a
pregnant teen girl from her web searches and sent her relevant vouchers at home.” 154

Heffetz & Ligett, supra note 82; Barbaro & Zeller, supra note 152.
See D’Acquisto et. al., supra note 28.; Kashmir hill, How Target Figured Out a Teen Girl Was Pregnant Before Her
Father Did, Forbes (Feb 16, 2012), https://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figuredout-a-teen-girl-was-pregnant-before-her-father-did/#458a224c6668.

153
154
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Cybersecurity Introduction
Cyber-attacks have become a serious security concern for any company that touches Big Data. In just the third
quarter of 2016, 18 million new malware samples were captured. 1 More than 4,000 ransomware attacks have
occurred every day since the beginning of 2016, which is a 300% increase from 2015, where 1,000 ransomware
attacks were seen per day. 2 2016 also saw a high-profile, subversive incident which occurred in the run-up to the
2016 U.S. presidential election. A joint investigation by the U.S. Department of Homeland Security and Federal
Bureau of Investigation concluded that two groups of Russia’s intelligence services were responsible for the
attack. 3
A cyber-attack can spread quickly and breach the security of computer systems in multiple countries. For
example, on May 12, 2017, the WannaCry ransomware attack targeted computers running the Microsoft
Windows operation system and infected more than 230,000 computers in over 150 countries within the first day. 4
The victims included not only individuals but also multinational companies like FedEx, 5 Nissan, 6 and Telefónica. 7
The costs associated with protecting against and recovering from cyber-attacks can be substantial. Steve Langan,
chief executive at Hiscox Insurance, estimated that in 2016, cybercrime cost the global economy over $450
billion, 8 and this number is projected to reach $2 trillion by 2019. 9
1

2

3

4

5

6
7

8

9

Cybercrime Reaches New Heights in the Third Quarter, Panda Security (Oct. 20, 2016),
http://www.pandasecurity.com/mediacenter/pandalabs/pandalabs-q3/.
How to Protect Your Networks from Ransomware, Department of Justice (https://www.justice.gov/criminalccips/file/872771/download (last visited Oct. 31, 2017).
Grizzly Steppe – Russian Malicious Cyber Activity, United States Computer Emergency Readiness Team (Dec.
29, 2016), https://www.us-cert.gov/sites/default/files/publications/JAR_16-20296A_GRIZZLY%20STEPPE-20161229.pdf.
Abhijit Ahaskar, New wave of malware attacks and how you can tackle them, live mint (Oct. 28, 2017),
http://www.livemint.com/Leisure/R1J9RJhZv6niz2l9DhyOgJ/New-wave-of-malware-attacks-and-how-you-cantackle-them.html.
Jackie Wattles, Who got hurt by the ransomware attack, CNN Tech (May 14, 2017),
http://money.cnn.com/2017/05/13/technology/ransomware-attack-who-got-hurt/index.html.
Id.
Shona Ghosh and Rob Price, A massive cyberattack using leaked NSA exploits has hit 99 countries, and it's still
spreading, Business Insider (May 12, 2017), http://www.businessinsider.com/telefonica-and-other-firms-havebeen-infected-by-wannacry-malware-2017-5.
Luke Graham, Cybercrime costs the global economy $450 billion: CEO, CNBC (Feb. 7, 2017),
https://www.cnbc.com/2017/02/07/cybercrime-costs-the-global-economy-450-billion-ceo.html.
Steve Morgan, Cyber Crime Costs Projected to Reach $2 Trillion by 2019, Forbes (Jan 17, 2016),
https://www.forbes.com/sites/stevemorgan/2016/01/17/cyber-crime-costs-projected-to-reach-2-trillion-by2019/#331218ae3a91.
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Information-Security Challenges
and Threats
COMMON ATTACKS
PHISHING
Phishing is an attempt to acquire sensitive information or install malicious software by masquerading as a
trustworthy entity in an electronic communication. According to the Anti-Phishing Working Group (“APWG”), the
total number of phishing attacks in 2016 exceeded 1.2 million, which was the highest number of attacks recorded
to date. 10 In a June 14, 2016, announcement, the FBI warned that cyber scammers attempted to steal $3.1 billion
between October 2013 and May 2016 from 22,143 victims. 11
The figure below shows a typical phishing email, disguised as an official email from a bank. The sender is
attempting to deceive the recipient into revealing confidential information by falsely “confirming” it at the
phisher’s website. Although the web address of the bank’s webpage appears to be legitimate, the hyperlink would
actually direct the recipient to the phisher’s webpage. Other common phishing attacks include requesting that the
communication recipient call a telephone number to receive a refund or requesting that the recipient click a
hyperlink to update and verify his or her information.

10

11

Unifying the Global Response to Cybercrime, APWG (Feb. 23, 2017),
http://docs.apwg.org/reports/apwg_trends_report_q4_2016.pdf.
Business E-Mail Compromise: The 3.1 Billion Dollar Scam, Federal Bureau of Investigation (Jun. 14, 2016),
https://www.ic3.gov/media/2016/160614.aspx.
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Phishing email

Among different phishing scams, spear phishing, an email directed at specific individuals or companies, has been
one of the most successful techniques. 12 The cybersecurity firm FireEye conducted a survey that found that 84% of
organizations had experienced a successful spear-phishing attack in 2015. The survey further found that the
average impact of a successful spear-phishing attack was $1.6 million. 13 According to FireEye, some victims of
spear-fishing attacks saw their stock price drop by as much as 15% after a phishing attack. 14

MALWARE
Malware is software intended to damage, disable, or otherwise misuse computer systems (e.g., computer viruses,
worms, trojan horses, ransomware, spyware, and adware). The security firm Symantec discovered more than 430
million new unique pieces of malware in 2015, up 36 percent from the year before. 15
In 2016, ransomware became one of the top malware threats for businesses. 16 Ransomware blocks access to the
victim’s data or threatens to publish or delete it until a ransom is paid. Nearly 400 variants of ransomware were
detected in the last quarter of 2016. 17 CryptoLocker, one of the most successful ransomware attacks, infected over
500,000 victims and extorted an estimated $3 million before it was taken down by authorities. 18 In May 2017, the

12

13

14
15

16

17
18

Debbie Stephenson, Spear Phishing: Who’s Getting Caught?, Firmex (May 30, 2013),
https://www.firmex.com/thedealroom/spear-phishing-whos-getting-caught/.
Spear-Phishing Attacks, FireEye, https://www.fireeye.com/content/dam/fireeyewww/global/en/products/pdfs/wp-fireeye-how-stop-spearphishing.pdf (last visited Oct. 31, 2017).
Id.
Internet Security Threat Report, Symantec (Apr. 2016),
https://www.symantec.com/content/dam/symantec/docs/reports/istr-21-2016-en.pdf.
State of Malware Report, Malwarebytes (2017), https://www.malwarebytes.com/pdf/whitepapers/stateofmalware.pdf.
Id.
Mark Ward, Cryptolocker victims to get files back for free, BBC (Aug. 6, 2014),
http://www.bbc.com/news/technology-28661463.
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WannaCry attack affected more than 200,000 victims and infected more than 300,000 computers. 19 The figure
below shows the countries affected by WannaCry in the first few hours of the attack.

Map of the countries initially affected by WannaCry 20

Ad fraud malware is another common cybersecurity threat. Ad fraud, also called click fraud or click spam, is a
practice wherein dubious advertising networks use automated programs to interact with advertisements online. 21
The programs attempt to generate fraudulent internet traffic or advertisement clicks by simulating legitimate user
activity, 22 which can be used to generate profits for the website or service hosting the advertisement. 23 For
example, in May 2017, Google removed more than 40 apps from of its Play store after it discovered that the apps
were generating fraudulent clicks on ads. 24 By the time Google took action, the malicious apps had already spread
to an estimated 4.5 to 18.5 million devices. 25 The company behind the malicious apps was projected to make
$300,000 per month through the fraudulently generated ad clicks. 26

19
20

21
22
23
24

25
26

See Ahaskar, supra note 4.
Countries initially affected in WannaCry ransomware attack, Wikipedia,
https://commons.wikimedia.org/wiki/File:Countries_initially_affected_in_WannaCry_ransomware_attack.png (last
visited Oct. 31, 2017).
Ad fraud, Malwarebytes (Jun. 9, 2016), https://blog.malwarebytes.com/threats/ad-fraud/.
Id.
Id.
The Judy Malware: Possibly the largest malware campaign found on Google Play, Check Point (May 25, 2017),
http://blog.checkpoint.com/2017/05/25/judy-malware-possibly-largest-malware-campaign-found-googleplay/.
Id.
Thomas Fox-Brewster, Google Just Killed What Might Be The Biggest Android Ad Fraud Ever, Forbes (May 26,
2017), https://www.forbes.com/sites/thomasbrewster/2017/05/26/google-shuts-down-massive-ad-fraud-onplay-store/#66eecbb97807.
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ADVANCED PERSISTENT THREATS (APTs)
An advanced persistent threat (“APT”) is a network attack in which an unauthorized entity gains access to a
network and stays there undetected for a long period of time. The intention of an APT attack is to steal data rather
than to cause damage to the network. Understanding how APT works can be beneficial for preventing an attack.
As described by the security firm FireEye, an APT attack can be described in six stages:
1. The cyber-criminal, or threat actor, gains entry through an email, network, file, or
application vulnerability and inserts malware into an organization's network. The network
is considered compromised, but not breached.
2. The advanced malware probes for additional network access and vulnerabilities or
communicates with command-and-control (CnC) servers to receive additional instructions
and/or malicious code.

3. The malware typically establishes additional points of compromise to ensure that the
cyber-attack can continue if one point is closed.

4. Once a threat actor determines that they have established reliable network access, they
gather target data, such as account names and passwords. Even though passwords are
often encrypted, encryption can be cracked. Once that happens, the threat actor can
identify and access data.

5. The malware collects data on a staging server, then exfiltrates the data off the network and
under the full control of the threat actor. At this point, the network is considered breached.
6. Evidence of the APT attack is removed, but the network remains compromised. The cybercriminal can return at any time to continue the data breach.

Anatomy of Advanced Persistent Threats, FireEye. 27

Unlike other cyber threats, an APT attack is usually conducted by nation-state actors, organized criminal actors,
corporate espionage actors, or terrorists with high sophistication and advanced resources. 28 The organized
attackers often target specific industries where there is valuable information and assets, such as finance, defense
and aerospace, entertainment and media, healthcare, manufacturing, technology, and utility industries. 29
Between March 2014 and April 2015, the United States Office of Personnel Management (“OPM”) was under APT
attack. Then-FBI Director James Comey estimated 18 million federal employees’ records might have been
affected. 30

27

28

29
30

Anatomy of Advanced Persistent Threats, FireEye, https://www.fireeye.com/current-threats/anatomy-of-a-cyberattack.html (last visited Oct. 31, 2017).
Advanced Persistent Threats: Learn the ABCs of APTs - Part A, Secure Works, (Sept. 27, 2016),
https://www.secureworks.com/blog/advanced-persistent-threats-apt-a.
Id.
Evan Perez and Shimon Prokupecz, First on CNN: U.S. data hack may be 4 times larger than the government
originally said, CNN (Jun. 24, 2015), http://edition.cnn.com/2015/06/22/politics/opm-hack-18milliion/index.html.
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DISTRIBUTED DENIAL OF SERVICE (DDoS)
A Distributed Denial of Service (“DDoS”) attack is an attempt to make an online service unavailable by
overwhelming it with traffic from multiple sources. DDoS attacks target a wide variety of important resources,
from banks to news websites, and present a major challenge to making sure people can publish and access
important information. 31
There are three major categories of DDoS attack:
1. Traffic attacks: Traffic flooding attacks send a huge volume of TCP, UDP and ICPM packets to the target.
Legitimate requests get lost and these attacks may be accompanied by malware exploitation.
2. Bandwidth attacks: This DDoS attack overloads the target with massive amounts of junk data. This results
in a loss of network bandwidth and equipment resources and can lead to a complete denial of service.
3. Application attacks: Application-layer data messages can deplete resources in the application layer,
leaving the target's system services unavailable.
DDoS attacks can be massive in scope. The largest DDoS attack known to date exceeded one terabit per second, 32
and the scale of DDoS attacks is projected to continue to grow as the increase in Internet of Things (“IoT”) devices
gives attackers a larger number of entry points. In a recent attack, several popular online services were impacted
after the groups Anonymous and New Work Hackers attacked Dyn, one of the major Domain Name System
(“DNS”) providers. 33 This attack caused many high-profile websites like Twitter, Netflix, Airbnb, Amazon, and
Reddit to slow their access or go completely offline for hours before Dyn restored service. The figure below shows
a map of areas affected by the Dyn attack as of October 21, 2016, 1:45 pm Pacific Time.

31
32

33

What is a DDoS Attack?, Digital Attack Map, http://www.digitalattackmap.com/understanding-ddos/.
World’s Largest 1 Tbps DDoS Attack Launched from 152,000 Hacked Smart Devices, The Hacker News (Sept. 27,
2016), https://thehackernews.com/2016/09/ddos-attack-iot.html.
Eric Geller and Tony Romm, WikiLeaks supporters claim credit for massive U.S. cyberattack, but researchers
skeptical, Politico (Oct. 21, 2016), http://www.politico.com/story/2016/10/websites-down-possible-cyberattack-230145.
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A map of internet outages in Europe and North America caused by the Dyn cyber-attack 34

SQLS INJECTIONS
SQL injection is a code injection technique in which malicious structured query language (“SQL”) statements are
used to extract data from a database. The technique can provide an attacker with unauthorized access to sensitive
data including, customer data, personally identifiable information (“PII”), trade secrets, intellectual property and
other sensitive information.
An SQL attack occurs when hackers submit SQL query code into a web form, and the web application that
processes this input does not properly check and validate it, thereby allowing the attacker to command the
database to access its data. 35 Different commands can achieve different results, and often an attacker will try
variations to see what information a database will release. An attacker, for example, can send one type of SQL
command to display the entire contents of a database in a web browser, or use other commands to display parts
of a database or allow for the ability to add, modify or delete the contents of the database. 36
Even though the first public discussions of SQL injections appeared around 1998, 37 SQL attacks still occur in a
widespread manner and continue to be one of the most common technical vulnerabilities. In April 2017, multiple

34

35

36
37

Lorenzo Franceschi-Bicchierai, Blame the Internet of Things for Destroying the Internet Today, Motherboard (Oct.
21 2016), https://motherboard.vice.com/en_us/article/vv7xg9/blame-the-internet-of-things-for-destroying-theinternet-today.
Kim Zetter, Hacker Lexicon: SQL Injections, an Everyday Hacker’s Favorite Attack, Wired (May 11, 2016),
https://www.wired.com/2016/05/hacker-lexicon-sql-injections-everyday-hackers-favorite-attack/.
Id.
Sean Michael Kerner, How Was SQL Injection Discovered?, eSecurity Planet (Nov. 25, 2013),
http://www.esecurityplanet.com/network-security/how-was-sql-injection-discovered.html.
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SQL-injection security issues were discovered in the WordPress Facebook Plugin, a tool to integrate one’s personal
website with Facebook. 38

KINETIC ATTACKS
Kinetic attacks, also called kinetic bombardment attacks, are intrusions which cause direct or indirect physical
damage through the exploitation of vulnerable information and processes. 39 These attacks have been used in the
context of espionage and sabotage, and they have been employed criminally in attacks throughout the world. 40
In one example, StuxNet, a computer worm jointly developed by the U.S. and Israel, attacked Iran’s nuclear
centrifuge facility in Natanz. The attack reduced centrifuge operational capacity at the Natanz facility by 30% in
one year by causing infected centrifuges to increase their normal operating speed by almost 40%. 41 The increase
in centrifuge operating speed caused the aluminum centrifugal tubes to expand and come in contact with other
tubes, which ultimately destroyed the machines. 42
In another example, Russian operatives used a kinetic attack to disrupt the electrical network in western Ukraine,
causing disruptions to the operation of 27 distribution stations and three power plants. There was evidence that
the attackers were able to delay the restoration of power services by wiping information from the computer
systems used to control power distribution. 43

RECENT TRENDS
SMARTPHONES
Smartphones can make an attractive target for online criminals because of the valuable personal information they
contain. For example, mobile payment systems allow smartphone users to link their credit cards and bank
accounts directly to their mobile devices. Given the amount of valuable personal information contained on
smartphones, cyber-criminals are likely to continue targeting these devices in the future.

38

39

40
41
42

43

WordPress Facebook Plugin SQL Injection Vulnerability, Defense Code,
http://www.defensecode.com/advisories/DC-2017-04-011_WordPress_Facebook_Plugin_Advisory.pdf (last
visited Oct. 31, 2017).
Scott D. Applegate, The Dawn of Kinetic Cyber, CCDCOE (2013),
https://ccdcoe.org/cycon/2013/proceedings/d2r1s4_applegate.pdf (last visited Oct. 31, 2017).
Id.
Id.
William J. Broadm John Markoff, and David E. Sanger, Israeli Test on Worm Called Crucial in Iran Nuclear Delay,
The New York Times (Jan. 15, 2011),
http://www.nytimes.com/2011/01/16/world/middleeast/16stuxnet.html?pagewanted=all; Holger Stark, Stuxnet
Virus Opens New Era of Cyber War, Spiegel Online (Aug 8, 2011),
http://www.spiegel.de/international/world/mossad-s-miracle-weapon-stuxnet-virus-opens-new-era-of-cyberwar-a-778912.html.
Warwick Ashford, Cyber attacks caused Ukraine power outages, report confirms, Computer Weekly (Jan. 11,
2016), http://www.computerweekly.com/news/4500270434/Cyber-attacks-caused-Ukraine-power-outagesreport-confirms.
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Historically, Android devices have been a popular target in this category. In 2015, 3,944 new Android mobile
malware variants were detected, which represented a 77% increase over 2014 when 2,227 variants were
discovered. 44 However, vulnerabilities on the iOS platform have also been prevalent in recent years. 45 Below is a
screenshot of an Android ransomware, Sonorousness, which demanded $200 from victims to unlock the infected
device.

Android ransomware Sonorousness

INTERNET OF THINGS (IOT)
Coined by Kevin Ashton of Procter & Gamble and MIT's Auto-ID Center in 1999, the Internet of things (“IoT”) is
the inter-networking of physical devices, vehicles (also referred to as “connected devices” and “smart devices”),
buildings, and other items embedded with electronics, software, sensors, actuators, and network connectivity that
enable these objects to collect and exchange data. 46 The introduction of IoT in consumer devices has had an
impact on the ways we live and do business. For example, the Nest Smart Thermostat can learn a family’s routines
and automatically adjust the temperature based on when people are at home or away, awake or asleep. 47 The
August Smart Lock can unlock the door for you automatically when you get home. 48 And Ralph Lauren’s Polo Tech

44
45
46

47

48

See Internet Security Threat Report, supra note 15.
Id.
Arik Gabbai, Kevin Ashton Describes “the Internet of Things”, The Smithsonian (Jan. 2015),
https://www.smithsonianmag.com/innovation/kevin-ashton-describes-the-internet-of-things-180953749/.
Meet the Nest Learning Thermostat, Nest, https://nest.com/thermostat/meet-nest-thermostat/ (last visited Oct.
31, 2017).
August Smart Lock, August, http://august.com/products/august-smartlock/?utm_source=6916&utm_medium=cpc&utm_campaign=a11-a108-a396100&gclid=CLP_x__RqdQCFRmBswodMK0ARA (last visited Oct. 31, 2017).
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Shirt tracks the wearer’s biometric information and sends that data to the cloud. 49 In the U.S., by some estimates
there are 25 online devices per 100 inhabitants. 50 Gartner estimates that 20.8 billion connected things will be in
use worldwide by 2020, with the IoT delivering a $2 trillion economic benefit globally. 51
However, the IoT faces fundamental security challenges, as illustrated by the past three years in which a growing
number of attacks have targeted or made use of IoT devices. In July 2015, Chrysler announced a voluntary recall of
1.4 million vehicles after two journalists reported that hackers were able to remotely control a Jeep’s brakes and
steering wheel. 52 Two months later, a group of Chinese researchers were able to take control of several Tesla
Model S vehicles remotely. 53 The Dyn distributed denial-of-service (“DDoS”) attack discussed above was a botnet 54
coordinated through a large number of IoT devices, including cameras, residential getaways, and baby monitors,
that were infected with a malware. 55 In January 2017, attackers locked the electronic key system and computers of
a four-star Austrian hotel and demanded $1,800 in bitcoins to restore functionality. 56 In addition, researchers
have found potentially deadly vulnerabilities in numerous medical devices such as insulin pumps, x-ray systems,
CT-scanners, and implantable defibrillators. 57
IoT devices frequently lack stringent security measures, making them a soft and popular target for
cybercriminals. 58 IoT devices often contain a system on a chip that executes the actual protocol connection to the
internet, and because the chips are generally integrated into the IoT products, users may not be able to change

49

50

51

52

53

54

55
56

57

58

Stu Roberts, Ralph Lauren Polo Tech shirt reads wearer's biological and physiological info, New Atlas (Aug. 25,
2014), https://newatlas.com/ralph-lauren-polo-tech/33504/.
OECD Digital Economy Outlook 2015, OECD iLibrary (Jul. 15, 2015), http://www.oecd-ilibrary.org/science-andtechnology/oecd-digital-economy-outlook-2015_9789264232440-en.
Gartner Says 6.4 Billion Connected "Things" Will Be in Use in 2016, Up 30 Percent From 2015, Gartner (Nov. 10,
2015), http://www.gartner.com/newsroom/id/3165317.
Chris Welch, Chrysler recalls 1.4 million cars at risk of being remotely hijacked, The Verge (Jul. 24, 2015),
https://www.theverge.com/2015/7/24/9032179/chrysler-announces-voluntary-recall-hack.
Andrea Peterson, Researchers remotely hack Tesla Model S, The Washington Post (Sept. 20, 2016),
https://www.washingtonpost.com/news/the-switch/wp/2016/09/20/researchers-remotely-hack-tesla-models/?utm_term=.0df1a1bd24ca.
A botnet is a number of Internet-connected devices each of which is running one or more automatic tasks over
the Internet.
See Franceschi-Bicchierai, supra note 34.
Dan Bilefsky, Hackers Use New Tactic at Austrian Hotel: Locking the Doors, The New York Times (Jan. 30, 2017),
https://www.nytimes.com/2017/01/30/world/europe/hotel-austria-bitcoin-ransom.html.
Kim Zetter, Medical Devices That Are Vulnerable to Life-Threatening Hacks, Wired (Nov. 24, 2015),
https://www.wired.com/2015/11/medical-devices-that-are-vulnerable-to-life-threatening-hacks/.
Roger Park, The Internet of Things (IoT) and Security Risks, Symantec (Apr. 17, 2015),
https://www.symantec.com/connect/blogs/iot-security-risks.
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the login information. 59 In addition, according to the security firm Arxan, 80% of IoT applications are not tested for
vulnerabilities. 60

59

60

Larry Loeb, The Internet of Trouble: Securing Vulnerable IoT Devices, Security Intelligence (Nov. 4, 2016),
https://securityintelligence.com/the-internet-of-trouble-securing-vulnerable-iot-devices/.
Study Confirms Companies are Concerned About Hacking Through Mobile and IoT Applications, Arxan,
https://www.arxan.com/2017-Ponemon-Mobile-Iot-Study/ (last visited Oct. 31, 2017).
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Best Practices
As the frequency and severity of cyber-attacks increase, companies face a rapidly evolving security climate. This
section provides a guideline for best practices when developing cyber defense strategies.

RISK ASSESSMENTS
A risk-assessment process is often the first step for any risk-prevention program. The goal of a risk assessment is
for an organization to understand the cybersecurity threats to organizational operations, organizational assets,
and individuals. 61 The requirements for properly assessing risk can vary by industry. In recognition of the
importance of addressing cybersecurity risks, the National Institute of Standards and Technology developed a
framework, which can be a useful resource when developing a risk assessment plan. 62 Steps that can be included
in a thorough risk assessment are discussed below.

IDENTIFY AND DOCUMENT ASSET VULNERABILITIES
Asset inventories are a key component of a risk assessment. To assess risks, organizations should first know what
assets they have and what assets are most critical to protect. Cyber-attacks frequently cause harm using
manipulation, disablement, theft, or damage of information from electronic systems. Accordingly, assets that are
not inherently hazardous can still be used to cause harm. When assessing an asset’s vulnerability, the asset’s
potential for manipulation, the cost to reproduce the asset, and the asset’s utility to an assailant can be
considered.

IDENTIFY AND DOCUMENT FORESEEABLE INTERNAL AND EXTERNAL THREATS
The scope of a risk assessment should be calculated to identify the reasonably foreseeable threats from within and
outside an institution’s operations that could result in unauthorized disclosure, misuse, alteration, or destruction
of customer information or customer information systems, as well as the reasonably foreseeable threats due to
the disposal of customer information. Familiarity with the major forms of cyber-attacks, as discussed in the
previous section, can help organizations choose the proper risk assessment scope.

IDENTIFY POTENTIAL BUSINESS IMPACTS AND LIKELIHOODS
In addition to identifying reasonably foreseeable internal and external threats, a risk assessment should evaluate
the potential damage from these threats. Some impacts are commonly known to managers, such as customer
breach notifications, post-breach customer protection measures, regulatory compliance, public relations, crisis

61

62

Framework for Improving Critical Infrastructure Cybersecurity, NIST (Feb. 12, 2014),
https://www.nist.gov/sites/default/files/documents/cyberframework/cybersecurity-framework-021214.pdf.
Id.
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communications, legal measures, cybersecurity improvements, and technical investigations. 63 However, some
costs are less visible, such as insurance premium increases, increased cost to raise debt, operational disruption,
lost value of customer relationships, value of lost contract revenue, devaluation of trade name, and loss of
intellectual property. 64

ASSESS THE SUFFICIENCY OF RISK-MITIGATION MEASURES 65
Risk mitigation measures can broadly be defined in three categories: physical measures, technical measures, and
administrative measures. Physical measures can include methods of restricting physical access to high risk areas,
such as data centers. Access can be restricted by using electronic access credentials, dual authentication access
readers at entrance doors (e.g., PIN pads or biometric readers), mandatory routine PIN changes, and individualized
badging. 66 Additional physical measures can include the use of escorts for all authorized visitors (e.g.,
maintenance or other vendors), controls logs, and secure automated backup processes. 67
Technical measures can include software to monitor network traffic and warn the organization’s response team of
known malware, anomalous activity, or patterns suggestive of malware or attack. Security alerts from an
organizations infrastructure tools, for example, can be aggregated and made searchable. 68 Encryption of data is
also commonly deployed. 69
Administrative measures can include written policies and procedures governing user password complexity,
employee background checks, and access to areas with sensitive systems or data. Financial institutions are
routinely scrutinized on the adequacy of these written policies. 70

DEFENSE IN DEPTH
The concept of Defense in Depth originated in military strategy to provide barriers to impede the progress of
intruders from attaining their goals while monitoring their progress and developing and implementing responses
to the incident to repel them. In the cybersecurity paradigm, Defense in Depth involves implementing detective
and protective measures to impede the progress of a cyber intruder while enabling an organization to detect and
respond to the intrusion with the goal of reducing and mitigating the consequences of a breach.
Defense in Depth has three core concepts: (1) multiple layers of defense, (2) distinguished layers of defense, and
(3) threat-specific layers of defense. Multiple-layer defense assures that if one layer is bypassed, another layer can
provide sufficient defense. The typical layers used in network defense include patch management, email security
and archiving, antivirus software, data encryption, firewalls, anti-spam and spam filters, and digital certificates. To
63

64
65

66
67
68
69
70

Business impacts of cyber attacks, Deloitte (July 2016), https://www2.deloitte.com/au/en/pages/mediareleases/articles/business-impacts-cyber-attacks.html.
Id.
Cybersecurity regulation and best practice in the US and UK, LexisNexis,
https://www.lw.com/thoughtLeadership/Cybersecurity-regulation-and-best-practice (last visited Oct. 31, 2017).
Id. at 5.
Id.
Id. at 4.
Id.
Id. at 4-5.
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provide a more efficient protection system, it is crucial that each layer of defense adopts different techniques or
methods, so that even if one layer is bypassed, the intruders would need to spend more effort to penetrate the
subsequent layers. Specific layers of defense aim to guard against popular attacks such as computer malware,
DDoS, and information theft. The advantage to having threat-specific layers of defense is that it could provide a
tailored defense to attacks unique to certain industries.

TRAINING
To better protect against cyber-attacks, employees should understand their roles and responsibilities in protecting
sensitive data and company assets. The security lab Kaspersky listed the following tips for employers to educate
their employees about cybersecurity: 71
•

Talk to employees regularly about cybersecurity;

•

Remember that top management and IT staff are also employees;

•

Employees need to cooperate to improve the overall security of the whole system;

•

Warn employees to pay attention to social engineering activities;

•

Train employees to recognize cyber-attacks;

•

Encourage employees to speak up in the event a real cyber-attack happens;

•

Conduct cyber-attack drills with employees; and

•

Request feedback from employees.

PRE-STAGING BREACH PREVENTION AND RESPONSE EXPERTISE
Because major attacks are often automated and premeditated, changes to the computing environment to which
an attacker has access may prematurely alert the attacker that they have been discovered. Before taking
investigative or remedial steps, many experienced security advisors recommend that the attack be well identified,
and that effective plans to permanently eradicate the unauthorized access should be ready for execution, before
the attacker is alerted to discovery.
There are many considerations in the aftermath of a cyber-attack, including notifying those affected, documenting
the organization’s response, maintaining the privacy and attorney-client privilege of sensitive information,
preserving evidence that can identify the source of the attack, and determining the proper level of information to
provide to both shareholders and regulators. Additionally, whether to voluntarily notify law enforcement, affected
data subjects, affected commercial partners, regulators, and /or data protection authorities is often a complicated,
multi-jurisdictional, multi-stakeholder process.
Large financial institutions typically have highly experienced communications experts on their staff. A major cyberattack is a discreet category of crisis, with diverse causes and PR challenges, that requires targeted preparation.
Many financial institutions have found that augmenting the internal team with outside experts with experience on
71

Top 10 Tips for Educating Employees About Cybersecurity, Kaspersky Lab (2015), available at
https://corpcounsel.tradepub.com/free/w_aaaa5769/.
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major breaches in the same industry is very valuable. Media training specific to data breach scenarios is also
common.

SECURITY AUDITS AND TESTING
In addition to regular system backups and encryption of important data, it is important to perform security audits
and testing. Hackers and cyber-attackers are quick to expose online vulnerabilities. It is important to ensure that
financial services firms in particular invest in testing the robustness of their security and have the capacity to
create patches or rewrite code to fix potential entry points for malicious actors on short notice.

BOARD-LEVEL ATTENTION
As the value of many businesses can be derived from intangible assets such as intellectual property and market
data, and such assets are dynamic and mobile, corporate boards should consider making defense of digital assets
a top priority. According to a KLAS Research report entitled, Cybersecurity 2017: Understanding the Healthcare
Security Landscape, only 16% of health service providers reported having “fully functional” security programs.
Another 41% reported that they had developed and started to implement a program. However, 43% reported that
their organization’s security program was either “developing” or “not developed.” Smaller hospitals and physician
practices lagged in their program development. 18% of survey respondents reported that seven percent or greater
of their total IT budget was dedicated to security while 14% of respondents said spending on security made up
about 5-6% of their IT budget. The largest segment, 41% of respondents, reported dedicating 3% or less of their
IT budget to security, while 27% only allocated 3-4% of their total IT budget on security.

HUMAN RESOURCES POLICIES AND INTEGRATION
The role of human resources (“HR”) teams can sometimes be ignored in a cybersecurity defense program.
However, human resources teams frequently work with the data that is most vulnerable to attack. According to
the Society for Human Resource Management (“SHRM”), HR records contain highly sensitive and private
information: social security numbers, dates of birth, bank detail and home addresses. 72 Accordingly, HR
professionals should be aware of the importance of protecting data within their own department and the
company as a whole. 73

VENDOR AGREEMENTS
An April 2015 survey of 40 banks by New York’s superintendent of financial services found that only about a third
required their outside vendors to notify them of any breach to their own networks, which could in turn
compromise the confidential information of the bank and its customers. 74 Fewer than half the banks surveyed said
they conducted regular on-site inspections to make sure the vendors they hire—like providers of outsourced
72

73

74

Drew Robb, Preventing Hacker Attacks, SHRM (Jun. 24, 2014), https://www.shrm.org/hr-today/news/hrmagazine/Pages/0714-technology-security.aspx.
The Role of HR In Mitigating Cyber Security Threats, Global HR (Feb. 24, 2016),
http://www.ghrr.com/blog/2016/02/24/the-role-of-hr-in-mitigating-cyber-security-threats/.
Update on Cyber Security in the Banking Sector: Third Party Service Providers, New York State Dep’t of Fin. Servs.
(April 2015), http://www.dfs.ny.gov/reportpub/dfs_rpt_tpvendor_042015.pdf
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technology functions, accounting firms, law firms—use adequate security measures. 75 About half require vendors
to provide a warranty that their products and data streams are secure and virus-free. 76
The survey of banks also found that financial firms in the US lag behind their counterparts in Europe when it
comes to adding protections to safeguard information shared with third-party firms. 77 For example, the report
found that European banks were better at requiring vendors and other outside parties to use multifactor
authentication. 78 Because an organization’s cybersecurity is often only as good as the cybersecurity of its vendors,
it is important to exercise appropriate due diligence in selecting service providers. To better protect themselves,
organizations can require service providers to implement appropriate security controls, agree to non-disclosure
provisions regarding the institution’s systems and data, and monitor and supervise these relationships over the life
of an agreement. 79

INFORMATION SHARING
The financial services sector has established a voluntary organization to share cybersecurity alert and response
information in the United States: The Financial Service Information Sharing and Analysis Center (“FS-ISAC”). FSISAC collects threat intelligence from across its membership, and from the U.S. Department of Homeland Security
and distributes that information to its members in real-time. 80 Industry experts within FS-ISAC verify and analyze
threats and identify recommended solutions before alerting FS-ISAC members. 81
In the UK, the Cyber Security Information Sharing Partnership (“CiSP”) works similarly as FS-ISAC. CiSP is a joint
industry and government initiative set up to exchange cyber threat information in real time through a secure,
confidential, and dynamic environment, with the aim of increasing situational awareness and reducing the impact
of cyber-attacks on UK business. 82

CYBERSECURITY INSURANCE
Like traditional insurance, cybersecurity insurance can mitigate losses from a variety of cyber incidents by
transferring some of the financial risk of a security breach to an insurer. Policies frequently cover extortion
demands, hacking, DDoS, data breaches, business interruption, and network damage. 83 However, many companies
forego available policies, citing the perceived cost of policies, confusion about policy coverage, and uncertainty

75
76
77
78
79

80
81
82

83

Id.
Id.
Id.
Id.
Kevin McCoy, Banks face new cyber security rules for vendors, USA Today (Apr. 9, 2015),
https://www.usatoday.com/story/money/2015/04/09/bank-cybersecurity-threats/25517905/.
About FS-ISAC, FSISAC, https://www.fsisac.com/about (last visited Oct. 31, 2017).
Id.
See Cyber Security Information Sharing Partnership, National Cyber Security Centre (last updated Dec. 19, 2017),
https://www.ncsc.gov.uk/cisp.
See, e.g., Cybersecurity Insurance, U.S. Department of Homeland Security (last visited Mar. 6, 2018),
https://www.dhs.gov/cybersecurity-insurance (last updated Aug. 11, 2017).
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about the likelihood of a cyber-attack. 84 According to a March 2015 report by the UK Cabinet Office, 10% of UK
firms have some form of cyber coverage and only 2% of large UK businesses have standalone cyber-insurance
products. 85
The U.S. cyber insurance market reached an estimated $2 billion in premiums in 2014 and is continuing to grow. 86
While a variety of cyber insurance products are available in the U.S. market, the majority of cyber insurance is
directed to data privacy coverage. 87 The focus on data breach coverage is largely due to U.S. regulatory
complexity, which includes federal laws regarding health records and state data breach notification laws in almost
all states. 88 When purchasing cybersecurity insurance, companies should be mindful of the specific terms of their
policy. Many policies do not cover losses stemming from operational mistakes, reputational damage, or industrial
espionage.

CRISIS MANAGEMENT
Since cyber-attacks are often complex and multi-faceted, detecting and assessing the scope and impact of an
incident may be challenging and time consuming. Therefore, as part of assessing the cybersecurity risks facing an
organization, internal processes, protocols, and a crisis management playbook can help organizations better
prepare to address risk. The steps below can form part of an effective cybersecurity crisis management plan.

DEFINE THE PARAMETERS OF A CYBERSECURITY CRISIS 89
The first step can involve simply defining cybersecurity and what that means to the organization. For example, a
cybersecurity incident may be defined as a “breach, compromise or disruption of the organization’s critical data
and/or systems.” 90 The definition can be tailored to fit the specific needs of organizations in different industries.
Organizations should assess which data and/or systems are considered most critical.

DEVELOP AN INTERNAL ESCALATION PROCESS 91
Cybersecurity incidents vary in size and degree; depending on the size and nature of an organization, numerous
issues and potential threats may be detected on a regular basis. To facilitate appropriate responses to each
84
85

86

87

88

89

90
91

Id.
UK Cyber Security Report, GOV.UK (Mar. 2015),
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/415354/
UK_Cyber_Security_Report_Final.pdf.
Dan Schutzer, CTO Corner: An Assessment of Cyber Insurance, Fin. Servs. Roundtable (Feb. 9, 2015),
http://www.fsroundtable.org/cto-corner-assessment-cyber-insurance/; Richard S. Betterley, Cyber/Privacy
Insurance Market Survey – 2014, The Betterley Report (June 2014).
2016 Cyber Insurance Buying Guide, American Bankers Association (2016),
https://www.aba.com/Tools/Function/Documents/2016Cyber-Insurance-Buying-Guide_FINAL.pdf.
Robert P. Hartwig, Ph.D. & Claire Wilkinson, Cyber Risks: The Growing Threat, Insurance Information Institute
(June 2014), https://www.iii.org/sites/default/files/docs/pdf/paper_cyberrisk_2014.pdf.
Melissa Agnes, Management Plan, Melissa Agnes (Jul. 26, 2016), http://melissaagnes.com/5-steps-developpingcyber-security-crisis-management-plan/.
Id.
Id.
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incident, organizations can develop a set of escalation procedures to ensure upper management is made aware of
events determined to be sufficiently serious. Often a filtering process can include a set of questions for first
responders, such as the I.T. team, to answer when making the initial assessment of a threat. Effective questions can
help first responders assess the potential business impact of each incident. Depending on how the questions are
answered, the incident can be escalated to a group dedicated to cybersecurity responses and potentially to senior
management.

UNDERSTAND THE LEGAL ASPECTS OF A CYBERSECURITY CRISIS 92
It is important to understand the legal responsibilities an organization is faced with in the event of a breach. As
discussed in greater detail in the following section, various jurisdictions impose different obligations and timelines
in the event of a breach depending on the nature of the data involved and additional factors. To help untangle the
complexity, an organization’s crisis response plan can include a matrix that details the different rules and laws
within each jurisdiction in which the organization operates.

DRAFT A CRISIS COMMUNICATIONS HANDBOOK, AND PUT IT TO THE TEST 93
When drafting playbooks and crisis communication handbooks, it is important to have two main goals in mind: (1)
maintaining the trust of your stakeholders; and (2) meeting the legal requirements for notification. To address
these goals, it can be helpful to review action items, contact lists, and timelines for each member of the crisis team
for the most likely cybersecurity scenarios that pertain to the organization. An outline of the different notifications
and parameters for communicating with your stakeholder can also be drafted. Finally, it is important to put the
plan and team to test. After a crisis preparedness program is developed, it should be tested to identify gaps and
weaknesses.

92
93

Id.
Id.
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Legal Issues
REGULATIONS
UNITED STATES
In the US, there are several laws that govern practices for the sharing of information, contacting customers, and
maintaining data security.
The Cybersecurity Information Sharing Act of 2015 (“CISA”) applies to the sharing of Internet traffic information
between the U.S. government and technology and manufacturing companies. 94
The Gramm-Leach-Bliley Act (“GLBA”), also known as the Financial Services Modernization act of 1999, requires
financial institutions to explain their information sharing practices to their customers and to safeguard sensitive
data. 95
The Health Insurance Portability and Accountability Act (“HIPAA”) of 1996 includes data privacy and security
provisions for safeguarding medical information. HIPAA consists of five Titles, where Title II, known as the
Administrative Simplification (AS) provisions, requires the establishment of national standards for electronic health
care transactions and national identifiers for providers and health care employers. 96 Furthermore, some courts
have found that state law imposes a legal duty to safeguard consumer confidential information entrusted to a
commercial entity. 97 Additionally, almost all states have passed laws requiring entities to notify individuals of
security breaches involving personally identifiable information. 98
The Telephone Consumer Protection Act (“TCPA”) of 1999, enacted in response to a growing number of telephone
marketing calls, limits the use of automatic dialing systems, artificial or prerecorded voice messages, SMS text
messages, and fax machines. In 2012, the FCC revised the TCPA rules to require telemarketers to: (1) obtain prior
express written consent from consumers before robo-calling them; (2) to restrict telemarketers from using an

94

95
96

97

98

See John Evangelakos et al., A Guide to the Cybersecurity Act of 2015, Law360 (Jan 12, 2016),
https://www.law360.com/articles/745523/a-guide-to-the-cybersecurity-act-of-2015.
Gramm-Leach-Bliley Act, Pub. L. No. 106-102, 113 Stat. 1338 (1999).
See, e.g., Health Insurance Portability and Accountability Act of 1996, Pub L. No. 104-191, 110 Stat. 1936 (1996);
About HHS, HHS.gov, https://www.hhs.gov/about/index.html (last visited Oct. 31, 2017).
See, e.g., In re: Sony4 Gaming Networks and Customer Data Security Breach Litigation, 996 F. Supp. 2d 942, 966
(S.D. Cal. 2014), order corrected, No. 11MD2258 AJB (MDD), 2014 WL 12603117 (S.D. Cal. Feb. 10, 2014)
See Security Breach Notification Laws, National Conference of State Legislatures (Feb. 6, 2018),
http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notificationlaws.aspx.
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“established business relationship” to avoid getting consumer consents; and (3) to require telemarketers to
provide an automated and interactive option to “opt-out” of receiving calls from telemarketers. 99
The Controlling the Assault of Non-Solicited Pornography and Marketing (“CAN-SPAM”) Act establishes
requirements when sending unsolicited commercial emails. Specifically, the act (1) bans false or misleading header
information, such as deceptive subject lines in emails; (2) requires providing consumers the option to opt out of
future emails; and (3) directs the FTC to issue rules and criteria for determining the primary purpose of emails and
labeling any sexually commercial emails. 100
In addition, the U.S. Securities and Exchange Commission (“SEC”), has provided guidance to help public companies
determine when they are obligated to report cybersecurity risks to shareholders. 101 The Commission emphasizes
that public companies should take steps to inform investors about material cybersecurity risks and incidents in “a
timely fashion.” 102 While the Securities Act does not specifically address cybersecurity risks, the reporting
requirements of the Act, including those pertaining to annual 10-K and quarterly 10-Q filings, require companies
to disclose material cybersecurity risks. 103 When considering the materiality of cybersecurity risks, companies
should consider the potential for “harm to a company’s reputation, financial performance, and customer and
vendor relationships, as well as the possibility of litigation or regulatory investigations or actions, including
regulatory actions by state and federal governmental authorities and non-U.S. authorities.” 104 When disclosing
cybersecurity risks, companies should avoid generic disclosures and try to provide specific information to help
investors understand the risks. 105 The SEC further cautions against insider trading related to material non-public
cybersecurity information. 106

EUROPEAN UNION
As discussed in Chapter 3, the EU’s General Data Protection Regulation (“GDPR”) was passed in 2016 to provide
increased protection for personal data across the EU. The GDPR, which takes effect in May of 2018, regulates “the
processing of personal data.” 107 When the GDPR goes into effect, it will repeal the 1995 data directive and impose

99

100

101

102
103
104
105
106
107

See, e.g., Telephone Consumer Protection Act of 1991, Pub. L. No. 102-243 (1991); Telemarketing and Robocalls,
FCC, https://www.fcc.gov/general/telemarketing-and-robocalls (last visited Oct. 31, 2017).
Controlling the Assault of Non-Solicited Pornography and Marketing Act of 2003, Pub. L. No. 108-187, 117 Stat.
1699 (2003).
Commission Statement and Guidance on Public Company Cybersecurity Disclosures, 83 Fed. Reg. 8166 (Feb.
26, 2018).
Id. at 8167.
Id. at 8168.
Id. at 8169.
Id.
Id. at 8167.
The General Data Protection Regulation, Regulation (EU) 2016/679, Art. 4, defines “processing” to mean “any
operation or set of operations which is performed on personal data or on sets of personal data, whether or not
by automated means, such as collection, recording, organization, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment
or combination, restriction, erasure or destruction;
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a number of new obligations on organizations that process personal data. With respect to cybersecurity, the
GDPR imposes an obligation on those who control and process personal data to “implement appropriate technical
measures and organizational measures to ensure a level of security appropriate to the risk.” 108 The GDPR further
imposes mandatory data breach reporting, requiring data processors to report a breach to regulators “without
undue delay and, where feasible, not later than 72 hours after having become aware of it.” 109 The GDPR further
authorizes regulators to impose harsh penalties for non-compliance; fines of up to 4% of worldwide annual
turnover are possible for some violations. 110
The Network and Information Security (“NIS”) Directive, also taking effect in May 2018, is a directive on the
security of network and information systems. It was adopted by the European Parliament to provide legal
measures to boost the overall level of cybersecurity in the EU by:
•

Requiring Member States to be appropriately equipped, e.g. via a Computer Security Incident Response Team
(CSIRT) and a competent national NIS authority;

•

Setting up a cooperation group among all Member States to support and facilitate strategic cooperation and
the exchange of information among Member States;

•

Setting up a CSIRT Network to promote swift and effective operational cooperation on specific cybersecurity
incidents and sharing information about risks;

•

Requiring businesses in these sectors that are identified by the Member States as operators of essential
services to take appropriate security measures and to notify serious incidents to the relevant national authority;
and

•

Requiring key digital service providers (search engines, cloud computing services and online marketplaces) to
comply with the security and notification requirements. 111

The Directive on Privacy and Electronic Communications (Directive 2002/58/EC), also known as the E-Privacy
Directive, was implemented to work in tandem with the 1995 data directive by addressing specific data privacy
concerns. The E-Privacy Directive is perhaps most known for the regulation of webpage cookies. For example, the
Directive provides that “[m]ember States shall ensure that the use of electronic communications networks to store
information or to gain access to information stored in the terminal equipment of a subscriber or user is only
allowed on condition that the subscriber or user concerned is provided with clear and comprehensive information
“personal data” means any information relating to an identified or identifiable natural person (‘data subject’); an
identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an
identifier such as a name, an identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural
person;
108
Id. at Art. 32.
109
Id. at Art. 33.
110
Id. at Art. 83.
111
The Directive on security of network and information systems (NIS Directive), European Commission,
https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive (last update
Sept. 19, 2017).
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in accordance with Directive 95/46/EC, inter alia about the purposes of the processing, and is offered the right to
refuse such processing by the data controller.” 112 The Directive also places restrictions on unsolicited marketing
communications. 113 Notably, the European Commission has circulated a proposed Regulation on Privacy and
Electronic Communications that would supersede the E-Privacy Directive if passed. 114

PROPOSED LEGISLATION 115
Until recently, there has been no single law, statute, or regulation requiring businesses to provide security for the
data collected from their consumers. In August 2017, U.S. Senators Mark R. Warner (D-VA), Cory Gardner (R-CO),
Ron Wyden (D-OR), and Steve Daines (R-MT) introduced bipartisan legislation directed to improving the
cybersecurity of devices connected to the Internet. 116 The Internet of Things Cybersecurity Improvement Act of
2017 would mandate standards requiring a base level of security for any IoT devices that are used by the
government. The bill would require that devices support patches and password changes and would give security
researchers greater legal protection to hack devices to test potential exploits. 117
Specifically, the proposed Internet of Things Cybersecurity Improvement Act of 2017 would 118:
•

Require that vendors of Internet-connected devices purchased by the federal government ensure: their devices
are patchable, they rely on industry standard protocols, they do not use hard-coded passwords, and their
systems do not contain any known security vulnerabilities;

•

Direct the Office of Management and Budget (OMB) to develop alternative network-level security requirements
for devices with limited data processing and software functionality;

•

Direct the Department of Homeland Security’s National Protection and Programs Directorate to issue
guidelines regarding cybersecurity coordinated vulnerability disclosure policies to be required by contractors
providing connected devices to the U.S. Government;

•

Exempt cybersecurity researchers engaging in good-faith research from liability under the Computer Fraud and
Abuse Act and the Digital Millennium Copyright Act when engaged in research pursuant to adopted
coordinated vulnerability disclosure guidelines;

•

Require each executive agency to inventory all Internet-connected devices in use by the agency.

Directive on Privacy and Electronic Communications Art. 5(3) (Directive 2002/58/EC).
Id. at Art. 13.
114
See Proposal for an ePrivacy Regulation, European Commission (Jan. 10, 2017), https://ec.europa.eu/digitalsingle-market/en/proposal-eprivacy-regulation.
115
Thomas J. Smedinghoff, An Overview of Data Security Legal Requirements for All Business Sectors, Locke Lorde
http://media.lockelord.com/files/uploads/Insurance/Article%20%20Data%20Security%20Requirments%20for%20All%20Business%20Sectors.pdf (last visited Oct. 31, 2017).
116
Senators Introduce Bipartisan Legislation to Improve Cybersecurity of “Internet-of-Things” (IoT) Devices, Mark R.
Warner (Aug. 1, 2017), https://www.warner.senate.gov/public/index.cfm/2017/8/enators-introduce-bipartisanlegislation-to-improve-cybersecurity-of-internet-of-things-iot-devices [hereinafter Warner].
117
Jon Fingas, Senate bill demands tougher security for the Internet of Things, Engadget (Aug. 1, 2017),
https://www.engadget.com/2017/08/01/senate-iot-security-bill/.
118
See Warner, supra note 116.
112
113
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If this or similar legislation is passed, some commenters expect there to be implications for consumer devices as
well as those used in government. For example, manufacturers might find it more cost effective to sell all their
devices with security features incorporated, regardless of whether they are intended for government or private
consumers. However, since many IoT devices are directed principally to consumers, it is hard to predict to what
extent manufacturers would voluntarily adopt the standards into consumer devices should the bill pass. 119

119

Rhys Dipshan, Proposed IoT Cybersecurity Legislation Could Lead to Consumer Device Standards, Corporate
Counsel (Aug. 3, 2017), http://www.corpcounsel.com/id=1202794700025/Proposed-IoT-CybersecurityLegislation-Could-Lead-to-Consumer-Device-Standards?mcode=1202617073467&curindex=4&curpage=ALL.

BAKER BOTTS

© 2018 Baker Botts L.L.P.

CYBERSECURITY
| Published by Wolters Kluwer

24
111

BIG DATA Handbook | A Guide for Lawyers

5
Data Usage Agreements
Data Usage Agreements Introduction
Best Practices for DUAs

>

>

BIG DATA Handbook—A Guide for Lawyers | Chapter 5 — Data Usage Agreements
PRIVILEGED & CONFIDENTIAL

Data Usage Agreements
Introduction
The proliferation of the Internet of Things (IoT) has enabled widespread collection of data about nearly every
aspect of the world around us. Once collected, this data can then be analyzed using Big Data and AI tools and
techniques. 1 Together, IoT and Big Data provide a powerful combination of tools for identifying insights and
drawing conclusions to optimize processes across all industries. 2 The usage of this data in this way is typically
governed through, and in many cases limited by, data usage agreements (DUAs). 3
DUAs are contractual agreements between a user, who generates data, and a data holder, broker, or analyst who
collects, analyzes, or otherwise makes use of the user’s data. 4 Potential users, or data subjects, include corporate
clients and individual consumers. Analysts provide the technology that collects and analyzes users’ data. 5 For
purposes of this Handbook, all recommendations are assumed to be from the perspective of an analyst, and,
except where otherwise noted, all users are assumed to be corporate users.
A DUA can include terms governing an analyst’s rights to use and distribute data, data ownership, confidentiality
requirements, security precautions, and other contractual terms negotiated between the parties. Additionally, such
agreements must be mindful of federal and international data privacy laws and regulations, as well as state
contract laws.
DUAs are the backbone of Big Data. Collecting and storing user data, which is often quite expensive, is not
worthwhile without the ability to use that collected data to identify insights and commercial advantages. DUAs
allocate those rights, responsibilities, and risks among the parties in a Big Data system, and can implicate concerns
in connection with cybersecurity, intellectual property, and data privacy, among others. Accordingly, DUAs can
touch upon and can be influenced by the topics discussed in the previous chapters of this Handbook.

1

2
3

4

5

Philip Kushmaro, The IoT and Big Data: Making the Connection, HUFFINGTON POST (Sept. 23, 2016, 3:49 PM),
http://www.huffingtonpost.com/philip-kushmaro/the-iot-and-big-data-maki_b_12116608.html.
Id.
Doug Geisler, Driving Data with Unintentional New Uses: Internet of Things, AVNET,
http://design.avnet.com/axiom/internet-things-creating-new-data-unintentional-new-uses (last visited July 28,
2017).
Peter Leonard, Making the most of your data: Getting data analytics contracts right, IAPP (Mar. 21, 2016),
https://iapp.org/news/a/making-the-most-of-your-data-getting-data-analytics-contracts-right.
Big Data Analytics Services, HITACHI, https://www.hds.com/en-us/services/big-data-analytics-services.html (last
visited July 28, 2017).
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Best Practices for DUAs
DEFINING “DATA”
Before any further terms of a DUA are drafted, the scope of the term “data” should be clearly defined. 6 Data can
be defined broadly or narrowly. Broad definitions of data, such as “any data generated by or derived from the
user’s activities and collected by the analyst,” could result in the volume of data covered by the DUA changing
significantly over time as more data may be collected. Narrow definitions of data, such as “data created by the
user’s activities in connection with locomotives and collected by analyst in the past five years,” can more narrowly
limit the types of data within the scope of the agreement. 7
It is important that data be clearly defined in accordance with the expectations of the parties to a DUA. Depending
on the needs of the parties, a broad or narrow definition may be appropriate. The parties should consider whether
the agreement will cover data about, or generated by, the user or its customers, and whether “derived data” (i.e.,
new data generated through analysis of the original dataset), also sometimes referred to as “usage data,” is within
the scope of the agreement’s definition of “data.” 8
In addition to defining the scope of covered data, the parties should agree on a format for data delivery. The
agreement should specify a data format for delivery to the analyst that is useful and convenient. Additional
considerations can include the frequency with which data will be updated, the mechanism for delivery,
cybersecurity precautions, and the degree of support to be provided by the analyst. 9

OWNERSHIP OF DATA
RAW DATA OWNERSHIP
DUAs should determine and clearly state which party will own any data contemplated within the scope of the
agreement. 10 Typically, the user, or data subject, will retain ownership of the data and license it to the analyst;
however, a DUA can alternatively provide for data ownership to transfer from the user to the analyst. 11 The DUA
should also specify the ownership of derived data or other results of data analysis—often the subject of great
David W. Tollen, The Big Data Licensing Issue-Spotter, TECHCONTRACTS.COM (Dec. 8, 2015),
https://techcontracts.com/2015/12/08/the-big-data-licensing-issue-spotter/#_ftn4.
7
See id.
8
Id.
9
See id.
10
Id.; see Cutting Edge Issues in IP Ownership: Big Data and New Technologies, ASSOCIATION OF CORPORATE COUNSEL 1,
14-15 (June 1, 2016), https://www.acc.com/chapters/wash/upload/BakerHostetler-Cutting-edge-issues-in-IPownership.pdf [hereinafter IP Ownership].
11
Tollen, supra note 6; see Leslie T. Thornton & Edward R. McNicholas, Governing Information with Vendors–
Contracting with Service Providers, 5 Successful Partnering Between Inside and Outside Counsel § 82.17 (2015).
6
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debate, and fierce negotiation, in connection with DUAs. 12 The commercial realities and details of any given
agreement will determine which approach is best.
When ownership is retained by the user, a preservation clause can be included to that effect. A preservation clause
might state, for example, that: “The Licensed Data remains User’s sole and exclusive property, and Analyst receives
no right, title, or interest in or to the Licensed Data, except to the limited extent set forth in the Data License.” 13
When ownership is transferred from the user to the analyst, an assignment clause can be included to that effect.
For example, an assignment clause might state that: “User hereby assigns all its right, title, and interest in and to
the Transferred Data to Analyst.” 14

DERIVED DATA OWNERSHIP
Licensing of data often results in the generation of new data. “Derived data,” or “usage data” generally refers to
data generated through analyzing and processing the original dataset, and through monitoring or observing the
use of the system. It may also include derivative works, such as modified versions of the original dataset to which
additional data has been added or from which data has been removed. 15
The scope and ownership of derived data should be clearly defined in a DUA. Derived data may be defined
broadly to include derivative works, or it may be defined more narrowly, to separate other derived data from
derivative works. Both analysts and users may want ownership of derived data. Users may argue that because
derived data results from the original dataset, which the user owns, and without which the derived data could not
have been generated, the user should rightly own the derived data. Analysts may argue that the derived data
results from the analyst’s transformation of the dataset—which is not possible without the analyst’s processing
engine—so it should be owned by the analyst. 16 Again, the outcome of each such negotiation will be determined
by the commercial realities and respective bargaining positions of the parties.
In determining ownership of derived data, the user may want to know whether original data can be retrieved from
the derived dataset. If so, users may be unlikely to agree to terms transferring ownership of the derived data to
the analyst. The user may also consider whether the derived dataset is, or can be, anonymized, and if so may be
more likely to cede ownership to the analyst. 17

LICENSING BACK
One way to facilitate agreement over data ownership is to include a license back provision in the DUA. Under a
license back, whichever party grants ownership of the data under the agreement receives a license to use the data.
Licensing back may allow the party that does not own the derived data to nevertheless use and exploit the results
of the analyst’s work. Additionally, when the agreement calls for ownership of the raw data to pass to the analyst,
the user may want a license back to maintain access to the data. When the user retains ownership of the raw data,
Tollen, supra note 6.
Id.
14
Id.
15
Id.
16
See id.
17
See id.
12
13
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the analyst typically does not need a license back because the direct license between the user and the analyst will
usually suffice. If a license back is used, it should clearly set forth what data and usage rights fall within its scope,
and may include usage restrictions and distribution restrictions, as discussed below.

OWNERSHIP OF INTELLECTUAL PROPERTY
COPYRIGHT
Big Data presents unique intellectual property questions. While the raw data itself in many instances may not be
subject to any intellectual property protections, 18 the original arrangement or compilation of the raw data may be
protected under copyright law. 19 According to the U.S. Copyright Office, “[a]n application to register a database
typically covers the selection, coordination and/or arrangement of data, information or files, but does not cover
the data, information or files unless they are specifically claimed in the application.” 20 The EU approach differs
slightly, and provides copyright protection of a database if there has “been substantial investment in obtaining,
verifying, or presenting the contents of the database.” 21
Under U.S. copyright law, a copyright owner has the exclusive right to create derivative works based on their
copyrighted work. 22 A copyright owner “may claim copyright in a work that recasts, transforms, or adapts a
[copyrighted] work.” 23 An exception to derivative works exists under the fair use doctrine. 24 Under the fair use
doctrine, courts analyze four factors to determine whether a derivative work constitutes a fair use, such that there
is no copyright infringement. 25 The factors include: (1) “the purpose and character of the use,” (2) “the nature of
the copyrighted work,” (3) “the amount and substantiality of the portion used in relation to the copyrighted work
as a whole,” and (4) “the effect of the use upon the potential market for or value of the copyrighted work.” 26
Under the first factor, “the purpose and character of the use,” courts will look to whether the use is transformative,
“altering the original with new expression, meaning, or message.” 27

Feist Publ’ns, Inc. v. Rural Tel. Serv. Co., 499 U.S. 340, 344 (1991) (“Facts are not copyrightable.”); see IP
Ownership, supra note 10, at 17.
19
Feist Publ’ns, Inc., 499 U.S. at 348 (“[The compilation author’s] choices as to selection and arrangement, as long
as they are made independently by the compiler and entail a minimal degree of creativity, are sufficiently
original that Congress may protect such compilations through the copyright laws.”); Gemel Precision Tool, Co. v.
Pharma Tool Corp., 1995 WL 71243, at *4 (E.D. Pa. Feb. 13, 1995) (“While it is true that factual information
generally accessible to the public is not protected by copyright law, the compilation of those facts may be
copyrightable.”); see IP Ownership, supra note 10, at 17.
20
U.S. COPYRIGHT OFFICE, COMPENDIUM OF U.S. COPYRIGHT OFFICE PRACTICES § 1002.6 (3d ed. 2014) [hereinafter
COMPENDIUM]; see IP Ownership, supra note 10, at 18.
21
EU Directive 96/9/EC on the Legal Protection of Databases; see IP Ownership, supra note 10, at 19.
22
COMPENDIUM, supra note 20 § 507.2; see IP Ownership, supra note 10, at 23.
23
COMPENDIUM, supra note 20 § 507.2.
24
Copyright Act of 1976, 17 U.S.C. § 107.
25
Id.; see More Information on Fair Use, COPYRIGHT.GOV, https://www.copyright.gov/fair-use/more-info.html (last
visited July 28, 2017).
26
17 U.S.C. § 107.
27
Campbell v. Acuff-Rose Music, Inc., 510 U.S. 569, 569 (1994).
18
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A key question, therefore, is whether Big Data analysis transforms a dataset. 28 On the one hand, analysts may
argue that their analysis provides the original dataset with new meaning and transforms the dataset. 29 On the
other hand, users may argue that the change is not so great that it meaningfully transforms the copyrighted
database. 30 To avoid these types of copyright conflicts over the original dataset and the derived data, IP
ownership should be clearly allocated in a DUA. 31
Additionally, because ownership of the original dataset will often remain with the user, analysts should receive
licenses to the dataset to prevent copyright infringement litigation over their agreed-upon work. 32

TRADE SECRET
Data may also constitute or include a user’s protected trade secrets. 33 Users may require reasonable internal and
external procedures to protect their trade secrets. 34 Accordingly, users may seek to impose restrictions, including
confidentiality requirements (as further discussed below), data security requirements, and limitations on the
number of people privy to trade secret information. 35 The parties to the DUA should agree on the appropriate
terms to protect and maintain trade secret status of any trade secret information. 36 Breach of these terms by the
analyst can threaten the user’s trade secrets as well as the analyst’s commercial relationship with the user. 37

LICENSE SCOPE
A DUA should define the scope of the analyst’s license to the user’s data by delineating data usage rights, data
use restrictions, and data distribution restrictions. 38 Analysts will typically seek expansive licenses to users’ data,
including broad usage rights, minimal use restrictions, and broad distribution rights, while users, or data subjects,
may wish to only grant narrow licenses with specific usage rights, strict use restrictions, and limited distribution
rights. 39

DUAs AND USAGE RIGHTS
Data usage rights define the breadth of the analyst’s rights to use the user’s dataset. It is typically important, from
the perspective of a data analyst, to secure broad usage rights to have flexibility in the use of the data because the
value and monetization of Big Data datasets is typically driven in part by the ways in which the data can be used.
Seeking broad usage rights, analysts may sometimes be granted data access without restriction or limitation, for a

See IP Ownership, supra note 10.
See id.
30
See id.
31
See Tollen, supra note 6.
32
See id.
33
See IP Ownership, supra note 10, at 23; Tollen, supra note 6.
34
See Tollen, supra note 6.
35
Id.
36
See id.
37
See id.
38
Id.
39
See id.
28
29
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fee. An agreement resulting from such an arrangement could recite, for example: “User hereby grants Analyst a
non-exclusive right to reproduce and modify the data.” 40
Users may attempt to constrain usage rights through a narrow license, using more restrictive language, for
example: “User hereby grants Analyst a non-exclusive right to reproduce the data and use it as set forth in the
Data Use Section and to modify the data solely as set forth in the Data Modification section.” 41 Of course, such a
DUA would also need to define the allowable usage and modification of the data. 42
Alternatively, usage rights can be crafted broadly, and usage restrictions can be imposed on this right. This
approach provides the analyst unfettered access to the data, but constrains the analyst’s usage via restrictions, as
discussed below. 43

DUAs AND USAGE RESTRICTIONS
Usage restrictions enable the user to limit the scope of a data license. 44 Examples of potential use restrictions
include, among others, customer restrictions, field of use restrictions, consumer restrictions, anonymity
requirements, sub-licensing restrictions, exclusivity restrictions, and discovery restrictions. 45 A wide variety of
creative usage restrictions may be crafted.
Customer restrictions limit the third parties for whom the analyst may provide services based on analysis of the
user’s dataset. 46 The user may want its data used solely for it, and could request a restriction such as: “User’s data
shall be used by Analyst only to provide services to User.” Similar but less stringent restrictions could be
employed, for example, prohibiting the analyst from providing services to direct competitors of a customer. The
power of Big Data, however, lies in the aggregation of data and the use of combined datasets to serve many
different functions. The analyst is therefore typically incentivized to bargain for less restrictive usage rights, and to
try to leverage the data available to it.
Field of use restrictions may limit the analyst’s ability to do anything more than provide services to the user. These
restrictions may limit the analyst’s ability to use the user’s dataset to identify, market, advertise to, or contact the
user’s consumers. Field of use restrictions may also be used to limit the territory where the data may be stored,
processed, or accessed, or may provide limitations on the devices that may store, process, or access the data. 47
The user may want to impose narrow field of use restrictions. The analyst might not have a strong preference on
field of use restrictions, so in some circumstances, the analyst may be able to use field of use restrictions as a
bargaining chip to obtain concessions in other areas that are more critical to an analyst’s business.
If the data was collected from the user’s consumers, then consumer restrictions may limit the analyst so that
promises made to the user’s consumers when the data was collected, are kept. The user must insist that the
Id.
Id.
42
See id.
43
See Tollen, supra note 6.
44
See id.; Thornton & McNicholas, supra note 11.
45
See Tollen, supra note 6.
46
See id.
47
Id.
40
41
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analyst not use its data in any manner inconsistent with the user’s agreement with its consumers. Consumer
restrictions are crucial to the user because such restrictions can help the parties avoid or at least minimize the risk
of potential lawsuits from consumers. 48 The analyst may need to acquiesce to these restrictions, but it can still use
them to bargain for other concessions from the user.
Anonymity requirements may obligate the analyst to analyze only anonymized data and may set restrictions on
the analyst’s usage rights for the anonymized data. As further discussed in the privacy chapter, data can be
anonymized by removing identifying information, such as names and other personal information of consumers,
from the dataset. The analyst, in accordance with an agreement may be obligated to anonymize the data, or the
user may provide the analyst with an anonymized dataset. 49 In either case, and depending on the context of the
agreement and the source of the data (e.g., was the data collected from human data subjects or some industrial
IoT data gathering), a user may seek to impose restrictions on the analyst’s ability to extract or discern identifying
information from the anonymized dataset. 50
Sub-licensing must be expressly authorized or forbidden. When sub-licensing is authorized, a user may generally
seek to delineate the permissible purposes of any sub-license and may seek to restrict the list of authorized sublicensees. Additionally, the user may want any sub-licensee to be bound by the DUA, including any usage
restrictions provided in the DUA. Liability for the sub-licensee’s conduct should also be addressed in any DUA that
provides for sub-licensing. While neither the user nor the analyst will be incentivized to bear the risk of liability for
a sub-licensee’s conduct, the user and the analyst should seek to specify in the agreement the liability allocation
as between the parties. An analyst may have a stronger argument against bearing this risk if the DUA provides for
user approval of any sub-licensee. The analyst can also try to avoid any sub-licensing issues by requiring that the
user contract directly with any third parties. 51
Exclusivity restrictions may govern who may exploit the data under the DUA. DUAs may be non-exclusive
agreements, providing that the user and third parties can also use the data. Under an exclusive agreement,
however, the analyst may be granted the sole right to use the data, such that the user and any third parties will
not be able to use the data without the analyst’s consent. These issues should be clearly resolved in the DUA by
including exclusivity or non-exclusivity clauses. 52 Exclusivity clauses can be tailored to allow data access to certain
parties, but not others (for example, competitors, other companies operating in particular industries, etc.).
Discovery restrictions can be included to create procedures for situations in which the data that is the subject of a
DUA becomes the subject of discovery in a litigation. If the data is solely in the analyst’s possession, then the
analyst may be subpoenaed by opposing parties or third parties in litigation. Therefore, the user and analyst
should agree on terms governing discovery considerations. By employing these procedures, if the user has access
to the data and that data is sought in discovery, the user can respond to discovery requests more efficiently
without requiring involvement of the analyst. In the context of discovery restrictions, parties should also consider

Id.
Id.
50
See id.
51
Id.
52
See id.
48
49
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retention and deletion. To avoid the risk of sanctions for spoliation, 53 the DUA may also provide that either the
user maintain a copy of an unaltered dataset or that the analyst preserve a copy of an unaltered dataset before
any data is modified or deleted. 54

DUAS AND DISTRIBUTION RESTRICTIONS
A license may also include distribution restrictions. Distribution restrictions determine whether the analyst may
redistribute the raw data or an anonymized version of the data set. 55 Because distribution of the raw data can
extinguish trade secret protection of the data, a user in some circumstances may want to strictly limit any such
redistribution. 56 Additionally, redistribution could result in liability for a breach of a user’s agreement with its
consumers or data subjects, or consumers may be displeased to learn that a user is allowing redistribution of the
consumers’ data. 57 As a result, the user may be reluctant to allow redistribution of the raw data. At a minimum, the
user will often want to place limits on the parties to whom data may be distributed and might require that any
redistribution comply with the data usage restrictions. 58

COMPLIANCE CONDITIONS
The DUA may condition usage rights on certain performance requirements. 59 The user may seek to expressly
condition the license on compliance by the analyst with other provisions of the DUA, such as the data usage
restrictions, data distribution restrictions, anonymization requirements, confidentiality requirements, and security
requirements. 60 A breach of the compliance conditions would therefore invalidate the license and cause the
analyst to both breach the contract and become an infringer of any IP rights covered by the license. 61 Even if the
user fails to include an express compliance condition in the DUA, the DUA may include an inherent compliance
condition, as a material breach of the DUA may result in contract termination. 62

CONFIDENTIALITY
Both the user and the analyst will want to ensure that data is kept confidential. 63 The user will generally want the
analyst to keep the raw data confidential and the analyst will generally want the user to keep the derived data
confidential. 64 To ensure confidentiality, the DUA should include an express confidentiality clause, such as:
“Analyst and User will not disclose the data or derived data or any part of it to any third party except as specifically

See id.
See id.; Thornton & McNicholas, supra note 11.
55
Tollen, supra note 6.
56
Id.
57
Id.
58
Id.
59
Id.
60
See id.
61
Id.
62
See id.
63
See id.
64
Id.; see Thornton & McNicholas, supra note 11.
53
54
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authorized by this Agreement.” 65 As included in the above example, the confidentiality clause must include an
exception clause that exempts specific authorizations in the DUA from confidentiality requirements. 66 The
exception clause keeps the confidentiality requirement from frustrating other provisions of the DUA, such as those
authorizing distribution to third parties and sub-licensing. 67
The parties should also specify an appropriate term for the confidentiality clause. For example, confidentiality
requirements could last for the term of the DUA, or continue beyond it. The particular facts of any given Big Data
transaction, and the data that is the subject of the agreement, will be factors that determine the length of the
term. Confidentiality may also raise concerns related to trade secrets, and if a DUA covers trade secret information,
a confidentiality clause should not expire as long as the data is held as a trade secret. 68

SECURITY
Data security clauses govern the precautions that each party will take in protecting the data from unauthorized
exposure or disclosure. 69 Potential precautions include technical steps such as data encryption, passwords, and
data breach detection software, and physical steps, such as locking the doors to server rooms, as more fully
explored in the cybersecurity chapter. 70 The DUA should clearly state which party is responsible for taking which
security measures, and which party is responsible in the event of a data breach. 71 The analyst in a typical
agreement will likely be required to take data security measures. 72
The analyst may also be required to monitor for potential data breaches and provide notice to the user in the
event of a breach. 73 The DUA should clearly state the analyst’s responsibilities in the event of a data breach. 74
Considerations include the level of monitoring that the analyst is required to conduct, the type of notice that the
analyst is required to provide the user, and the level of cooperation the analyst is required to provide to the user
and law enforcement in the event of a breach. 75

WARRANTIES AND INDEMNITIES
The analyst may also wish to seek warranties and indemnities from the user. 76 The user may want to disclaim any
warranties related to their data, and to provide the data “as is.” 77 Such a disclaimer clause could recite: “Data is
provided ‘as is,’ without warranty of any kind, either expressed or implied, including without limitation any
Tollen, supra note 6.
Id.; see Thornton & McNicholas, supra note 11.
67
See Tollen, supra note 6.
68
See id.
69
Tollen, supra note 6; see Thornton & McNicholas, supra note 11.
70
Tollen, supra note 6.
71
See id..
72
See id.
73
Id.; see Thornton & McNicholas, supra note 11.
74
Tollen, supra note 6.
75
Id.
76
Id.
77
Id.
65
66
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warranties that the data is fit for a particular use.” 78 The analyst may, however, refuse such a broad disclaimer and
insist on some warranties from the user, such as IP warranties or warranties that the user has taken reasonable
measures to ensure data accuracy and/or integrity. 79
In addition to warranties, the parties can craft indemnities to shift liability between the parties in the event of a
lawsuit. 80 Particular indemnities will depend on the terms of the contract; however, a typical DUA will include some
form of data breach indemnities. 81 Data breach indemnities may result in the user indemnifying the analyst, the
analyst indemnifying the user, or a mutual indemnity in which both parties agree to indemnify each other under
certain circumstances. 82 Indemnity clauses should be drafted so that they are consistent with other contractual
terms. 83

LIQUIDATED DAMAGES
Damages arising from a DUA breach can be difficult to quantify. 84 Accordingly, a DUA may include a liquidated
damages clause in the event of a breach. 85 A liquidated damages clause provides the user and the analyst with
more certainty and allows the parties to better allocate their risk and resources in connection with the transaction.
An example of a liquidated damages clause may include language along the lines of: “Whereas the parties agree
that quantifying damages arising from a breach of this agreement is inherently difficult, in the event that User
breaches this agreement, User shall pay Analyst $[x]; and in the event that Analyst breaches this agreement,
Analyst shall pay User $[y].”

TERMINATION
One of the final considerations for the parties to a DUA is the question of what happens with the data upon
termination of the DUA. Considerations include returning raw data and derived data, destroying raw data and
derived data, and transition services. 86 In some agreements, raw data is returned to the user upon termination of
the DUA. 87 The DUA should define the timing for the return of raw data, and should specify the format in which
data should be returned. 88 Additionally, if the derived data is owned by the user, the analyst may be required to

See id.
See id.
80
See id.
81
See id.
82
Id.
83
For example, the indemnification provision must be consistent with the security requirements. If, on the one
hand, the DUA states that the analyst is responsible for security measures and the analyst fails to meet those
measures, resulting in a data breach, the indemnification provision may dictate that the analyst must indemnify
the user. If, on the other hand, the analyst meets those measures, but a data breach still occurs, the
indemnification provision may dictate that the user agrees to indemnify the analyst.
84
See Tollen, supra note 6.
85
Id.
86
See id.
87
Id.
88
Id.
78
79
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return the derived data to the user. 89 Similar to the raw data, specific terms as to the return of derived data should
be explicitly included in the DUA. 90
The DUA may require that the analyst destroy data upon termination. 91 An example of such a destruction clause is:
“Analyst will destroy any and all copies of the User’s data in its possession or control, exercising reasonable efforts
to ensure that no element of the data may be restored by any means.” 92 Similar to the return of data, a
destruction clause should specify the time for performance. 93
Finally, a DUA should include transition terms if a user contemplates transferring its data to a new analyst. 94 The
user may not be able to conveniently manage or store its data until it identifies a new analyst. 95 Such a user may
seek to include transition terms to ensure safe management and storage of the data during such a transition. 96 For
continuity, the DUA can include transition terms requiring the analyst to continue to store the data for the user
while granting the user continuing access. 97 The terms can also require storage for a set period of time. 98 Analysts
may also wish to require a fee associated with these transitional services. 99

LEGAL COMPLIANCE
A DUA should also specify that the parties are required to comply with all applicable laws and regulations. 100 For
example, such an agreement may include a provision requiring compliance with applicable laws and regulations
related to data privacy, such as those more fully explored in the privacy chapter of this Handbook. 101 Such a
provision may help to ensure compliance with applicable state and federal data privacy laws. Ultimately, a DUA
will be subject to state contract law in the event of a dispute between the user and the analyst. 102
When U.S. law governs the DUA, applicable federal laws may include the Health Information Portability and
Accountability Act (“HIPAA”), 103 the Fair Credit Reporting Act (“FCRA”), and the Gramm-Leach-Bliley Act
(“GLBA”). 104 Additional federal regulations from the FTC may also be applicable. 105 States may also have individual

Id.
Id.
91
Id.
92
See id.
93
See id.
94
See id.
95
Id.
96
Id.
97
Id.
98
Id.
99
Id.
100
See id.
101
Id.
102
See Tollen, supra note 6.
103
See Kevin Coy & Neil W. Hoffman, Big Data Analytics under HIPAA, ARNALL GOLDEN GREGORY LLP (March 17,
2016), http://www.agg.com/Big-Data-Analytics-Under-HIPAA-03-17-2016/.
104
See Tollen, supra note 6; Jacqueline Klosek, Regulation of Big Data in the United States, TAYLORWESSING (July
2014), https://www.taylorwessing.com/globaldatahub/article_big_data_us_regs.html.
89
90
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data privacy laws, such as the California Online Privacy Protection Act (“CalOPPA”), and data regulations, such as
the Massachusetts Data Security regulations. 106 When EU law governs a DUA, the EU General Data Protection
Regulation (“GDPR”) will likely apply to a DUA. 107
The bottom line: DUAs can invoke a quagmire of laws and regulations from many different jurisdictions, and as a
result, require counsel across a broad spectrum of legal expertise to ensure compliance.

OTHER CONSIDERATIONS
The universe of potential terms for a DUA is broad and includes many other provisions that are beyond the scope
of this Handbook, including provisions common to general corporate contracts and technology agreements, such
as definitions of termination, third party assignment provisions, payment terms, and further liability clauses. 108

See John K. Higgins, FTC Issues Regulatory Warning on Big Data Use, E-COMMERCE TIMES (Jan. 20, 2016),
http://www.ecommercetimes.com/story/83004.html; Klosek, supra note 104.
106
See Tollen, supra note 6; Klosek, supra note 104.
107
Tollen, supra note 6.
108
Id.
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