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Data Privacy Introduction
“Big Data, they say, will open the door to making smarter decisions in every field from business and
biology to public health and energy conservation. . . But the latest leaps in data collection are raising
new concern about infringements on privacy—an issue so crucial that it could trump all others and
upset the Big Data bandwagon . . . [and] the surveillance possibilities of the technology . . . could leave
George Orwell in the dust.” 1
Privacy law in the context of big data is a developing area of law. Data privacy can vary significantly across
different jurisdictions, and even within a jurisdiction. Big data is also transforming the way we live, allowing for the
development of smart cities; but there too, privacy concerns abound. 2 A general rule of thumb in the United
States is that privacy is not protected unless a law provides otherwise. However, in Europe, for example, privacy is
protected by default. In practice, this often means that in the U.S., data practices are not limited unless a specific
regulation prevents them; whereas in the E.U., data practices must be specifically allowed (i.e., a permissible use
must be granted).
In the United States, the law is unsettled as to whether privacy is a constitutionally protected right. 3 Privacy from
law enforcement is recognized as a Fourth Amendment right, 4 but privacy from other governmental observation
may be less definite. 5 U.S. privacy protections are often found in sector-specific regulations. 6 In addition,
individual state privacy laws further complicate U.S. data practices. 7 In Europe, privacy is considered a fundamental

Steve Lohr, Big Data Is Opening Doors, but Maybe Too Many, N.Y. TIMES (Mar. 23, 2013),
www.nytimes.com/2013/03/24/technology/big-data-and-a-renewed-debate-over-privacy.html.
2
Nick Summers, Inside Google’s plan to build a smart neighborhood in Toronto, Engadget, (Mar. 16, 2018),
https://www.engadget.com/2018/03/16/alphabet-google-sidewalk-labs-toronto-quayside/.
3
See, e.g., Whalen v. Roe, 429 U.S. 589 (1977) (finding that government interests in collection would outweigh “any
right or liberty protected by the Fourteenth Amendment” in the specific circumstances and would not invade
any such right, but refused to decide whether any right actually existed).
4
See, e.g., Katz v. United States, 389 U.S. 347 (1967). Note that there are several ways law enforcement can bend
such protection, such as under exigent circumstances, the plain view doctrine, the open fields doctrine, and the
third-party doctrine.
5
See, e.g., McIntyre v. Ohio Elections Commission, 514 U.S. 334 (1995) (in some circumstances, anonymity can be
protected under the First Amendment); Griswold v. Connecticut, 381 U.S. 479 (1965) (a right of privacy related to
marriage was an unremunerated right).
6
See, e.g., Employee Polygraph Protection Act (EPPA), 29 U.S.C. §§ 2001 et seq.; Children's Online Privacy and
Protection Act of 1998 (COPPA), 15 U.S.C. § 6501 et seq. (2000).
7
See, e.g., CAL. CIV. CODE § 3344 (protects public use of name and likeness); CAL. CIV. CODE §1798.82 (grants data
breach notification). Some states have taken steps to fill gaps created by federal lawmakers. See Erin Golden,
1
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human right, and privacy laws protect from intrusion by governments, organizations, and individuals. 8 In other
locales, privacy laws may provide some form of protection. 9 The common thread in all of these regimes is that this
is a developing area of law subject to constant refinement as new technologies and new problems reshape the
modern world. 10
Because there is no one-size-fits-all approach to privacy, it is important to be familiar with the various approaches.
This section on data privacy provides an overview of the privacy problems in Big Data, the laws and regulations
that apply, some potential solutions that are currently being employed, and other topics related to data privacy.

Minnesota Legislature Pushes Back on Internet Privacy, STAR TRIBUNE (Mar. 30, 2017),
http://www.startribune.com/minnesota-legislature-pushes-back-on-internet-privacy/417670943/.
8
See, e.g., Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
Protection of Natural Persons with Regard to the Processing of Personal Data and on the Free Movement of
Such Data, and Repealing Directive 95/46/EC (General Data Protection Regulation), 2016 O.J. (L 119) 1
[hereinafter GDPR] (“protection of … personal data is a fundamental right”); Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing
of personal data and on the free movement of such data, 1995 O.J. (L 281) 31 [hereinafter EDPR] (“dataprocessing systems [must] respect … fundamental rights and freedoms, notably the right to privacy”); Charter of
Fundamental Rights of the European, 2000 O.J. (C364) arts. 7– 8; UNION EUROPEAN CONVENTION ON HUMAN RIGHTS,
EUROPEAN COURT OF HUMAN RIGHTS art. 8 (1953) (“Everyone has the right to respect for his private and family life,
his home and his correspondence”; “Everyone has the right to respect for his private and family life …”). The
origins of these rights can be attributed to the Universal Declaration of Human Rights. UNIVERSAL DECLARATION OF
HUMAN RIGHTS, UNITED NATIONS art. 12 (1948) (“No one shall be subjected to arbitrary interference with his
privacy, family, home or correspondence, nor to attacks upon his honour and reputation. Everyone has the right
to the protection of the law against such interference or attacks.”).
9

Zhōnghuá rénmín gònghéguó wǎngluò ānquán fǎ (中华 人民共和华 华 华 安全法) [PRC Cybersecurity Law]

(promulgated by Standing Comm. of the Nat’l People's Cong., Nov. 7, 106, effective June 1, 2017),
http://www.npc.gov.cn/npc/xinwen/2016-11/07/content_2001605.htm; Personal Information Protection Act
(PIPA) (Jul 24, 2015) (S. Kor.) (official translation located at
http://law.go.kr/engLsSc.do?menuId=0&subMenu=5&query=%EA%B0%9C%EC%9D%B8%EC%A0%95%EB%B3
%B4%EB%B3%B4%ED%98%B8%EB%B2%95#liBgcolor0) (“The purpose of this Act is to protect the freedom and
rights of each individual and further realize the dignity and value of each individual, by prescribing matters
related to the management and protection of personal information.”).
https://content.next.westlaw.com/Document/I1d81ec834f2711e498db8b09b4f043e0/View/FullText.html?context
Data=(sc.Default)&transitionType=Default&firstPage=true&bhcp=1.
10
See, e.g., United States v. Warshak, 631 F.3d 266 (6th Cir. 2010) (holding that email was analogous to traditional
postal mail, which modernized interpretation of the Stored Communications Act); GDPR (effective May 25, 2018);
PRC Cybersecurity Law (effective June 1, 2017); Kimberly Kindy, How Congress Dismantled Federal Internet Privacy
Rules, WASH. POST (May 30, 2017), https://www.washingtonpost.com/politics/how-congress-dismantled-federalinternet-privacy-rules/2017/05/29/7ad06e14-2f5b-11e7-8674437ddb6e813e_story.html?utm_term=.ad9111a0fce0 (noting politicians struggle to understand the Internet);
ASSOCIATED PRESS, Kagan: Court Hasn't 'Gotten To' Email, POLITICO (Aug. 20, 2013),
http://www.politico.com/story/2013/08/kagan-supreme-court-email-095724 (noting judiciary members also face
challenges addressing technology innovations).
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Selected Definitions
UNITED STATES
“The question of whether our law will recognize and protect the right to privacy ... must soon come
before our courts for consideration.” 11 Supreme Court Justice Louis D. Brandeis, while a law student,
posited this in 1890. Although U.S. courts have considered the question, a definitive answer remains
elusive.
A cornerstone of U.S. law is that privacy is often determined by a test requiring both subjective and objective
expectations of privacy. 12 In other words, the individual person actually expects privacy, and society would
recognize that expectation as reasonable. However, privacy protection in the U.S. can only be understood in the
context of the numerous privacy laws that regulate privacy in specific contexts.
With the web of regulations covering various aspects of privacy in the U.S., what constitutes data, privacy, or what
is subject to protection depends on the context and specific regulation. For example, the Children’s Online Privacy
Protection Act (COPPA) defines “personal information” to include name, location information, contact information,
Social Security number, and other identifying factors, but only protects this information for children under age 13
and primarily applies to web services “directed to” children. 13 The Health Insurance Portability and Accountability
Act (HIPAA) privacy law covers “protected health information” (PHI), but only when it is individually identifiable
and handled by covered entities (health plans, health care clearinghouses, and health care providers). 14 Many
employers are excluded from the HIPAA definitions, 15 but aspects of what would be PHI may be covered by other
regulations such as the Genetic Information Nondiscrimination Act of 2008 (GINA). 16 The complex interactions of
U.S. privacy regulations define the bounds of privacy, but the resulting scope of privacy protection is contextspecific.

Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. L. REV. 193 (1890).
Katz v. United States, 389 U.S. 347 (1967) (Harlan, J., concurring).
13
16 C.F.R. § 312.2. Actual knowledge that a web service is collecting or maintaining protected personal
information can also result in COPPA application. See United States v. Yelp, 3:14-cv-04163(N.D. Cal. Sept 17,
2014).
14
45 C.F.R. § 160.103.
15
Id.
16
Genetic Information Nondiscrimination Act of 2008, PL 110–233, May 21, 2008, 122 Stat 881.
11
12
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EUROPEAN UNION
The E.U. has a significantly more cohesive regulation of privacy and has developed relatively consistent
terminology. On May 25, 2018, the General Data Protection Regulation (GDPR) will enter effect and supersede the
EU’s Existing Data Protection Regulation (EDPR). 17 Some key definitions from the GDPR include:
•

“personal data” means any information relating to an identified or identifiable natural person (“data subject”);
an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an
identifier such as a name, an identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural
person; 18

•

Personal data can include (note that these definitions were not included in the EDPR):
– “genetic data” “means personal data relating to the inherited or acquired genetic characteristics of a
natural person which give unique information about the physiology or the health of that natural person
and which result, in particular, from an analysis of a biological sample from the natural person in
question.” 19
– “biometric data” “means personal data resulting from specific technical processing relating to the
physical, physiological or behavioral characteristics of a natural person, which allow or confirm the
unique identification of that natural person, such as facial images or dactyloscopic data.” 20
– “data concerning health” “means personal data related to the physical or mental health of a natural
person, including the provision of health care services, which reveal information about his or her health
status.” 21

•

Other important terms:
– “controller” “means the natural or legal person, public authority, agency or other body which, alone or
jointly with others, determines the purposes and means of the processing of personal data; where the
purposes and means of such processing are determined by Union or Member State law, the controller or
the specific criteria for its nomination may be provided for by Union or Member State law.” 22
– “processor” “means a natural or legal person, public authority, agency or other body which processes
personal data on behalf of the controller.” 23

Home Page of EU GDPR, EUGDPR, http://www.eugdpr.org/ (last visited Oct. 31, 2017).
GDPR, supra note 8, at 33 (Definition (1)). Note that Article 4 of the GDPR contains its definitions. See id. at 33–
36.
19
Id. at 34 (Definition (13)).
20
Id. at 34 (Definition (14)).
21
Id. at 34 (Definition (15)).
22
Id. at 33 (Definition (7)).
23
Id. at 33 (Definition (8)).
17
18
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– “recipient” “means a natural or legal person, public authority, agency or another body, to which the
personal data are disclosed, whether a third party or not. However, public authorities which may receive
personal data in the framework of a particular inquiry in accordance with Union or Member State law
shall not be regarded as recipients; the processing of those data by those public authorities shall be in
compliance with the applicable data protection rules according to the purposes of the processing.” 24
Many of the GDPR definitions are very similar, or identical, to their predecessors in the EDPR and will likely be
interpreted in a similar manner. 25 The primary difference in definitions is quantity: the GDPR contains 18 new
definitions, clarifying topics such as “personal data breach” and “biometric data.” 26 The terms have generally been
interpreted broadly, encompassing almost any data. 27

Id. at 33–34 (Definition (9)).
Compare GDPR, with EDPR.
26
Id.
27
See, e.g., Ryneš v. Úšrad pro Ochranu Osobních Údaju, CJEU (Fourth Chamber) (2014).
24
25
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Privacy Problems in Big Data
Privacy protections create several hurdles for big data. Is it permissible to initially collect data regarding subjects?
In what ways can one use that data? What is the extent to which, if any, the data must be secured? Key issues are
discussed below.

LACK OF CONTROL AND TRANSPARENCY
Privacy commentators have noted a lack of control and transparency when it comes to big data. 28 Data subjects
often do not know what happens with their information once it is collected, and often may not even realize that it
was collected in the first place. 29 Although data collectors often assume their subjects are giving away their data in
exchange for some service, these relationships are often one-sided and not in the interest of the subjects. 30
One commentator notes, “It is more and more difficult to know who has our data ... Information is gathered from
sensors and cameras, obtained through screening posts in social networks, and from analysis of web searches ...
[and] data brokers that gather as much information as possible about citizens.” 31 Another commentator notes that
“The collection of big data is based on so many different and unexpected sources that control by the individual
can be easily los[t], as in many cases he/she is not even aware of the processing or cannot trace how data are
flowing from one system to another. This poses significant engineering challenges on how to effectively and
timely inform users and on who manages this task, especially when the processing requires the interaction of
many players.” 32

See, e.g., Vicenç Torra & Guillermo Navarro-Arribas, Big Data Privacy and Anonymization, 498 IFIP ADVANCES
INFO. COMM. TECH. 15-26 (2016), https://link.springer.com/content/pdf/10.1007%2F978-3-319-55783-0_2.pdf;
Giuseppe D’Acquisto et. al., EUROPEAN UNION AGENCY FOR NETWORK AND INFORMATION SECURITY (ENISA), PRIVACY BY
DESIGN IN BIG DATA: AN OVERVIEW OF PRIVACY ENHANCING TECHNOLOGIES IN THE ERA OF BIG DATA ANALYTICS (Dec. 2015),
https://arxiv.org/pdf/1512.06000.pdf.
29
See, e.g., Privacy, ELECTRONIC FRONTIER FOUNDATION [EFF], https://www.eff.org/issues/privacy (last visited July 27,
2017); Privacy Badger, EFF, https://www.eff.org/privacybadger (last visited July 27, 2017) (“Privacy Badger is a
browser add-on that stops advertisers and other third-party trackers from secretly tracking where you go and
what pages you look at on the web.”).
30
See WHITE HOUSE BIG DATA AND PRIVACY WORKING GROUP, BIG DATA: SEIZING OPPORTUNITIES, PRESERVING VALUES (2014).
When available to a data subject, opting out of data collection generally results in a lower quality of service. See,
e.g., Privacy Policy, GOOGLE, https://www.google.com/policies/privacy/#infochoices (last visited July 27, 2017)
(“However, it’s important to remember that many of our services may not function properly if your cookies are
disabled.”) [hereinafter GOOGLE]; see also Omer Tene & Jules Polonetsky, Big Data for All: Privacy and User
Control in the Age of Analytics, 11 N.W. J. TECH. & INTELL. PROP. 239 (2013).
31
Torra & Navarro-Arribas, supra note 28, at 19.
32
D’Acquisto et. al., supra note 28, at 13.
28
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In the U.S., only certain data fall under regulations regarding transparency and control. 33 Organizations often selfimpose some requirements through privacy policies, but enforcement of those requirements can be and often is
limited. 34 Even if the policy is a contract, it is difficult for a data user to show sufficient injury or prove damages. 35
In some circumstances, the FTC has intervened to prevent unfair or deceptive practices. 36
The FTC’s enforcement power comes from Section 5 of the FTC Act. 37 Section 5 prohibits both unfair and
deceptive acts or practices:
Deceptive: a material representation, omission, or practice that is likely to mislead the consumer acting
reasonably in the circumstances, to the consumer’s detriment.
Unfair (less common): causes or is likely to cause substantial injury to consumers which is not reasonably
avoidable by consumers themselves and is not outweighed by countervailing benefits to consumers or
competition. 38
One recent example of a case where the FTC used its Section 5 power is in its suit against Taiwan-based computer
networking equipment manufacturer D-Link. In early 2017, the FTC alleged that D-Link employed inadequate
security measures with regard to its wireless routers and internet cameras. According to the FTC, D-Link
promoted the security of its routers on its website but failed to take steps to address well-known and easily
preventable security flaws. 39 The case was eventually dismissed because no actual damage was done to
customers, despite the fact that the customer information was vulnerable. 40

For example, FCRA permissible uses often relate to consumer-initiated transactions. 15 U.S.C. 1681b.
See, e.g., GOOGLE, supra note 30 (“People have different privacy concerns. Our goal is to be clear about what
information we collect, so that you can make meaningful choices about how it is used.”).
35
See, e.g., Spokeo, Inc. v. Robins, 136 S. Ct. 1540, 194 L. Ed. 2d 635 (2016), as revised (May 24, 2016) (publishing
inaccurate information about a data subject did not satisfy injury-in-fact for Article II standing, even though it
was a statutory violation); In re iPhone Application Litig., 6 F. Supp. 3d 1004 (N.D. Cal. 2013) (consumers were
unable to demonstrate actual reliance on misrepresentations that caused economic injury).
36
See, e.g., In re Snapchat, Inc., FTC No. C-4501 (Dec. 23, 2014) (FTC alleged portions of Snapchat’s privacy policy
were deceptive. Snapchat agreed to a consent agreement, which does not admit wrongdoing.); F.T.C. v.
Accusearch Inc., 570 F.3d 1187, 1191 (10th Cir. 2009) (“conduct may constitute an unfair practice under § 5(a) of
the FTCA even if it is not otherwise unlawful, and the FTC may pursue an unfair practice even if the practice is
facilitated by violations of a law not administered by the FTC”).
37
15 U.S.C. § 45. The FTC’s power to regulate unfair or deceptive practices is sometime referred to as “Section 5”
power.
38
See, e.g., A Brief Overview of the Federal Trade Commission’s Investigative and Law Enforcement Authority, FTC,
https://www.ftc.gov/about-ftc/what-we-do/enforcement-authority (last viewed, March 2, 2018).
39
FTC Charges D-Link Put Consumers’ Privacy at Risk Due to the Inadequate Security of Its Computer Routers and
Cameras, FTC, (Jan. 5, 2017), available at, https://www.ftc.gov/news-events/press-releases/2017/01/ftc-charges-dlink-put-consumers-privacy-risk-due-inadequate.
40
FTC lawsuit over D-Link’s lax router security just took a big hit, Engadget, (Sept. 21, 2017), available at,
https://www.engadget.com/2017/09/21/ftc-lawsuit-d-link-lax-router-security-took-hit/.
33
34
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The E.U. has regulated transparency and controlled the use of subject data for some time. 41 The EDPR contains
criteria to ensure transparency and data subject control. 42 The GDPR devotes an entire chapter to “rights of the
data subject,” 43 including sections on transparency 44 and subject control. 45

INFERENCE AND DATA REUSABILITY
Inference algorithms can infer sensitive information about individuals, such as sexual orientation, political
affiliation, and religion. 46 Even data that does not on its face seem to contain information about individual
subjects may ultimately reveal such information. 47 Moreover, “one of the main goals of big data analytics is to use
existing data for new purposes,” such that current data used for one purpose can be reused for other purposes. 48
For example, “mobile apps providers collect personal data in order to provide users with information about their

See, e.g., GDPR, supra note 8; EDPR, supra note 8.
See EDPR, supra note 8, at arts. 6–7.
43
See GDPR, supra note 8, at ch. III.
44
See GDPR, supra note 8, at art. 12 (“The controller shall take appropriate measures to provide any information
referred to in Articles 13 and 14 and any communication under Articles 15 to 22 and 34 relating to processing to
the data subject in a concise, transparent, intelligible and easily accessible form, using clear and plain language,
in particular for any information addressed specifically to a child.”).
45
See GDPR, supra note 8, at arts. 13-22. Control includes notification (art. 13: “Where personal data relating to a
data subject are collected from the data subject, the controller shall, at the time when personal data are
obtained, provide the data subject with all of the following information ...”; art. 14: “Where personal data have
not been obtained from the data subject, the controller shall provide the data subject with the following
information ...”), Access (art. 15: “The data subject shall have the right to obtain from the controller confirmation
as to whether or not personal data concerning him or her are being processed, and, where that is the case,
access to the personal data and the following information ...”), Correction (art. 16: “The data subject shall have
the right to obtain from the controller without undue delay the rectification of inaccurate personal data
concerning him or her. Taking into account the purposes of the processing, the data subject shall have the right
to have incomplete personal data completed, including by means of providing a supplementary statement.”),
data erasure (art. 17: “The data subject shall have the right to obtain from the controller the erasure of personal
data concerning him or her without undue delay and the controller shall have the obligation to erase personal
data without undue delay . . . .”), restriction of processing (art. 18: “The data subject shall have the right to obtain
from the controller restriction of processing. . . .”), portability (art. 20: “The data subject shall have the right to
receive the personal data concerning him or her, which he or she has provided to a controller, in a structured,
commonly used and machine-readable format and have the right to transmit those data to another controller
without hindrance from the controller . . . .”), and a right to object (art. 21: “The data subject shall have the right
to object, on grounds relating to his or her particular situation, at any time to processing of personal data
concerning him or her which is based on point (e) or (f) of Article 6(1), including profiling based on those
provisions. The controller shall no longer process the personal data unless the controller demonstrates
compelling legitimate grounds for the processing which override the interests, rights and freedoms of the data
subject or for the establishment, exercise or defen[s]e of legal claims”).
46
Torra & Navarro-Arribas, supra note 28, at 19.
47
Paul Ohm, The Underwhelming Benefits of Big Data, 161 U. PA. L. REV. ONLINE 339 (2013).
48
Id.
41
42
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fitness or health status (e.g. heart condition, dietary habits, etc.). These data can be valuable to insurance
companies and/or other providers (e.g. sports centres, dietary consultants, etc.) who may target specific users.” 49
However, this leads to the retaining of data, on the promise of the possibility that it could later be used for other
purposes. 50 Often, data can be combined with other information to determine the identities of the data subjects. 51
This is particularly an issue when websites and applications often link to external databases to improve the
information-gathering and subject-targeting process. 52 However, this linking of databases also makes more
information easily accessible to more third parties, which can as a result increase the risk of identification of
individuals in a database. 53 U.S. and E.U. regulations require the securing of data, and failure to do so can require
a company to notify data subjects of the failure. 54
The E.U. restricts data retention and further processing of data beyond the data’s specified use. 55 In the E.U., data
must be kept for no longer than necessary for the purpose for which it is processed. 56 In the U.S. some data may
face limitations on reuse, though there is no hard-and-fast rule. 57

D’Acquisto et. al., supra note 28, at 13.
See Torra & Navarro-Arribas, supra note 28, at 19.
51
D’Acquisto et. al., supra note 28, at 13 (“Another important element for big data is the possibility to combine
data sets from many different sources, so as to derive more (and new) information. This also triggers privacy
risks, especially if linking different sources may allow the emergence of patterns related to single individuals. For
example, it is feasible by combining various allegedly non-personal data to infer information related to a person
or a group. If the likelihood of such inference is high, it may be the case that an unintended processing of
personal data occurs. In the same way, the combination of anonymised data sets and advanced analytics can
lead to re-identification of a person by extracting and combining different pieces of information.”).
52
See Torra & Navarro-Arribas, supra note 28, at 19.
53
See id.
54
See GDPR, supra note 8, at art. 5 (“Personal data shall be ... processed in a manner that ensures appropriate
security of the personal data, including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or organisational measures.”); EDPR, supra
note 8, at art. 17. See also Peter P. Swire & Kensea Ahmad, Incident Management and Data Breach Notification, in
INTL. ASS’N. OF PRIVACY PROFESSIONALS, FOUNDATIONS OF INFORMATION PRIVACY AND DATA PROTECTION 104 (2012).
55
See EDPR, supra note 8, at art. 6 (“personal data must be ... collected for specified, explicit and legitimate
purposes and not further processed in a way incompatible with those purposes. Further processing of data for
historical, statistical or scientific purposes shall not be considered as incompatible provided that Member States
provide appropriate safeguards; [and also must be] adequate, relevant and not excessive in relation to the
purposes for which they are collected and/or further processed”).
56
See GDPR, supra note 8, at art. 5 (“Personal data shall be ... kept in a form which permits identification of data
subjects for no longer than is necessary for the purposes for which the personal data are processed.”).
57
Even HIPAA only limits use of identifiable information, which can be waived with consent. 45 C.F.R. 164.506. Deidentified info can be used under HIPAA and the HHS common rule. See William McGeveran et al.,
Deidentification and Reidentification in Returning Individual Findings from Biobank and Secondary Research:
Regulatory Challenges and Models for Management, 13 MINN. J. L. SCI. & TECH 485 (2012).
49
50
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PROFILING AND AUTOMATED DECISION MAKING
Large-scale analytics can be used for intentional profiling, and may even result in inadvertent profiling. 58 This
profiling may or may not be accurate. 59 Such profiling can result in economic harm or unequal treatment by
authorities. 60
As with many of the data privacy issued discussed above, the E.U. regulations directly address these issues, but the
U.S. laws are less straightforward. In the E.U., data subjects are protected from decision based on automated
profiling. 61 In the U.S., there is no overarching protection from data profiling. Under some circumstances, such
data may qualify for other protection, but profile gathering is the subject of little regulation in the U.S. beyond
certain specific contexts. 62

D’Acquisto et. al., supra note 28, at 14 (“The analytics applied to combined data sets aim at building specific
profiles for individuals that can be used in the context of automated decision making systems, e.g. for offering
or excluding from specific services and products. Such a profiling can in certain cases lead to isolation and/or
discrimination, including price differentiation, without providing the individuals the possibility to contest these
decisions.”).
59
Id. (“Moreover, profiling, when based on incomplete data, can lead to false negatives, unfairly depriving the
individuals from rights and benefits that they are entitled to.”)
60
D’Acquisto et. al., supra note 28, at 14 (“One evident example of profiling today is the whole area of online
behavioural advertising, which is also closely related to price differentiation (perceived by willingness of people
to pay). Another example is that of profiling in predictive police algorithms, which can lead to discrimination of
people, even based on the area where they live.”).
61
GDPR, supra note 8, at art. 22 (“The data subject shall have the right not to be subject to a decision based solely
on automated processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her.”).
62
Despite statutory FCRA requirements for accuracy, profiles inaccurately compiled by Spokeo were not enough
to show harm to data subjects. Spokeo, Inc. v. Robins, 136 S. Ct. 1540, 194 L. Ed. 2d 635 (2016), as revised (May
24, 2016).
58
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Potential Solutions
Despite the attempts to regulate big data, privacy issues are complicated and there are no simple or global
solutions. However, a number of measures can be employed to address privacy-related concerns.

NOTICE AND CONSENT
Perhaps the simplest means for addressing privacy concerns is to obtain consent from the data subjects. If the
subject grants permission to the gathered data, then relevant restrictions are lessened, or avoided entirely. 63 In the
E.U., consent must be unambiguous (and thus informed). 64 In the U.S., consent exceptions are generally included
in regulations governing specific data. 65 It is important to note that consent, especially when generalized, does not
constitute carte-blanche permission to use a user’s data. In the E.U., any use must be consistent with what the
subject consented to. 66 In the U.S., exceeding the scope of consent may constitute deceptive practices, and may
even lead to sanctions from the FTC under Section 5. 67
Consent is most effective when it is tailored to the needs of a data project, such that it crystalizes a definite
agreement with the data subject. 68 The onset of the data collection is the most critical point for obtaining consent,

Solon Barocas & Helen Nissenbaum, Big Data’s End Run Around Procedural Privacy Protections, 57.11
COMMS. OF THE ASS’N COMPUTING MACHINERY 31 (2014), https://cacm.acm.org/magazines/2014/11/179832-big-datasend-run-around-procedural-privacy-protections/fulltext (create account to read full article) (“Informed consent
attempts to turn the collection, handling, and processing of data into matters of individual choice.”).
64
GDPR, supra note 8, at art. 4 (“‘consent’ of the data subject means any freely given, specific, informed and
unambiguous indication of the data subject’s wishes by which he or she, by a statement or by a clear affirmative
action, signifies agreement to the processing of personal data relating to him or her.”); EDPR, supra note 8, at
art. 7.
65
See, e.g., HIPAA, 45 C.F.R. 164.506(b)(1) (“A covered entity may obtain consent of the individual to use or
disclose protected health information to carry out treatment, payment, or health care operations.”); FCRA, 15
U.S.C. 1681b(a)(2) (use is permissible if “[i]n accordance with the written instructions of the consumer to whom it
relates”).
66
GDPR, supra note 8, at art. 4 (“‘consent’ of the data subject means any freely given, specific, informed and
unambiguous indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative
action, signifies agreement to the processing of personal data relating to him or her.”); EDPR, supra note 8, at
art. 7.
67
See, e.g., Bakker v. McKinnon, 152 F.3d 1007 (8th Cir. 1998).
68
D’Acquisto et. al., supra note 28, at 23 (“Each data controller who is collecting the data needs to precisely define
what personal data are actually needed (and what is not needed) for the purpose of the processing, including
also the relevant data retention periods. Specific processes should be in place to exclude unnecessary personal
data from collection/transfer, reduce data fields and provide for automated deletion mechanisms. Privacy
Impact Assessments can be valuable tools for data controllers, in order to define the exact data processing
needs limiting data to what is absolutely necessary for the certain purpose.”).
63
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but this issue should continue to be reevaluated throughout the life of the collected data. 69 During the lifespan of
the data, data subjects should be given means to opt-out of continued participation. 70 However, depending on
the technology, it may be difficult or infeasible to obtain consent at the onset of a data interaction. 71 When using
existing data to simply create a probabilistic model on a non-subject, consent may not necessarily be required. 72
Consent is an important tool for addressing issues in big data privacy, but not the exclusive means of addressing
privacy concerns. 73

ANONYMIZATION
WHY ANONYMIZE?
“Anonymization, also known as de-identification, has been used to protect privacy in data sets stored in clouds
and medical databases. One of the largest issues that organizations confront in connection with cloud computing,
D’Acquisto et. al., supra note 28, at 24 (“The individuals need to be adequately informed about the collection of
their personal data for big data analytics. To this end, appropriate information notices and other transparency
mechanisms should be in place. Such tools should be available to the individuals throughout the big data
processing (and not only the collection). Still the point of collection is the most important point for the
individual in order to make an informed decision about the use of his/her personal data.”).
70
Id. (“Again the collection phase is the phase where the consent of the user needs to be obtained (if this is the
legal basis for the processing). Practical and usable implementations of opt in mechanisms are crucial to this
regard. Moreover, opt out tools should be offered to the individuals at any point of the processing. Other
mechanisms providing user control, such as sticky policies and personal data stores, are important measures to
explore.”).
71
Barocas & Nissenbaum, supra note 63 (“Even before big data entered common parlance, authors of privacy
policies faced profound challenges in trying to explain complex flows, assemblages, and uses of data. Anxious to
provide easily digestible accounts of information practices, they have confronted something we have called the
transparency paradox: simplicity and fidelity cannot both be achieved because details necessary to convey
properly the impact of the information practices in question would confound even sophisticated users, let alone
the rest of us. ... Big data extinguishes what little hope remains for the notice and choice regime. Simply stated,
upfront notice is not possible because new classes of goods and services reside in future and unanticipated
uses.”).
72
Id. (“Even if it were possible, as a theoretical matter, to achieve meaningful notice and render informed, rational
decisions concerning our own privacy, these decisions would nevertheless affect what companies can then infer
about others, whether or not these others have consented. The willingness of a few individuals to disclose
information about themselves may implicate others who happen to share the more easily observable traits that
correlate with the traits disclosed.”) (“When analysts can draw rules from the data of a small cohort of
consenting individuals that generalize to an entire population, consent loses its practical import. In fact, the
value of a particular individual’s withheld consent diminishes the more effectively a company can draw
inferences from the set of people that do consent as it approaches a representative sample. Once a dataset
reaches this threshold, the company can rely on readily observable data to draw probabilistic inferences about
an individual, rather than seeking consent to obtain these details.”).
73
Id. (“Consent and anonymity should not bear, and should never have borne, the entire burden of protecting
privacy. Recognizing their limits allows us to assess better where and under what conditions they may perform
the work for which they are well suited.”).
69
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particularly in public clouds, is protecting the confidentiality of data. Anonymization can help to address this issue.
Another issue can arise in connection with jurisdictional requirements for personally identifiable information that
require storing and processing the data only in designated geographies. Anonymization provides one tool for
addressing those requirements while allowing the transformed data to be processed where desired.” 74
Other examples of anonymization techniques can be found in the development of smart cities—and applied at
the IoT stage, from the very outset, as data is collected, such that privacy concerns are never raised in the
collected data set at all. One example of this is the anonymization of video data as it is recorded in a smart city. At
least one company is promoting “bare minimum” data collection throughout a smart city, including a camera
system that strips surveillance footage down to a series of faint outlines of humans which allow for certain
pedestrian, traffic and safety-monitoring functions, but without allowing for personal identification. Others are
skeptical of this approach because, without that identifying information, certain functions — e.g., law enforcement,
or even delivery of targeted music or news preferences to passengers in an elevator—would be limited. 75
In the GDPR, “pseudonymisation” means “the processing of personal data in such a manner that the personal data
can no longer be attributed to a specific data subject without the use of additional information, provided that
such additional information is kept separately and is subject to technical and organisational measures to ensure
that the personal data are not attributed to an identified or identifiable natural person.” 76
In the U.S., even the strong protections for human research subjects (the HHS Common Rule) allow significantly
unhindered use of properly de-identified data. 77 Various mechanisms have been developed for ensuring data
privacy through anonymization, for example:
•

“Data-driven or general purpose. In this case, we have no knowledge on the type of analysis to be performed
by a third-party. This is the usual case in which data is published through a server for future use. It also
includes the case that data is transferred to a data miner or a data scientist for its analysis as we usually do not
know which algorithm will be applied to the data. For this purpose, anonymization methods, also known as
masking methods have been developed.” 78

•

“Computation-driven or specific purpose. In this case, we know the exact analysis the third party (or third
parties) wants to apply to the data. For example, we know that the data scientist wants to find the parameters

Making Big Data, Privacy, and Anonymization Work Together in the Enterprise: Experiences and Issues, IEEE Xplore
(Jun. 27 – Jul. 2, 2014), http://ieeexplore.ieee.org/abstract/document/6906834/ [hereinafter IEEE Xplore].
75
Summers, supra note 2.
76
GDPR, supra note 8, at art. 4.
77
Protection of Human Research Subjects (The Common Rule), 45 C.F.R. § 46.101(b)(4) (“Research, involving the
collection or study of existing data, documents, records, pathological specimens, or diagnostic specimens, if
these sources are publicly available or if the information is recorded by the investigator in such a manner that
subjects cannot be identified, directly or through identifiers linked to the subjects.”). See also OFFICE FOR CIVIL
RIGHTS, Guidance Regarding Methods for De-identification of Protected Health Information in Accordance with the
Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule, U.S. DEPARTMENT OF HEALTH & HUMAN
SERVICES (Nov. 6, 2015), https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/deidentification/index.html.
78
Torra & Navarro-Arribas, supra note 28, at 16.
74
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of a regression model. This can be seen as the computation of a function or as solving a query for a database
without disclosing the database. When a single database is considered and we formulate the problem as
answering a query, differential privacy is a suitable privacy model. In the case that multiple databases are
considered, the privacy model is based on secure multiparty computation and cryptographic protocols are
used for this purpose.” 79
•

“Result-driven. In this case, the analysis (a given data mining algorithm) is also known. The difference with
computation-driven approaches is that here we are not worried about the protection of the database per se,
but on the protection of some of the outcomes of the algorithm. For example, we know that data scientists will
apply association rule mining, and we want to stop them from inferring that people buying diapers also buy
beers. As in computation-driven analysis, prevention of disclosure for this type of analysis is specific to the
given computation producing the specific results. In this case, however, the focus is on the knowledge inferred
from the data instead of the actual data.” 80

ANONYMIZATION METHODS
Removing HIPAA Identifiers (Simplest Method)
To address privacy concerns for medical information, HIPAA identifiers can be removed from patient data.
According to Stanford University, patient data can be anonymized by removing all HIPAA identifiers such as the
following information:
1. Names;
2. Geographic subdivisions smaller than a state (except the first three digits of a zip code if the geographic
unit formed by combining all zip codes with the same three initial digits contains more than 20,000
people and the initial three digits of a zip code for all such geographic units containing 20,000 or fewer
people is changed to 000);
3. All elements of dates (except year) for dates directly related to an individual, including birth date,
admission date, discharge date, and date of death and all ages over 89 and all elements of dates
(including year) indicative of such age (except that such ages and elements may be aggregated into a
single category of age 90 or older);
4. Telephone numbers;
5. Fax numbers;
6. Electronic mail addresses;
7. Social security numbers;
8. Medical record numbers;
9. Health plan beneficiary numbers;

79
80

Id.
Id.
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10. Account numbers;
11. Certificate/license numbers;
12. Vehicle identifiers and serial numbers, including license plate numbers;
13. Device identifiers and serial numbers;
14. Web Universal Resource Locators (URLs);
15. Internet Protocol (IP) address numbers;
16. Biometric identifiers, including finger and voice prints; and
17. Full face photographic images and any comparable images. 81
Additional information may also be removed if it can be used to identify the patient, such as, for instance, a
patient number, characteristic, or code (excluding any random identifier code for the subject that is not related to
or derived from any existing identifier).
“K-anonymity”
Even if all HIPAA identifiers are removed, it is possible that some individuals may still be uniquely identifiable by
the remaining fields. One potential solution to the deficiencies of simply removing HIPAA identifiers is an
approach called k-anonymity, which combines the removal (or partial removal) of some data fields with specific
restrictions on outside information stored in the data fields. “Specifically, assuming that outside information could
only cover certain fields in the database, one could suppress these fields or, when possible, generalize them (for
example, replace date of birth with year of birth) so that any combination of the values reported in these fields
would correspond to at least k individuals in the data (Sweeney 2002).” 82
The k-anonymity approach, however, does have weaknesses. “[I]n many applications it implies either an
unreasonably weak privacy guarantee or a massive suppression of data: notice that the amount of information
that can be released is expected to shrink as k grows and as restrictions on outside information are weakened.” 83
•

“k-anonymity” and “symmetric key encryption”: “[The] Human Factors Engineering team wanted to use
web page access logs and Big Data tools to improve usability of Intel’s heavily used internal web portal. To
protect Intel employees’ privacy, they needed to remove personally identifying information (PII) from the
portal’s usage log repository, but in a way that did not affect the use of Big Data tools to do analysis or the
ability to re-identify a log entry in order to investigate unusual behavior. To meet these objectives, we created
an open architecture for anonymization that allowed a variety of tools to be used for both de-identifying and
re-identifying web log records. In the process of implementing our architecture, we found that enterprise data
has properties different from the standard examples in anonymization literature. Our proof of concept showed
that Big Data techniques could yield benefits in the enterprise environment even when working on anonymized

HIPAA Identifiers: Anonymizing Data, Stanford Medicine, https://med.stanford.edu/irt/security/hipaa.html (last
visited Oct. 31, 2017).
82
Ori Heffetz & Katrina Ligett, Privacy and Data-Based Research, Caltech (Spring 2014),
http://authors.library.caltech.edu/52404/1/jep.28.2.75.pdf.
83
Id.
81
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data. We also found that despite masking obvious PII like usernames and IP addresses, the anonymized data
was vulnerable to correlation attacks. We explored the tradeoffs of correcting these vulnerabilities and found
that User Agent (Browser/OS) information strongly correlates to individual users. While browser fingerprinting
has been known before, it has implications for tools and products currently used to de-identify enterprise data.
We conclude that Big Data, anonymization, and privacy can be successfully combined but requires analysis of
data sets to make sure that anonymization is not vulnerable to correlation attacks” 84
•

Differences between k-anonymity and differential privacy: “K-anonymity (and its variants) is focusing on
anonymizing a data set before its release for further analysis (e.g. a hospital that wants to publish data in order
to analyze side effects of certain medications). Differential privacy, on the other hand, is about running queries
on the data, following a predefined type of analysis, in a way that the answers do not violate individuals’
privacy. Although it has been argued that the differential privacy’s query-based approach is superior to the
“release and forget” approach of k-anonymity, its practical implementation (taking into account the utilityprivacy trade-off) is not possible in every data analytics scenario. Thus, k-anonymity still has a dominant role,
especially on data releases (i.e. when the query-based model is not applicable).” 85

“Differential privacy”
Differential privacy is another privacy model that aims to limit the impact of any individual subject’s contribution
on the outcome of the model. Its primary characteristic is to anonymize the answers to interactive queries the
subject submits to a database, rather than anonymizing the subject’s data sets. 86
Differential privacy is a privacy model that aims to enable the release of information while providing privacy
guarantees to individuals. “At the heart of this concept is the idea that the addition or removal of a single
individual from a dataset should have nearly no effect on any publicly released functions of the data, but
achieving this goal requires introducing randomness into the released outcome.” 87
•

“Informally, differential privacy seeks to guarantee to the potential participant that, irrespective of the decision
whether to participate, almost the same things can be learned from the released outcome—regardless of
outside information, of the data already in the database, or of the participant’s own personal data. Differential
privacy hence gives participants (and nonparticipants) in the database a form of plausible deniability; they
could always deny that their data took specific values or even that they participated (or did not participate),
and an observer would have almost no evidence either way.” 88

•

“Like any other rigorous approach, the differential privacy approach makes some assumptions that may be
questioned. For example, it assumes that an individual’s private data are conveniently represented as a row in a
database (an assumption violated by, for example, social network data), and it implicitly assumes that a

See IEEE Xplore, supra note 74.
D’Acquisto et. al., supra note 28, at 33 (footnote omitted).
86
Id.
87
See Heffetz & Ligett, supra note 82.
88
Id.
84
85
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particular definition—involving a bound on the ratio of outcome probabilities—captures what we mean by
privacy.” 89
Crowd-blending privacy is a version of “differential privacy that is partly inspired [by] k-anonymity, with a view to
improving utility. A data set satisfies k-crowd blending privacy if each individual record . . . in the data set ’blends’
with . . . k other records . . . in the data set, in the sense that the output of the randomized query function . . . is
’indistinguishable’ if [it] is replaced by any of the records . . . .” 90
“Token-based hashing”
Another approach to privacy protection is to make it more difficult for an attacker to leverage outside information.
“For example, prior to making the query logs publicly available, AOL could have removed not only user identities
but also the search keywords themselves with uniquely identifying random strings.” 91 This approach is known as
“token-based hashing” and would preserve many features of the data, hence maintaining usefulness of the
database. However, preserving the underlying data can make this scheme vulnerable as well. “[S]hortly after the
disaster at AOL Research, a group … showed that an attacker with access to a ‘reference’ query log (for example,
early logs released by Excite or Altavista) could use it to extract statistical properties of tokenized words in the
database, and ‘invert the hash function’—that is, break the coding scheme—based on co-occurrences of tokens
within searches.” 92 And some have speculated that “such an approach does not appear to make de-anonymization
impossible, but merely harder.” 93
Centralized versus Local Anonymization
Centralized anonymization is a form of statistical disclosure control which is performed by a data controller who
has access to the entire data set. This centralized approach has an advantage because individuals do not need to
anonymize their data records. “The data controller, who has more computational resources and probably more
expertise in anonymization, can be expected to adequately anonymize the entire data set. The data controller has
a global view of the original data set and, thus, is in the best position to optimize the trade-off between data
utility and extant disclosure risk.” 94
Local anonymization is an alternative method for disclosure limitation which can be suitable for scenarios
(including big data) where the individuals do not completely trust the data controller assembling the data. “Each
subject anonymizes his/her own data before handing them to the data controller. In comparison to centralized
anonymization, local anonymization usually results in greater information loss (data utility loss). The reason is that
each individual needs to protect his/her data without seeing the other individuals’ data, which makes it difficult for
him/her to find a good trade-off between the disclosure risk limitation achieved and the information loss
incurred.” 95

Id.
See D’Acquisto et al., supra note 28, at 32.
91
Id.
92
Id.
93
Id.
94
See D’Acquisto et al., supra note 28, at 34.
95
See id.
89
90
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PROBLEMS WITH THESE METHODS
Anonymization can be an effective method to protect personal data, but it also has limitations. Some common
problems with the method are listed below:
•

“A common theme...has been the crucial role played by auxiliary information, that is, knowledge from sources
outside the dataset under consideration. ...[A]ttackers consulted outside sources not foreseen by database
owners, including public records such as voter rolls, complementary databases such as IMDB, or, simply
personal familiarity with an individual in the database. To identify individuals, the attackers then carried out a
variant of a so-called ‘linkage attack’: they matched fields that overlap across the auxiliary data and the
attacked database.” 96

•

“On one side, too little anonymization (e.g., mere de-identification by just suppressing direct identifiers) may
not be enough to ensure non-identifiability. This becomes more problematic with big data because, as the
amount and variety of data about an individual accumulates, re-identification becomes more plausible. On the
other side, too strong an anonymization may prevent linking data on the same individual subject (or on similar
individual subjects) that come from different sources and, thus, undermine many of the potential benefits of
big data.” 97

•

“Although data anonymization is not an all-encompassing solution for privacy in big data (for example, it may
thwart some types of data analysis), it can certainly be a useful tool to deal with the above clashes. However,
the particular characteristics of big data (mainly the linkability requirement and the accumulation of data
collected from multiple sources) challenge usual SDC approaches. … In addition to adapting current privacy
models for operation with big data, future research avenues include coming up with new privacy models
designed from scratch with big data requirements in mind. In fact, changes may even be necessary in the
definition of privacy guarantees, in order for these to be naturally compatible with data continuously and
massively collected from multiple data sources.” 98

ENCRYPTION AND CRYPTOGRAPHY
WHY USE ENCRYPTION?
Encryption is a security technique that transforms data in such a way that it can only be accessed by authorized
parties. Encryption can provide strong protection for personal data. Encryption can be integral for big data
privacy, as long as it is performed using suitable encryption algorithms and key sizes, and the encryption keys are
securely maintained. 99 In the event a company’s data is breached, some state laws consider whether the stolen
information was encrypted in determining whether the company will be required to disclose the breach. 100
Jordi Soria-Comas, Josep Domingo-Ferrer, Big Data Privacy: Challenges to Privacy Principles and Models,
Springer Link (Sept. 15, 2015), https://link.springer.com/article/10.1007/s41019-015-0001-x.
97
Id.
98
Id.
99
See D’Acquisto et al., supra note 28.
100
California Raises the Bar on Data Security and Privacy, FindLaw, http://corporate.findlaw.com/lawlibrary/california-raises-the-bar-on-data-security-and-privacy.html (last visited, Feb. 28, 2018).
96
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ENCRYPTION METHODS
Attributable Based Encryption (ABE)
Attribute-Based-Encryption (ABE) is an emerging encryption technique that allows for sharing data among
different user groups while preserving the privacy of the users. “ABE combines access control with public key
cryptography, in a way that the secret key used for the encryption and the ciphertext depend upon certain
attributes (e.g. the individual’s country, job or habit). In this way, the decryption of the ciphertext can be
performed only if the presented set of attributes matches the attributes of the ciphertext.” 101
One straightforward implementation of ABE is identity based encryption (IBE), where both the ciphertext and
secret key are associated with identities (e.g. the user’s email address) and decryption is possible only when the
identities of the ciphertext and secret key are equal. 102
A more advanced implementation of ABE is functional encryption where an individual with certain attributes will
have a specific key that will allow access to a particular function of the encrypted data. “Functional encryption is
particularly interesting in cases where a set of cipher text can be seen by everyone, but only a specific portion of it
can be decrypted and for certain processing that is mandated in the secret key itself. For example, in the context
of a medical study with encrypted patient data, it could be possible to reveal only the total number of patients
affected by a specific disease, without the need to decrypt personal data. Thus, functional encryption can be very
interesting in big data cloud storage and has even been presented as the solution to big data security. However
practical implementation is still in its infancy due to its slow performance.” 103
Searchable Encryption
Encrypted search can be a powerful tool, particularly for big data protection, allowing individuals to access search
features without the need to disclose personal data. For example, encrypted searching could be useful for “query –
answer systems, where the necessary information is retrieved without accessing the original data.” 104
One of the best available techniques today is Property Preserving Encryption (PPE), which allows searchers to
maximize efficiency and query expressiveness. “PPE is based on the idea of encrypting data in a way that some
property is preserved, e.g. if a>b, enc(a) > enc(b).” 105
Another important technique is Symmetric Searchable Encryption (SSE), which encrypts the database using a
symmetric encryption algorithm and allows for later research matching a given keyword. This technique is
appropriate when the entity that searches the data is also the one that generated it. “In particular, a data structure
is built that supports fast search on the data set (e.g. an index) and is encrypted using the SSE scheme. The data
set is also encrypted using a standard symmetric encryption scheme (e.g. AES). In this way, in order to query the
data, it is only necessary to query the encrypted data structure.” 106
See D’Acquisto et al., supra note 28.
See id.
103
Id.
104
Id.
105
Id.
106
Id.
101
102
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Privacy Preserving Computations
When it is important to maximize privacy and query expressiveness, some of the best solutions are Fully
Homomorphic Encryption (FHE) and Oblivious RAM (ORAM). These search techniques fall under the umbrella of
privacy preserving computations, and they are the subject of continuing research into mechanisms for improved
searchable encryption techniques. 107

107

Id.
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APPENDIX A: Applicable Laws and
Regulations
UNITED STATES
The United States does not have an overarching data privacy law like the GDPR in the EU. There is also no agency
created for or devoted to data privacy issues, though the FTC has shown a strong interest in data privacy issues.

PRIVACY ACT OF 1974
•

The Social Security Act (P.L. 74-271) was enacted in 1935. It did not expressly mention the use of SSNs, but it
authorized the creation of some type of record keeping scheme. 108

•

Under the Privacy Act, Federal agencies are prohibited from disclosing private information without consent
from the individual unless certain exceptions apply. The Privacy Act provides protections to individuals in three
principle ways: “[1] the right to request their records, subject to Privacy Act exemptions; [2] the right to request
a change to their records that are not accurate, relevant, timely or complete; and [3] the right to be protected
against unwarranted invasion of their privacy resulting from the collection, maintenance, use, and disclosure of
their personal information.” 109

•

Later acts included amendments to the government’s use of social security, such as the Tax Reform Act of 1976
(P.L. 94-455). The Tax Reform Act of 1976 included the following amendments to the Social Security Act: “To
allow use by the States of the SSN in the administration of any tax, general public assistance, driver's license or
motor vehicle registration law within their jurisdiction and to authorize the States to require individuals
affected by such laws to furnish their SSNs to the States; To make misuse of the SSN for any purpose a
violation of the Social Security Act; To make, under federal law, unlawful disclosure or compelling disclosure of
the SSN of any person a felony, punishable by fine and/or imprisonment.” 110

Social Security History, Social Security, https://www.ssa.gov/history/ssn/ssnchron.html (last updated Nov. 9,
2005); Privacy Requirements, West Virginia State Privacy Office, http://www.privacy.wv.gov/privacyprogram/Pages/PrivacyRequirements.aspx (last visited Oct. 31, 2017).
109
The Privacy and the Freedom of Information Act, Social Security, https://www.ssa.gov/agency/privacyact.html
(last visited Oct. 31, 2017) [hereinafter Privacy and FOIA].
110
See Social Security History, supra note 108.
108
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THE FREEDOM OF INFORMATION ACT
•

The Freedom of Information Act (FOIA), as amended at 5 U.S.C. 552, is a disclosure statute that requires Federal
Executive Branch agencies to make records available to the public.

•

The purpose of FOIA is to prevent agencies from having secret law and to ensure the government is
accountable for its actions. “FOIA requires agencies to publish in the Federal Register statements of its
organizations, functions, rules, procedures, general policy, and any changes, and how to get information. In
addition, agencies must index and make available for public inspection and copying statements of policy,
manuals and instructions, and final opinions and orders in cases, as well as the indexes.” 111

FCC PRIVACY RULE [REPEALED]
•

Section 222 of Title II of the Communications Act requires telecommunications carriers to protect the privacy of
their customers’ information

•

In October 2016, the FCC passed a regulation “requiring broadband Internet Service Providers (ISPs) to protect
the privacy of their customers” that includes clear guidance as to when and how internet service providers can
use and share consumer personal information and browser data 112

•

In April 2017, President Trump repealed this regulation.

FTC AUTHORITY
•

The FTC has the authority to prohibit “unfair trade practices” in the United States under 15 U.S.C. §45(a)(1)
(2011).

•

The FTC has used its authority to initiate lawsuits against Jerk.com and against Snapchat.

•

Only for-profit companies are subject to FTC Section 5 jurisdiction. 113

MISCELLANEOUS FEDERAL REGULATIONS
•

Health Insurance Portability and Accountability Act (HIPAA) 114

•

United States Patriot Act

•

Video Privacy Protection Act of 1988

•

Cable Television Protection and Competition Act of 1992/Cable Communications Policy Act

•

Fair Credit Reporting Act

See Privacy and FOIA, supra note 109.
FCC Adopts Privacy Rules to Give Broadband Consumers Increased Choice, Transparency and security for their
personal data, FCC (Oct. 27, 2016), https://apps.fcc.gov/edocs_public/attachmatch/DOC-341937A1.pdf.
113
15 U.S.C. § 45(a).
114
HIPPA PHI: List of 18 Identifiers and Definition of PHI, Berkeley, http://cphs.berkeley.edu/hipaa/hipaa18.html
(last visited Oct. 31, 2017) (Protected Health Information is “any information in the medical record or designated
record set that can be used to identify an individual and that was created, used, or disclosed in the course of
providing a health care service such as diagnosis or treatment.”).
111
112
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•

Gramm-Leach Bliley-Act

•

Family Educational Rights and Privacy Act of 1974

•

Driver’s Privacy Protection Act

•

National Crime Prevention and Privacy Compact

•

Children Online Privacy Protection Act

•

Genetic Information Nondiscrimination Act of 2008

•

Real ID Act of 2005

•

Executive Order Enhancing Public Safety in the Interior of the United States 115

MISCELLANEOUS STATE REGULATIONS
•

New York’s Personal Privacy Protection Law 116

•

California Privacy Laws 117

•

Illinois Biometric Information Privacy Act.

DATA PRIVACY AND THE FOURTH AMENDMENT
•

The Fourth Amendment of the U.S. Constitution provides (in part) that “[t]he right of the people to be secure in
their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated.”
Over the years, the Supreme Court has addressed Fourth Amendment cases with respect to various privacy
issues.

•

Olmstead v. United States, 277 U.S. 438 (1928) 118
– Physical intrusion definition of a search.

•

Silverman v. United States, 365 U.S. 505 (1961) 119
– “[T]he Fourth Amendment governs not only the seizure of tangible items, but extends as well to the
recording of oral statements, over-heard without any ‘technical trespass under . . . local property law.’”

•

Katz v. United States, 389 U.S. 347 (1967) 120

On January 25, 2017, President Donald Trump signed an Executive Order “Enhancing Public Safety in the
Interior of the United States” stating that “[a]gencies shall, to the extent consistent with applicable law, ensure
that their privacy policies exclude persons who are not United States citizens or lawful permanent residents from
the protections of the Privacy Act regarding personally identifiable information.”
116
Committee on Open Government, New York State, https://www.dos.ny.gov/coog/pppl.html (last visited Oct. 31,
2017).
117
Privacy Laws, State of California, https://oag.ca.gov/privacy/privacy-laws (last visited Oct. 31, 2017).
118
Olmstead v. United States, 277 U.S. 438 (1928).
119
Silverman v. United States, 365 U.S. 505 (1961).
120
Katz v. United States, 389 U.S. 347 (1967).
115
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– “[T]he Fourth Amendment cannot be translated into a general constitutional ‘right to privacy.’ That
Amendment protects individual privacy against certain kinds of governmental intrusion, but its
protections go further, and often have nothing to do with privacy at all.” 389 U.S. at 350.
– “[T]he Fourth Amendment protects people, not places. What a person knowingly exposes to the public,
even in his own home or office, is not a subject of Fourth Amendment protection.” 389 U.S. at 351.
– Justice Harlin Concurrence: If one has a reasonable expectation of privacy, police must get a warrant
before invading that privacy. A reasonable expectation of privacy is present when: 1) an individual shows
that he expects privacy; and 2) the subjective expectation was reasonable per society’s standards. 389
U.S. at 360–62.
•

United States v. Knotts, 460 U.S. 276 (1983) 121
– “[A] person traveling in an automobile on public thoroughfares has no reasonable expectation of privacy
in his movements from one place to another.” 460 U.S. at 281.

•

Kyllo v. United States, 533 U.S. 27 (2001)

“Where... the Government uses a device that is not in general public use, to explore details of the home that would
previously have been unknowable without physical intrusion, the surveillance is a “search” and is presumptively
unreasonable without a warrant.”
•

United States v. Jones, 132 S. Ct. 945 (2012) 122
– “[T]he Government's installation of a GPS device on a target’s vehicle, and its use of that device to
monitor the vehicle’s movements, constitutes a ‘search.’” 132 S. Ct. at 949.

•

Riley v. California, 573 U.S. 783 (2014) 123
– Court held that when the police are searching a cell phone pursuant to an arrest, to avoid an illegal
search under the 4th Amendment, they must first procure a valid warrant.

EUROPEAN UNION
DATA PROTECTION DIRECTIVE [SUPERSEDED BY GDPR]
•

Under Directive 95/46/EC, 124 the European Union enacted the legislation to “strike a balance between a high
level of protection for the privacy of individuals and the free movement of personal data within the European
Union.” 125 The directive was enacted by the European Parliament and Council in October 1995 126 and became
effective in October 1998. 127 The directive was ultimately replaced by the GDPR (adopted in April 2016).

United States v. Knotts, 460 U.S. 276 (1983).
United States v. Jones, 132 S. Ct. 945 (2012).
123
Riley v. California, 573 U.S. 783 (2014).
124
EDPR, supra note 8; EU Legislation Summary: Protection of Personal Data, EUR-LEX (Mar. 8, 2014), http://eurlex.europa.eu/legal-content/EN/TXT/?uri=URISERV:l14012.
125
See id.
121
122
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•

The Directive “sets strict limits on the collection and use of personal data and demands that each Member
State set up an independent national body responsible for the supervision of any activity linked to the
processing of personal data.” 128

INTERNATIONAL SAFE HARBOR PRIVACY PRINCIPLES [INVALIDATED]
•

The International Safe Harbor Privacy Principles were developed in consultation with industry and the general
public to facilitate trade and commerce between the United States and European Union. “They are intended for
use solely by U.S. organizations receiving personal data from the European Union for the purpose of qualifying
for the safe harbor and the presumption of ‘adequacy’ it creates.” 129

•

The U.S. Department of Commerce issued the Safe Harbor Privacy Principles in July 2000. 130 The European
Court of Justice declared the Safe Harbor Decision invalid in October 2015. 131

•

The key principles of the Safe Harbor Privacy Principles are as follows: 132
1. Notice – “An organization must inform individuals about the purposes for which it collects and uses
information about them, how to contact the organization with any inquiries or complaints, the types of
third parties to which it discloses the information, and the choices and means the organization offers
individuals for limiting its use and disclosure. [It] must be provided in clear and conspicuous language ...”
2. Choice – “An organization must offer individuals the opportunity to choose (opt out) whether their
personal information is (a) to be disclosed to a third party (1) or (b) to be used for a purpose that is
incompatible with the purpose(s) for which it was originally collected or subsequently authorized by the
individual. Individuals must be provided with clear and conspicuous, readily available, and affordable
mechanisms to exercise choice.”
3. Onward Transfer – “To disclose information to a third party, organizations must apply the Notice and
Choice Principles...”
4. Security – “Organizations creating, maintaining, using or disseminating personal information must take
reasonable precautions to protect it from loss, misuse and unauthorized access, disclosure, alteration
and destruction.”
5. Data Integrity – “Consistent with the Principles, personal information must be relevant for the purposes
for which it is to be used. An organization may not process personal information in a way that is

See id.
Id.
128
Id.
129
Safe Harbor Privacy Principles, Library of Congress,
http://webarchive.loc.gov/all/20150410181019/http://www.export.gov/safeharbor/eu/eg_main_018475.asp (last
updated Jan. 30, 2009).
130
Id.
131
The Court of Justice declares that the Commission’s US Safe Harbour Decision is invalid, CURIA (Oct. 6, 2015),
https://curia.europa.eu/jcms/upload/docs/application/pdf/2015-10/cp150117en.pdf [hereinafter CURIA].
132
See Safe Harbor Privacy Principles, supra note 129.
126
127
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incompatible with the purposes for which it has been collected or subsequently authorized by the
individual. To the extent necessary for those purposes, an organization should take reasonable steps to
ensure that data is reliable for its intended use, accurate, complete, and current.”
6. Access – “Individuals must have access to personal information about them that an organization holds
and be able to correct, amend, or delete that information where it is inaccurate, except where the
burden or expense of providing access would be disproportionate to the risks to the individual's privacy
in the case in question, or where the rights of persons other than the individual would be violated.”
7. Enforcement – “Effective privacy protection must include mechanisms for assuring compliance with the
Principles, recourse for individuals to whom the data relate affected by non-compliance with the
Principles, and consequences for the organization when the Principles are not followed… Sanctions must
be sufficiently rigorous to ensure compliance by organizations.”
•

The EU Court of Justice addressed privacy concerns in a 2015 decision in which it held that privacy protections
were a fundamental right.
– Ruling: “In today’s judgment, the Court of Justice holds that the existence of a Commission decision
finding that a third country ensures an adequate level of protection of the personal data transferred
cannot eliminate or even reduce the powers available to the national supervisory authorities. …Thus,
even if the Commission has adopted a decision, the national supervisory authorities, when dealing with a
claim, must be able to examine, with complete independence, whether the transfer of a person’s data to
a third country complies with the requirements laid down by the directive.” 133
– “As regards a level of protection essentially equivalent to the fundamental rights and freedoms
guaranteed within the EU, the Court finds that, under EU law, legislation is not limited to what is strictly
necessary where it author[zes], on a generali[zed] basis, storage of all the personal data of all the
persons whose data is transferred from the EU to the United States without any differentiation, limitation
or exception being made in the light of the objective pursued and without an objective criterion being
laid down for determining the limits of the access of the public authorities to the data and of its
subsequent use. The Court adds that legislation permitting the public authorities to have access on a
generali[zed] basis to the content of electronic communications must be regarded as compromising the
essence of the fundamental right to respect for private life” 134

EU-US PRIVACY SHIELD
•

A new framework for the invalidated Safe Harbor Privacy Principles was provided by Document
C/2016/4176. 135 It was “designed by the U.S. Department of Commerce and European Commission to provide
companies on both sides of the Atlantic with a mechanism to comply with EU data protection requirements

See CURIA, supra note 131.
https://curia.europa.eu/jcms/upload/docs/application/pdf/2015-10/cp150117en.pdf
135
http://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=uriserv:OJ.L_.2016.207.01.0001.01.ENG&toc=OJ:L:2016:207:FULL
133
134
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when transferring personal data from the European Union to the United States in support of transatlantic
commerce.” 136
•

The EU-U.S. Privacy Shield imposes stronger obligations on U.S. companies to protect Europeans’ personal
data. It reflects the requirements of the European Court of Justice, which ruled the previous Safe Harbor
framework invalid. The Privacy Shield requires the U.S. to monitor and enforce more robustly, and cooperate
more with European Data Protection Authorities. It includes, for the first time, written commitments and
assurance regarding access to data by public authorities. 137 The principal commitments for American and
European companies are listed below:
– For American companies
“Self-certify annually that they meet the requirements.
Display a privacy policy on their website.
Reply promptly to any complaints.
(If handling human resources data) Cooperate and comply with European Data Protection
Authorities.” 138
– For European individuals





“More transparency about transfers of personal data to the U.S. and stronger protection
of personal data.
 Easier and cheaper redress possibilities in case of complaints —directly or with the help of
their local Data Protection Authority.” 139
– In February 2016, the European Commission announced the EU/US Privacy Shield. 140 In July 2016, the
European Commission adopted a decision approving the EU-US Privacy Shield Framework. 141
Subsequently on January 2017, the Swiss government announced the approval of a Swiss-US privacy
shield framework. 142


GENERAL DATA PROTECTION REGULATION (GDPR)
•

The Regulation EU 2016/679 was intended to harmonize data privacy laws across Europe, to protect data
privacy for European citizens, and to reshape the way that organizations within Europe approached data
privacy. 143 The Regulation generally does not change the core data protection principles of Directive 95/46/EC,

https://www.commerce.gov/sites/commerce.gov/files/media/files/2016/fact_sheet-_eu-us_privacy_shield_716_sc_cmts.pdf
137
http://ec.europa.eu/justice/data-protection/files/factsheets/factsheet_eu-us_privacy_shield_en.pdf
138
http://ec.europa.eu/justice/data-protection/files/factsheets/factsheet_eu-us_privacy_shield_en.pdf
139
http://ec.europa.eu/justice/data-protection/files/factsheets/factsheet_eu-us_privacy_shield_en.pdf
140
http://europa.eu/rapid/press-release_IP-16-216_en.htm
141
http://ec.europa.eu/justice/data-protection/international-transfers/eu-us-privacy-shield/index_en.htm.
142
Swiss-US Privacy Shield: better protection for data transferred to the USA, Swiss Government,
https://www.admin.ch/gov/en/start/documentation/media-releases.msg-id-65210.html (last modified Jan. 5,
2016).
143
Regulation (EU) 2016/679 of the European Parliament and of the Council, EUR-Lex (Apr. 27, 2016), http://eurlex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32016R0679.
136

BAKER BOTTS

© 2018 Baker Botts L.L.P.

DATA PRIVACY & RELATED TOPICS
| Published by Wolters Kluwer

28
83

BIG DATA Handbook | Chapter 3 — Data Privacy & Related Topics
PRIVILEGED & CONFIDENTIAL

but instead refines the guidelines to address new technological context, introducing more safeguards for data
subjects and user rights. 144
•

The regulation was approved by EU Parliament on April 14, 2016 and replaced the Data Protection Directive.
Enforcement goes into effect on May 25, 2018.

•

The key principles of the regulation are accountability, informed consent, and explanations. The regulation
includes the right to rectification and the right to be forgotten.
– “As a first point, the Regulation places a remarkable emphasis on reinforced and actual transparency
(article 14). New elements are in fact included in the list of items on which the data subject must be
informed regarding the processing, namely the contact details of a responsible person, the legal basis of
the processing (including the specific legitimate interests pursued by the controller or by a third party),
as well as the existence of the right to data portability. The latter is a prominent new right (article 18),
introduced with the scope of reinforcing users’ access rights. A data subject can in fact receive the
personal data concerning him or her, which he or she has provided to a controller, in a structured and
commonly used and machine-readable format and have the right to transmit those data to another
controller. Also, the right to delete will be reinforced with the introduction of the so called right-to-beforgotten (article 17), aiming at fostering a more responsible and cautious attitude towards public
disclosure of data. In particular, this new right envisages obligation for a controller who has made
personal data public to take reasonable steps to inform other controllers processing the data, that the
data subject has requested erasure of any links to, or copy or replication of the personal data.” 145
– “The Regulation introduces also a new awareness tool for data controllers (article 33) which should
facilitate compliance with data protection obligations, and which is relevant in particular when using new
technologies: the Data Protection Impact Assessment (DPIA). This assessment shall contain a description
of the envisaged processing operation, an evaluation of the privacy risks and the measures envisaged to
address those risks. Moreover, the Regulation introduces for the first time an obligation to the data
controller for data protection by design and by default (article 23), as a tool to integrate data protection
safeguards early at the development stage of new products and services.” 146
– “Interestingly, new mechanisms for co-controllership are introduced (article 24), with the scope of
coping with the complexities of modern data value chain. Again, where two or more controllers jointly
determine the purposes and means of the processing of personal data, it is envisaged that they shall
transparently determine their respective responsibilities for compliance, designating which of the joint
controllers shall act as a single point of contact for data subjects to exercise their rights.” 147

•

What about Brexit?
– “If you process data about individuals in the context of selling goods or services to citizens in other EU
countries then you will need to comply with the GDPR, irrespective as to whether or not the UK retains

See D’Acquisto et. al., supra note 28.
Id.
146
Id.
147
Id.
144
145
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the GDPR post-Brexit. If your activities are limited to the UK, then the position (after the initial exit
period) is much less clear. The UK Government has indicated it will implement...equivalent or alternative
legal mechanisms. Our expectation is that any such legislation will largely follow the GDPR, given the
support previously provided to the GDPR by the ICO and UK Government as an effective privacy
standard, together with the fact that the GDPR provides a clear baseline against which UK business can
seek continued access to the EU digital market.” 148

148

GDPR FAQS, EUGDPR, http://www.eugdpr.org/gdpr-faqs.html (last visited Oct. 31, 2017).
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APPENDIX B: Reidentification and
Inference Case Studies
•

Massachusetts GIC Data
– In 1990, “William Weld, then Governor of Massachusetts, approved the release of certain medical
records of state employees to researchers, assuring the public that individual anonymity would be
protected by eliminating obvious identifiers from the data (Greely 2007). A few days after Weld’s
announcement, Latanya Sweeney—then a graduate student at MIT—re-identified Weld’s personal
records (including diagnosis and prescriptions in the database; she then had his records delivered to his
office.” 149
– “While the medical data—officially, the Massachusetts “Group Insurance Commission” (GIC) data—had
been “de-identified” by removing fields containing patients’ name, address, and social security number
(SSN) prior to the data release, the nearly 100 remaining fields included ZIP code, birth date, and sex.” 150
– “As Ohm (2010) tells the story, Sweeney ...‘knew that Governor Weld resided in Cambridge
Massachusetts, a city of 54,000 residents and seven ZIP codes. For twenty dollars, she purchased the
complete voter rolls from the city of Cambridge—a database containing, among other things, the name,
address, ZIP code, birth date, and sex of every voter. By combining this data with the GIC records,
Sweeney found Governor Weld with ease. Only six people in Cambridge shared his birth date; only three
were men, and of the three, only he lived in his ZIP code.’” 151

•

AOL Search Data
– “In 2006, AOL Research released detailed Internet search records of 650,000 users covering a threemonth period, amounting to 20 million search queries. The stated purpose of the release was
expressed... ‘AOL is also embracing the vision of an open research community, which is creating
opportunities for researchers in academia and industry alike.... with the goal of facilitating closer
collaboration between AOL and anyone with a desire to work on interesting problems.’” 152
– “Prior to the data release, the search logs were de-identified, for example by removing usernames and IP
addresses, using instead unique identifiers (such as “4417749”) to link all of a single user’s queries. This

See Heffetz & Ligett, supra note 82.
Id.
151
Id.
152
Id.; Michael Barbaro & Tom Zeller, A Face Is Exposed for AOL Searcher No. 4417749, NY TIMES (Aug. 9, 2006),
http://www.nytimes.com/2006/08/09/technology/09aol.html.
149
150
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de-identification, however, quickly proved far from sufficient for the intended anonymization, as
illustrated by the New York Times article on Ms. Arnold. Within days of the release, AOL apologized,
removed the data website as well as a few employees, and silenced its research division.” 153
Target Advertising

•

– “In 2012 the retail company Target, using behavioral advertising techniques, managed to identify a
pregnant teen girl from her web searches and sent her relevant vouchers at home.” 154

Heffetz & Ligett, supra note 82; Barbaro & Zeller, supra note 152.
See D’Acquisto et. al., supra note 28.; Kashmir hill, How Target Figured Out a Teen Girl Was Pregnant Before Her
Father Did, Forbes (Feb 16, 2012), https://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figuredout-a-teen-girl-was-pregnant-before-her-father-did/#458a224c6668.

153
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